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1. 06Lpe nonoxeHus

1.1 UpenmiukaLma JoKyMeHTa

[laHHOE PYKOBOACTBO KPATKO MOXHO MAEHTU(ULMPOBATD COrNacHo Tabnuue 1.

Ta6nuua 1- UaeHTndukawns JoKyMeHTa

Ha3BaHue pokymeHTa «RT Protect EDR»
PyK0BOACTBO 0niepaTopa nowcka yrpo3

Bepcus JoKyMeHTa Bepcua 1.0.32
(akTyanbHO Ans Bepcum arenta 4.0.0,

Bepcuu cepeepa 4.0,
(dhpontenp 3.0.141, 63kenpa 1.27.1)

WeHTHdUKaLMS NporpaMMbl «RT Protect EDR»
UneHTndmkaums paspaboTymka AQ «PT-1b»
YpoBetb 0BepHs Ouenoutblit yposetb Josepus 4 (0Y/14)

«Tpe6oBanua no 6e30nacHOCTY MHOPMALMK, YCTAHABMBALOLLME YPOBHU fOBEPHS
K CPEACTBAM TEXHUYECKOW 3awuThl MHGOPMALMM M CpeacTBaM obecneyeHus
6€30MacCHOCTU MH(OPMALMOHHBIX TEXHONOMMIA, YTBEPXAEHHBIM Npukasom OCTIK
Poccun o1 2 mons 2020 r. N° 76 (3apeructpuposaH Muntoctom Poccun 11 centsibps
2020 r., peructpaunoHHblit N° 59772) (C M3MEHeHUSIMK, BHECEHHBIMU NPUKA30M
OCTIK Poccum o118 anpens 2022 r. N° 68 (3apernctpuposaH Muntoctom Poccun
20 wiong 2022 r., peructpaumnonHblit N° 69318).)»

TpeGoBatHsi no 6e30MacHoCTH «Tpe6oBaHMs N0 0e30MacHOCTH MHAOPMALMA K CPeACTBAM OOHApYXeHUs i
pearupoBaHns Ha ypoBHe y3na yTBepx/eHHble npukasom OCTIK Poccun ot 26
thespans 2025 N° 58»

1.2 AuHoTaLys OKyMeHTa
[loKyMEHT npesHasHayeH s 03HAKOMAEHUS MONb30BATENEN, OCYLIECTBAANWMX (DyHKLMM onepaTopa

MoMCKa yrpo3 1 B3auMoAencTBytoLLux ¢ nporpammoit «RT Protect EDR» (ganee lMporpamma) ¢ uenbto o6ecneyenus Ub.

1.3 TepMuHbI M ONpesencHus

B HactoAwem foKyMeHTe MCMOAb3YHTCS TepMuHbl M onpepenexns cornacio FOCT P UCO/MIK 15408
«MHhopmaLmoHHas TexHonorus. MeToabl v cpeacTBa obecneyenns 0e3onacHocTv. Kputepun oweHkn 6e30nacHoCTy
uHhopMaumoHHbIx TexHonoruits u TOCT P UCO/MIK 12207-2010 «MHdpopmawnoHHas TexHonorus. CuctemHas u

nporpaMMHas uHxeHepus. Npowecchl XM3HEHHOTO LUKNA NPOrPAMMHbIX CPEACTB» COTNACcHO Tabauue 2.

PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR
Bepcusi 1.0.32 o1 08 nions 2026
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Ta6mua 2 — OCHOBHbIE TEPMMHDI

TepMuH Pacwmdposka

ALMUHHCTPATOP MPOrpaMMbl YNonHOMOYEHHbI N01b30BaTENb, OTBETCTBEHHbIi 33 YCTAHOBKY, AMUHICTPUPOBAHHE I
3KCNAYaTaLMIo NPOrPaMMbl.

3ananue no 6e3onacHocty CoBoKynHOCTL TpeGOBaHMi 6€30NACHOCTH 1 CNeLMdUKaLLMI, NPeSHA3HAYEHHas Ans
MCNoNb30BAHMSA B KA4ECTBE OCHOBbI A1 OLLEHKN KOHKPETHOR NPOrpamMmbl.

MonuTuKa 6e30nacHocTH CoBOKYNHOCTL NPaBwA, PEryaupyoLLUX YNpaBaexue, 3aLuTy u pacnpeseneHue
UH(OPMALMOHHBIX PECYPCOB, KOHTPOAMPYEMBIX NPOTPaMMOA.

Mpodhunb 3aLTl CoBokynHOCTb TpeGOBaHMi 0€30MACHOCTH ANS NPOTPAMMbI.

Pa3patorunk AQ «PT-b»

Yrpo3a 6e30nacHoCTH MHAOpMaLMH CoBOKYMHOCTb YC/I0BHI M (haKTOPOB, ONPESENAIOLLMX MOTEHLUANBHYIO WK PeasbHO
CYLLECTBYHOLLLYHO ONACHOCTb HAPYLUEHNS 6e30MacHOCTH MHAOPMALMK.

OYHKLAM 6E30MaCHOCTH MPOrPaMMbl CoBOKYMHOCT BCEX (DYHKLMIA GE30MACHOCTH NPOrPaMMBbl, HaNPaBEHHbIX Ha
ocywiectenexue nonutukin 6esonacHocty (Mb).

MHLMZEHT MHDOPMALMOHHOI Eannnynoe cobbiTe unn psa HexenatenbHbIX U HenpeaBHAEHHbIX COGbITHIA

6e30nacHoCTH WH(OPMALMOHHOR 0€30NMaCHOCTH, U3-3a KOTOPbIX BEAMKA BEPOATHOCT KOMNPOMETALLMM
OM3HeC-MHAOpMaLMK 1 YTPO3bl MHGIOPMaLMOHHOR Ge30NacHOCTH.

CoBbiTie MHOPMALMOHHOI NaeHTndnumMpoBaHHbIA CTy4ail COCTOAHNA CUCTEMBI, CEPBUCA MW CETH, YKa3bIBAOLLMA

6e30MacHoCTH Ha BO3MOXHOE HapyLLEeHue NOUTUKN MH(OPMALMOHHOIM GE30NacHOCTH K 0TKa3

CPeACTB 3alliuTbl, TGO paHee HEU3BECTHAA CUTYALUA, KOTOPAs MOXET ObiTb
CyULECTBEHHOI NS 6e30MaCHOCTH.

1.4 YcnoBHble 0603HaueHus

YcnoBHble 0003Ha4eHus, MPUMEHAEMbIC B JOKYMEHTE, NpeiCTaB/CHbI B Tabaunue 3.

Ta6nuua 3 — YcnosHble 0603Ha4YeHns

0Go3Hayenue ‘ Onucanme
NMPOMUCHBIE BYKBbI AkpoHumbI, a66peBuatypel.
«Times New Roman» Ha3BaHus JJOKyMEHTOB, KOMaHA, KaTanoros, (ainnos u 1.4.
XupHbIit WwpndT MoAnucu 16w, PUCYHKOB, HA3BAHWUS Pa3fenos, NOAPa3AeN0B, NYHKTOB 1

MOANYHKTOB, HAa3BaHWUA KHOMOK MEHK0 MOAYNA aAMUHUCTPUPOBAHNA NPOrpaMMmbl.

= 0603HaueHnst KHOMOK MeHt, onepaLuii MoAYNS aMUHUCTPUPOBAHMS MPOTPaMMbl.

Uudbopmavms, Tpebyrowian BHUMaHNA NoNb30BaTeNs

[pumeyanue

9
LJd
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BaxHo

9
LJd

UHdpopmavus, CBSA3aHHAR C BAXHBIMI KOH(MTYPALMOHHBIMI HACTPOKAMK W
ocobeHHocTIMU paboTbl EDR
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2. 06ime cBeneHUS

2.1 06Lme ceefieHns o [porpamme

RT Protect EDR — 310 nporpamma, kotopasi no3BonsieT 0GHapyXuBaTb LeneHanpasieHHble ataku (APT) u
LPYryI0 BPEAOHOCHYH0 aKTUBHOCTb HA KOHEYHbIX TOYKaX (X0CTax) U pearupoBath Ha 0GHapyXeHue COOTBETCTBYHOLLUM
00pa3oM: 30/19Lms X0CTa, 0TNPaBKa KOMaHLb! C NOMOLLbIO TepMiHana, 610KMpoBaHue BPELOHOCHON aKTUBHOCTH U
T.0.

lporpamma UMeeT KJIMEHT-CEPBEPHYIO apXUTEKTYpY.

lporpamma npesHasHayeHa ana 00pabdoTKu MH(OPMaLMK, He ABNSIOLLEACS CEKPETHOM.

AreHT CnpoekTMpoBaH Takum 00pa3oM, 4ToObI MPUHMMATb OT CepBepa MpaBufa aHaniu3a u Apyrywo
MH(OPMALMI, HEOOXOANMYKO 191 BbISIB/IEHUS W PearnpoBaHus Ha yrpo3bl. AreHT BBOAUT 0OLEKTHYIO MOAEb U
UHTEPENC B3aMMOSENCTBUSA C Hell NO CeTH.

MocpeactBOM  MHTEpderca CepBep MOXET MepefaBaTb HAa KOHEYHble KOMMbHTEpPbl NpaBusa
MOBEAEHYECKOr0 aHaNM3a, CTaBUTb HA KOHTPO/b Pa3/IM4Hble 3NIEMEHTbI CUCTEMbI, 3a4aBaThb PEAKUMID Ha
onpefenexHble cobbITnA, @ Takxe NoayYaTb CTaTUCTUKY CUCTEMHOW aKTMBHOCTU X0CTa, coGupath, 0606wwaTb  npu

HE06X0AMMOCTH NPeAoCcTaBNATL 0NepaTopy BO3MOXHOCTb IMHAMNYECKHU €€ OTCIEXNBATD.

U “J lpumevanne
LJd

TeXHUYECKM KNMEHT NpejicTaBAseT Co00i NporpaMMHOE CPEJICTBO, YCTaHABAMBAEMOE Ha KOMMbIOTEPE
KOHEYHOr0 NoNb30BaTeNst C Lieblo BbisiBAEHNs M GopbObl C BpesoHOCHbIM 10 1 BO3MOXHbIMM

dTaKaMu Ha 3TOT KOMIbIOTED.

KnueHt NPOBOAUT MOHUTOPUHT CUCTEMHON AKTUBHOCTH, YT00bI BbIABAATH BPENOHOCHOE MOBEAEHUE COrNAacHO
npaBuiam, noay4eHHbIM 0T CepBepa noBeAEHYECKOro aHanu3a. Knuent coﬁmpaeT CTAaTUCTUKY CUCTE@MHOM aKTUBHOCTH

Y NepUOSMYECKN OTNPABASIET €€ Ha cepBep. B3aumopaencTene ¢ cepepom npoucxoaut no npotokony HTTPS.

w9
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3. Onucanme npuHLpNoB Ge3onacHoii pabotbi porpammbl

3.1 06was HHOpMaLMs

Mpu  ucnonb3oBanuu  llporpamMmbl - JOMXKHbI  BbINOAHATLCA  CREAYHOLWME Mepbl MO  3auuTe 0T
HECAHKLIMOHMPOBAHHOTO 0CTYNA K MHAOpMaLLMK:

— Heo06Xx0MMOo Co0N01aTh NAPONbHYH NOJUTHKY;

— NapoNb He JI0MXEH BKNYATh B Ce0S NErKO BbIYMCASIEMbIE COYETAaHNS CUMBOIOB;

— NMYHbII NApoNb N0Nb30BaTENb HE UMEET NpaBa Co00LaTb HUKOMY;

— Npy BBOAIE NapoAs N0b30BaTeNb 0093aH UCKNKOYUTb BO3MOXHOCTb €70 NepexBata CTOPOHHUMM NLLAMM
U TEXHUYECKUMM CPECTBAMY;

— Napofb JOMXEH COOTBETCTBOBATL TPEOOBAHUAM, ONUCAHHBIM B NYHKTE 6.2.2 0KYMeHTa «PyKOBOACTBO

aamuHuctpatopa RT Protect EDR».

U “J Baxuo
L

Ecnm B Teyenne 12 yacos nonb30Baress ¢ posbio Onepatop noucka yrpos sbinoaxuT 20 uan Gonee
HeYLAuYHbIX MOMbITOK BX0Za, TO ero yyetHaq 3amuch Oyner 3alnokuposaHa. B 3tom cnyvae

pa36ﬂ0KMp0BaTb TAKOr0 noJib30Batesig CMOXET TOJIbKO aiMUHUCTPATOP ”pOI’paMMbI.

Mpu 3kcnnyataumun Mporpammbl 3anpeLyeHo:

— 0CTaBNATL 6€3 KOHTPO/IS HE3a0/I0KMPOBAHHBIE MPOrPaMMHble CPeACTBa;

— pas3rnawarb naposiu, BbIBOLUTL NAPOAN HA AUCNJIEH, MPUHTED WK MHble CPeAcTBa 0TOGpPaXeHus
UHopmaLmK.

Jkcnnyataumns lporpaMmbl ONXHA OCYLLECTBASTLCS MONb30BATENSMYU, MPOLEAWMMA NPOBEPKY Ha
071aroHafeXHoCTb U KOMNETeHTHOCTb. [lonb3oBarenu fporpammbl JOMXHbI 4eACTBOBATL COMMACHO NpaBuiaM w
npouefypaM, YCTAHOBNEHHbIM B  HAcTOAWEM PYKOBOACTBE M  BHYTPEHHUX [OKYMEHTaX OpraHu3aLui,

akcnayatupyrowmx lMporpammy.

PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR
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3.2 KomnpoMmeTaLus naponed
Moa koMnpomeTaLueit naponeid Ciepyet NoOHUMATb CledytoLlee:
— (hM3UYECKYI0 YTEPI0 HOCUTENS C NAPOAbHOI HHAOPMaLLMEN;
— nepeaady MAEHTU(UKALMOHHOA MH(OPMALIMK NO OTKPLITbIM KaHanaM CBAA3M;
— nepexsar napons Npu pacnpeaeneHun naeHTU(UKAToPOB;
— CO3HaTEeNbHYH0 Nepeady MHGOpMaLM1 NOCTOPOHHEMY SINLLY.

llpn komnpometawun napons nonb3oBareib 0093aH HE3aMeLNUTENbHO OMOBECTUTb aMUHMCTPATOPa

[porpammoi.

w9
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rotect

PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR
Bepcusi 1.0.32 o1 08 nions 2026




4. OctiosHbie onepatym B llporpamme

Monb30BaTeNb OCYLWECTBAAOLMIA (PYHKLMM ONepaTopa nonucka yrpo3 OrpaHnyeH BEKTOPOM NpaB B YacTu
yNpaBAeHUs MHLMAEHTAMM, ¥ OCTYNA K pa3genam aHanutukn. Bo3MOXHO orpaHuyeHHOe ynpaBeHne HHLMAEHTaMu
(PeXMM TONbKO YTEHME).

Onepatopy noucka yrpo3 fOCTynHbI CNeaytoLLme BO3MOXHOCTH lTporpaMmbi:

1) YnpaBneHue co6CTBEHHBIM NPO(hUAEM N0Nb30BATENS;

2) TpocmoTp B rpadhnyeckom Buge napameTpoB COCTOSHMUS 3aLLMLLAeMOR MHAPACTPYKTYPbI;

3) MpoCMOTP BCEX MHLMAEHTOB;

4) Co3panve MHUMAEHTOB 1 f00aBAEHME COOLITUI B CBON PaHee CO3/aHHbIE MHLMAEHTDI;

5) Mpocmotp co6bITHii Ha CTpaHuLLe AKTHBHOCT;

6) Co3panme nonckosbix DSL-3anpocoB Ha CTpaHuLLe AKTMBHOCTD;

7) NpocMOTp aKTUBHBIX NPOLLECCOB U MOAYNEN;

8) lpocmoTp Cnucka areHToB 1 NapaMeTpoB areHToB;

9) Co3panme nonckosbix DSL-3anpocoB Ha CTpaHuLLe AreHTbl;

10) Mpocmotp rpadpukoB paboThl areHToB;

11) MpocmoTp HABOPOB MCKNKOUEHNI M CTIUCKA UCKITHOYEHNI, BXOAALLMX B KaX/blil HAOOP;

12) Npocmotp HabopoB ¢ npothunsmu u camux npodunein 6e30NacHOCTH arexTa.

9

“J Npumevanme

J OcHoBHas (hyHKUMS onepatopa noucka yrpo3 B lporpamme — 310 NOMCK aHOManUit B COOLITHSX,
noctynatowux ¢ areHtoB. CoBbITS NPUXOAST Ha CTpaHMLy AKTMBHOCTb, COOTBETCTBEHHO, G0/bLIYHO
4acTb BPEMEHN onepaTop A0MKEH NPOBOAKTL, C03AaBas NouckoBble DSL-3anpocbl, No3BoOAAOLLME

HaWTH HeOObIYHbIE NS 3LLULLAEMON MH(PACTPYKTYPbI COOBITUA.

w9
La
vo

PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR

rotect 10
Bepcusi 1.0.32 o1 08 nions 2026




4.1 MpocMoTp COCTOAHMA 3aLLMLLIAEMOR MHPACTPYKTYpbI

Ha rnaBHOR CTpaHuLLe onepaTop MOMCKA Yrpo3 MOXET MPOCMOTPETb TEKyLiee COCTOAHME 3alLMULaEMOi
uHpacTpykTypol. HHopMaLuma 00 MHGpacTpyKType BKAKOUYaeT B e6s Crepytowme 06nacTu:

1) AreHTbl;

2) MHumpenTsl;

3) CobbiTus;

4) Tekywee 3HaueHue EPS (Ha Bcex areHTax v B CpeiHEM Ha OLLHOM areTe);

5) Cpennee 3a Hegento EPS;

6) [IuHaMnKa MHUMAEHTOB;

7) KpuTMYHOCTb MHUMAEHTOB;

8) [luHamunka KntoueBbIX COObITHI;

9) KpuTuHOCTb KNHOYEBBIX COBLITHIA;

10) MHcpopmaLms 00 ys3BUMOCTAX.

B o6nactin AreHTbl onepartop MOXET NPOCMOTPETb fiaHHbIe 06 00LLEeR YUCIEHHOCTH areHTOB B 3aLLMILAEMON
MHPACTPYKTYPe, KOMMYECTBE AKTUBHBIX areHTOB M MX MPOLEHTHOM COOTHOLIEHMN K 0OLLEMY KONMYECTBY, @ TaKXe
KOAIMYECTBO M30IMPOBAHHBIX areHTOB (M30IMPOBAHHbLIM Ha3bIBAETCS AreHT, CeTeBast aKTUBHOCTb KOTOPOTO NOIHOCTbH
0CTaHOBNIeHa, Kpome B3anmopeiceus ¢ cepepom EDR). Kaxpas w3 npeactaBneHHblx B MHGorpaduke uudp
N03BO/ISIET NEPeNTi Ha CTPaHNLY AreHTbl C COOTBETCTBYHLLER (MALTPALMEN areHTOB.

B o6nactn MHUMZEHTbI onepatop MOXeT npocMoTperb  00ulee  KONMYECTBO  WMHLMAEHTOB,
3aperucTpupoBaHHoe B 3aliMLLaeMOR MH(PACTPYKTYpe, @ TakXe KOAMYECTBO OTKPbITHIX B [aHHbIA MOMEHT
MHLMAEHTOB. Lindpbl Hdporpadhmki no3BoNs0T NnepeinTv Ha cTpanuLy MHUMAEHTDI C COOTBETCTBYHOLLEN (DUbTPaLMeN
MHLMAEHTOB.

B o6nactu CoObiTHa onepartop MOXeT NPoCMOTPeTh 00LLee KOANYECTBO COOLITUI, 3aperucTpUpOBaHHLIX B
3alMLLAEeMOR MH(PACTPYKTYpe B TeYeHue NOCAEAHUX NATHAALATM MUHYT, @ Takxe o0wiee KOAMYECTBO 3a fAeHb.
Lndpbl nkorpadinku no3BonsIHOT nepeiTin Ha CTpaHuLy AKTMBHOCTb C COOTBETCTBYHOLLER (hunbTpaLmei CoObITHi.

B o6nactu Tekywee 3navenne EPS (Events per Second) onepatop MOXeT npocMOTPeTb KONMYECTBO COObITHIA

B CEKYHALy, (IMKCMPYEMOe Ha aKTUBHBIX areHTax, a Takke B CPeiHEM Ha OiHOM areHTe.
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WH(hopmauns nokasaHa B BMAE rpacuka, Ha KOTOPOM MOXHO OTCAEANTb KOAMYECTBO COObITMI B
NATUCEKYHAHOM UHTEPBASE, NPULLEALLIME HA CEpBEp 3@ MOCNEAHIO MUHYTY.

B o6nactv CpepHee 3a Hepento EPS onepatop MoXeT npocMoTpeTh CpeiHee KOANYECTBO COObITH B CEKYHAY,
(huKCUpyemOoe Ha aKTMBHbIX areHTax 3a NoC/IeAHI0K Hepento. MHdopmaums nokasaHa B BUAE rpaduka, Ha KOTOpOM
MOXHO OTCNeANTb 06LLee KOANYeCTBO COOLITUA 3@ ieHb Ha HeleIbHOM UHTEPBA/IE BPEMEHH.

B o6nactv [IMHAMMKA MHLIMAEHTOB ONEpaTop MOXET NPOCMOTPETb KONMYECTBO UHLMAEHTOB 3a NOCAELHMIA
[i€Hb, HELEeN0 WM Mecsl, NpeacraBieHHoe B BuAe rpagmkoB. Kaxnabli rpagmk COOTBETCTBYET MHLMAEHTAM,
pacnpegeneHHbIM no CTeNeHn KPUTUYHOCTH.

B o0nactv KpUTMYHOCTb HHLMAEHTOB ONepaTop MOXET MPOCMOTPETb pacnpefesieHne WHLUNAEHTOB,
3aPErucTPUPOBAHHBIX HA areHtax, N0 KPUTUYHOCTH. [padmkm MOXHO nepekntoyatb, 0TOOpaxas MHLUMAEHTI,
3aPEerucTpUpOBaHHbIe B TEYEHHUE JHS, HELleM WN MecaLa.

B o6nactn [luHammka kntoueBblX COOLITMA OnepaTop MOXeT MpOCMOTPETb AMHAMUKY BO3HUKHOBEHMS
KNYEBbIX COObITUA (COOLITUA pa3aeneHbl N0 KPUTUYHOCTH W yncay CoBbITUA OnpeseneHHORn KpUTYHOCTH). padiukm
MOXHO NepeKoYaTh 3a ONpeeNneHHbli BPEMEHHOM Nepuos (3a AHb, HEAEH N MecsL).

B o6nact KpuTMYHOCTL KNi0YeBbLIX COBLITUA onepaTop MOXET NPOCMOTPETb pacnpefencHine KN4eBbIX
COOBITHIA MO KPUTUYHOCTK. Tpachuki MOXHO NEpeKoYaTh 38 ONPeAeNeHHbI BPEMEHHOM NEPUO (3a AeHb, HEAENO
unu mecsu). Lndpbl pALOM C KPUTHYHOCTBH NOKA3bIBAKOT KONNYECTBO COOLITUA ONPeeNeHHON KPUTUYHOCTH

B 00nactv Y438UMOCTH NoKa3aHa MH(OPMaLMA 0 NOCNEAHUX MHLMAEHTAX C TPEHA0BLIMM YA3BUMOCTAMM, @
TakXe UH(orpaduka ¢ KONMYECTBOM NPOrpamM, B KOTOPbIX COAEPXATCH U OTCYTCTBYHOT YA3BUMOCTH, KOSIMYECTBOM

YA3BUMOCTEN N0 CTENEHU KPUTUYHOCTH U KOIMYECTBOM areHToB, B KOTOPbIX COAEPXATCA U OTCYTCTBYIOT YA3BUMOCTH.

4.2 PaGota C naHe/Ibio ynpaBneHus

llaHeNb ynpaBieHns HaXOANTCA B BEPXHER YacTh rNaBHOTO OKHa porpamMmbl 1 COLEPXHT CredytoLine
IEMEHTbI:

1) Kronka anst cBOpayMBaHMs/pa3BopaynBanus nawenu ¢ pasgenamu Mporpamms! (B);

2) KHOMKK BK/IOYEHNS/OTKTIOHEHNA CBETION M TEMHOM TEMbI (E/H);

3) KHonka ynpaBnenus npounem nonb3osatens ().
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3HA40K NPOCMOTpPa COCTOAHMS CBS3M ¢ Tl-nnat(hopMoit N03BONSET NPOCMATPUBATD ClIEAYHIOLLME COCTOAHMS:

1) Hanuume cas3u ¢ Tl-nnatthopmoi;

2) ms xocTa, Ha KoTopoM ycTaHoBneHa Tl-nnatdhopma;

3) Hanuume npoBepkm ceTeBbIX apTedhakTos;

4) Hannume npoBepku (haitN0BbIx apTe(hakTos;

5) Hannune CUHXPOHU3ALMK KOHGMIypawuu (noKa3biBaeT, MPUXOAST M AHANNTMYECKME U HAbopbI
uckntoyeHnin Ha cepsep EDR ¢ Tl-nnathopmbi);

6) Hannuue ckaHepa ys3BumocTen.

Ecm Ha cepBepe BO3HMKHYT MpOGSEMbl, TO Ha MaHeNW YNpaBfeHUs MOSBUTCS 3HAYOK ,
CUrHanusupytowuit 00 31om. B 3tom cnyyae onepatopy HeoGxoauMo 00paTMTLCA K AZAMMHUCTPATOPY CepBepa U
npesynpesnTb 0 BOSHUKLLER CUTYaLMM.

KHonka ynpasnenus nonb3oBateneM npoguns no3Boasier caenarb U3MEHeHUs B Npoduie uam BolATi 13
TeKyLLeil y4eTHoM 3anucu. CTpaHuLLa pefakTpOBaHKUs Npoguns pasaeneHa Ha e o6nacu:

1) Mpodunb nonb3oBatens;

2) Ceccum n ycTpoicTaa.

B o6nactu Mpodunb noab30BaTENS MOXHO M3MEHUTL UMSA, (hamuantio W e-mail Tekywero nosb3oBatens,
BK/KOYMTb UM OTKNKOUYMTH BOSMOXHOCTb NOYYaTh YBEAOMAEHMUS O HOBbIX MHLMAEHTAX HA INEKTPOHHYIO0 NOYTY, a Takxke
BK/HOUMTL M OTKNKOUMTL ABYX(DAKTOPHYH ayTeHT(IMKaLmnio. Kpome T0ro, nosib30BateNb MOXET U3MEHUTL Naposib
(BOEM YYeTHON 3anucu, HaxaB KHonky CMEHMTb Maponb, Noc/ie Yero OTKPOETCS OKHO CMEHbl Napons, B KOTOPOM
HeoGX0AMMO BBECTM TeKyLWMA NapoNb, HOBbIA Mapoib, @ Takxe NOBTOP HOBOro napons. [laponb [OMXeH
COOTBETCTBOBATH TPEGOBAHNAM, YKA3aHHBIM B NOACHUTE/ILHOM MHDOPMALIMN B HUKHEN YacTh OTKPbIBLUET0Cs OKHa:

— Naponb He JOMKEH COBNaAaTh C UMEHEM N0b30BaTeNs Wau Apyroi NepcoHasbHOM MH(OPMALLMER i
ObITb CIMLIKOM MOXOXMM Ha Hee;

— NapoJib O/KEH COLEePXaTb Kak MUHUMYM 12 CUMBONOB;

— Napo/ib He MOXET ObITb OZHUM U3 LUMPOKO PACNPOCTPAHEHHBIX NapoNei;

— Napo/ib He J0MXEH COCTOATb TONbKO U3 LUP.
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[in BKNYEHUs [BYX(DAKTOPHOW ayTEHTU(IMKALMM MAM BO3MOXHOCTH NOAYYEHNA YBELOMAEHMI 00
MHUMIEHTAX Ha noyTy onepatopy HeoOXOZMMO YCTAaHOBMTL COOTBETCTBYHOWME (hnaxku Ha cTpaHuue [lpodunb
noAb30BaTeNs U Haxarb kHonKy Coxpanutb. [locne 3T0r0 kpome BBOAA NapoAs Mpu BXOAE B YYETHYH 3anucb
Mporpamma notpe6yer BBOAA YUCIOBOrO KOAA, KOTOPbIA OTNPABAAETCS HA yKa3aHHYK B NPOQUNE 3NEKTPOHHYH
noyTy. YNCnoBoi KO AEMCTBUTENIEH B TRUEHME ABYX MUHYT. MH(hopMaLms 00 MHLMAEHTaX Takxe OyAeT NPUXOANTD Ha
NIEKTPOHHYIO NOYTY, YKa3aHHyt B npohune oneparopa.

B o6nactu Ceccum u yctpoiictBa Ha cTpatuue lpodunb nonb3oBatens otobpaxaetcs MH(OPMaLKs 0
3aMyLUEHHbIX CECCUSX TEKYLLEro nonb3osatens. lpefctaBaeHbl ClefytolIne AaHHbIe 415 KaX/0M OTAENbHOM CeCCuu:

1) Bpems co3panms;

2) IP-appec;

3) bpaysep;

4) 0C;

5) User agent (nmeetcs B BUAY CTPOKA, KoTOpas aeHTuduLupyet 6paysep ans se6-cepsepa).

Onepatop MOXET BbIATH He TOIbKO U3 YYETHOM 3aMNCH HA TEKYLLEM YCTPOMCTBE, HO M HA BCEX YCTPOMCTBAX
(ecm ceccuit HeckoNbko) 0AHOBPEMERHO. [Nt 3TOr0 NpesycMOTPeHa KHOMKa BbITH HA BCEX YCTPOMCTBAX.

[Ins BbIXOAA M3 Y4YETHOW 3amUCK TEKYLLEro noab30BaTens Heo0XoauMMo OTKPbITb MeHto Monb3oBartensb u
HaxaTb KHOMKY Bbixop.

Ecan onepatop 3a6yaer naponb A5 BX0AA B CBOK YYETHYHO 3aNuCb, OH MOXET BOCNONb30BATbCS KHOMKOM
Copocutb naponb Ha 3kpaHe Bxoda B lporpammy. OTKPOETCS OKHO, B KOTOPOM HeoOXxoauMo GyAeT HanucaTb CBOV
NIOTMH M HaxaTb kHonky OTNpaBMTL 3aMpoC, NOC/e Yero Ha MoyTy, ykasaHHy Npu perucrpawiu, Gyaet BbiCIaHa

CCbINKA NS M3MEHEHNS Napons onepaTopa.

4.3 PaboTa C MHUMIEHTaMM
[lns NpocMOTpa MHLMAEHTOB onepatopy HeoOXoanMo nepeitin B pasgen WHWHAGHTBI HA rNaBHOM NaHe
[porpammbl cneBa. Kpome npocMoTpa MHLMAEHTOB ONEpaTop MOXET 3aKPbiTh MHLMAEHTBI, PAHEE CO3AAHHBIE UM Xe.
[Insl MHLUMAEHTOB, KOTOPble CO34aBanv Apyrve nosb3oBartenu, onepauus 3akpbitb BblGpaHHbe Gyner

HeZO0CTYMHa, Kak i 1lo6ble Apyrue AeHCTBUS C MHUMAEHTAMMN.
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MpuMeyanue

9
LJd

WHumMpeHTOM Ha3biBaeTcs coBbiTHe, KOTOPOE COO06LLAET 0 BO3MOXHOM Yrpo3e Ans 3alliLAEMOl
MHEPACTPYKTYPbI. ABTOMATUYECKY B MHLMAEHTbI NONAAAOT COObITUS C ypOBHEM KpUTHUHOCTH CpeHan

1 BbliLle.

UHhopmawms 06 MHLMAEHTaX NpescTaBaeHa B BUE Tab/MLbl, B KOTOPOM COAEPXATCS CeAytoLMe nons:

1) KpuTHYHOCTb (NOKa3bIBAET yPOBEHb KPUTUYHOCTU MHLMAEHTA);

2) Ha3BaHue (COAepXMT Ha3BaHUE MHLMAEHTA, KOTOPOE SBASETCS aKTUBHOW CCbINKOM ANs nepexoja Ha
cTpanuy NHunpeHt);

3) Bpems peructpauuu (noka3blBaeT BpeMs PerucTpaLim MHLMAEHTa Ha cepBepe);

4) Bpems geictBus (NoKa3bIBaeT, B TEYEHNE KAKOTO BPEMEHU ANNNCA MHLNMAEHT);

5) AreHTbl (MOKa3bIBAET, HA KAKOM areHTe MHLMAEHT BO3HUK, UMS areHTa BNAETCS aKTUBHOM CCbIIKOA ANA
nepexoza Ha cTpanuuy Areur);

6) Kon-B0 CoGbITHI (NOKa3bIBAET KOMMYECTBO BXOASLLMX B MHLMAEHT COOLITUH);

7) OTBETCTBEHHDIN (COAEPXMT UMS NONb30BATENS, OTBETCTBEHHOIO 3@ PELLEHNE UHLMAEHTA).

B neBoit yacti Tabnnupbl HAXOAATCA KHONKA ANS BbIGOPA OZHOTO UK HECKONbKUX MHLMAEHTOB W KHOMKA
PacKpbITS AONOAHMTENbHOA MH(OpMauun 06 uHumaeHte (7). Mpu HaXaTuu KHOMKM > OMEepatop MOXer
NPOCMOTPETb KPaTKyH MH(OPMALMIO O COOLITUAX, BXOASLLUX B UHLMAEHT:

1) Bpems peructpawum cobbiTus;

2) KputnyHoctb co6bITus;

3) JleitcTBUE, (BSA3AHHOE C COOBITUEM;

4) Kpatkoe onucauue cyt co0blTus;

5) Mms npovecca, ¢ KOTOPbIM CBA3aHO COObITHE.

[Ins HEKOTOPbIX MHUMAEHTOB OyAyT noka3aHbl naeHtdukarop MITRE n uma npasuna, B COOTBETCTBMM C
KOTOPbIM COObITUE NONANO0 B UHLLUAEHT.

UH(opMaLuIo 00 MHUMAEHTAX MOXHO (DUALTPOBATL C MOMOLLLI0 CAEAYHOLLMX (DULTPOB:

1) Moka3biBaTtb N0 (noka3biBaer Ha cTpaxuue 10, 20, 50, 100 nan 500 nHumnaerToB);

2) Tpynna ((punbTpyer MHLMAEHTLI MO FPYNNaM areHTos);
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3) AreHT (uAbTPYET MHUMAEHTLI NO BbIGPAHHOMY areHty);

4) KputnyHoCTb ((hunbTpyer MHLMAEHTbI N0 YPOBHKO KPUTUYHOCTH);
5) O7BETCTBEHHDIA (PUALTPYET MHLMACHTbI NO BbIGPAHHOMY NM0b30BATENI0, OTBETCTBEHHOMY 3a peLLeHue

MHLMAEHTa);
6) Co3natenb (puAbTPYET MHLMAEHTbI, CO3AAHHbIE BPYYHYH) N0 MMEHW CO3/ABLLETO UX N0Nb30BATENS);
1) Mepuopn pernctpauny (DuAbTPYET MHUMAEHTBI MO BPEMEHHOMY MEPUOAY W3 CNUCKA MM 3afaHHOMY C

NOMOLLbIO KaneHaaps);
8) Cratyc (punbtpyer uHunaeHTsl no cratycam Hosbli, 3akpbit, HasHaueH);

9) MpaBuno (huAbTPYET MHUMAEHTbI B COOTBETCTBIM C UMEHEM NpaBUAa, NPUMEHEHNE KOTOPOrO NPUBENO K

BO3HUKHOBEHMIO MHLLMAEHTa, Hanpumep, SuspiciousFile);
10) MITRE (chunbTpyer MHUmMAEHTbI N0 naeHTdpukatopy TTP);
11) MonHoe uMA MCNOAHSIEMOr0 MOAYAS NpoLecca ((hMAbTPYET MHLMAEHTBI N0 UMEHKM NPOrpaMMbl, pabdoTa

KOTOPO# NPUBENA K CO3AaHNI0 MHLMAEHTA).
Oneparop MOXeT NPOCMOTPeTb H(OPMALMI0 00 MHUMAEHTaX B rpadinyeckom Buae. YTo0bl Ha CTpaHuLe

0T06pa3nNCh rpachuku, MOKa3biBAOLLME AUHAMMKY MHLMACHTOB, HE0BX0AMMO HaxaTb KHonky Moka3atb rpadnky (

“). Tpachuku moryT 0To6paxatbCcsl B IMHEHOM MK cTon64aToM Buge (puc.1- 2).

PucyHok 1- JinHeiiHblit rpaduk

rotect 16
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m FIHPopMaLwMn m CpeaHan m Kputiukaa

11 1

Pucynok 2 — Cron6yartblii rpagmk

Y1061 3aKPbITb MHLMAEHT, ONEpaTop AOMKEH BbINOIHUTL CEAYIOLLMe AEHCTBUS:

1) YcranoBuTb thnar 4ns COOTBETCTBYHOLLLEN BbIGPAHHOMY MHLMAEHTY KHOMKN BbIOOPA;

2) Haxatb KHOMKY 3aKpbiTb BblGpaHHble;

3) B OTKpbIBIEMCS OKHE U3MEHWTb TEKCT KOMMEHTapUsi WAK 0CTaBUTb KOMMEHTapUAl MO YMONYAHHUIO W

HaxaTb KHOMKy OTNPaBHTD.

U “J Baxuo
Ld

Onepau,ml JOCTYNHA TOJIbKO ANnd nHUUAEHTa, CO3AaHHOM0 3TUM Xe onepaTopom NOUCKa yrpos.

Onepatop Takxe MOXET yAaNnuTb CO3AaHHbIA UM MHUMAEHT. [LNA 3T0r0 HYXHO BbINONHUTL CREAYHOLLMe
LencTBus:

1) YctaHoBuTb har Ans COOTBETCTBYHOLLEN YAANSEMOMY UHLMAEHTY KHOMKM BbIGOpa;

2) Haxatb KHOMKY YAanuTh BblOpaHHble, 0TKPOETCS OKHO YAAaNeHHe HHLNEHTOB;

3) Haxatb kHonky HayaTtb yaaneHue (yaanexue MHLMAEHTOB MOXHO NpepBaTh, €CIN Onepauus 3aHUMaet
C/IMLLUKOM MHOIO BPEMEHH, 1S 3T0r0 Heo6x04MMO Haxatb KHonky fpepBarth yaaneHue);

4) B 0TKpbIBLIEMCS OKHE NOATBEPAUTL ONEPALMI0, HaXaB KHONKY BbINOAHUTD;

5) Mocne 3aBepLueHns LeiCTBUS HaXaTb KHONKY 3aKpbiTh.
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4.3.1. Crpannua «AHumMaeHT

Mepexod Ha ctpaHuuy WHUMAEHT BbLINOSHSIETCS NPU HAXaTMM MMEHW WHUMAEHTA. PefakTMpoBaHue
VHLMAEHTA ONepaTopoM NOMCKa yrpo3 BOSMOXHO TONbKO ANS MHLMAEHTOB, CO3AaHHbIX 3TUM Xe onepatopom. [pu
3TOM Onepauyns KOMMEHTUPOBAHNS JOCTYNHA NS BCEX MHLMIEHTOB.

Ha cTpanunue otoGpaxaroTcs cnepytowme 061actv ¢ MHGopmaLmei:

1) NHUnAeHT (conepxut nHgopmawmio 00 MHLMAEHTE);

2) KommeHTapuu;

3) OGHapyxeHwus.

B o6nactv MHumMpeHT npeacTaBneHbl Takne AaHHble:

1) Ha3BaHMe MHLMLEHT];

2) KpuTMYHOCTb MHLMAEHTA;

3) OTBETCTBEHHDIN 38 PELLUEHNE MHLMAEHTA;

4) Cratyc MHUmMaeHTa;

5) AreHT, Ha KOTOPOM UHLMAEHT BO3HWK;

6) Bpemsa pernctpaumn MHUNMAEHTA;

1) Bpemsi [eiCTBUA MHLLMAEHTA;

8) Onucanue.

Onepatop MOXET BbINONIHUTb HECKOBKO ONepaLyit C MHLLMAEHTOM, CO3AAHHBIM UM Xe CAMUM:

1) CoxpaHuTb U3MEHEeHUs Ha CTPaHMLE MHLNAEHTA;

2) 3aKpbITb MHUMAEHT,

3) Yaanutb MHUMAEHT.

Kaxz0e 13 yka3aHHbIx AeicTBui TpeByeT noATBEPXAEHUS B OTAENbHOM OKHe. KpoMe T0ro, onepatop Moxet
COXPAHWTb Ha CBOI KOMMbIOTEp OT4eT 06 MHLMAeHTe B dopmare pdf (75 ).

B obnactv KommeHTapuu 0T00paxaloTcs paHee COXPaHeHHble KOMMEHTapuM, a Takke NpUCYTCTBYeT
BO3MOXHOCTb C03/1aBaTb HOBbIE KOMMEHTaPUM C NOMOLLbH KHONKK CO3,aTh KOMMEHTAPHA.

B o6nactn O6HapyxeHnus conepxutcs Tabauua ¢ CoObITMAMU-0GHAPYXEHUSAMU, BXOAALLUMU B MHLMAEHT.
Onepatop MOXeT MCKNYaThb COOBbITMA M3 MHUMAEHTA, €CNM MHUMAEHT CO34aH 3TUM Xe onepatopoMm. Bo Bcex

OCTaNbHbIX CIy4asix KHOMKa MCKNIOYMTb BbIGPAHHBIE CTAHOBUTCS HEAKTUBHOI.
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Tabuua ¢ cobbituamm B 06nactv 06HapyXeHHst COREPXUT CEAYHOLLME NOAS:

1) Peructpaums Ha cepeepe (noka3biBaeT, KOraa CoObiTie GbIN0 3aperncTpupoBaHo Ha cepeepe);

2) Tpynna/ims areHTa (MoKasbiBaeT B KAKYH TPynny BXOAWT areHt, Ha KOTopoM 6bino 3adyukcMpoBaHo
COObITHE, 1 UMSI 3TOrO areHTa);

3) Onucauue (cogepxut KpaTkoe onucaxue cyt cobbiTus);

4) Tlpouecc (copepxut ums npouecca, pabota KOTOPOro NOCAYXMAa BO3HUKHOBEHMIO COBLITUS, MMS
SBNSIETCS aKTUBHOM CCbINKOM AN Nepexoaa Ha cTpaxuuy NMpouecc);

5) NHdhopmaLms (moka3biBaeT KPUTUYHOCTL COOBITUA B BUAE (hnara COOTBETCTBYHOLLENO LBETa, AEHCTBUE,
npeanpuustoe lporpammoii no OTHOLIEHMIO K COBLITUHD, UMS M HOMEp NpaBuia, B COOTBETCTBUM C KOTOPbIM COObITHE
nonano B MHLMAEHT, @ Takxe uaentudpukatop TTP MITRE, kotopblii SBASETCA aKTUBHOM CCbINKOW NS Nepexoda K

cootBetcTBytoweit TTP Ha caitte attack.mitre.org).

4.4 Pa6ora C ;epeBOM MpoLeccoB

CTpaHuua ¢ AepeBoM NpoLecca OTKPLIBAETCS MPK HAaXaTM UMEHM NPOLLECCa Ha CTPaHNLLAX, CBA3AHHbIX C
NHUMAEHTAMM, U CTPaHULLe AKTUBHOCTD.

[lepeBo NpoLeccoB — 310 rpaginyeckoe otoGpaxeHune 3anycka NporpaMm Ha arete. [lepeso CocTouT u3
POAMTENLCKUX M LOYEPHUX MPOLLECCOB. ECAN Y poAMTENbCKOr0 NPoLecca KONMYECTBO L04EPHUX NPOLECCOB NPEBbILWALT
yao6HOe Ans NPOCMOTPa KONMYECTBO NPOLLECCOB, TO B NPABOM BEPXHEM YTy 061aCTH 0TO6paXeHMUs NOSBUTCS KHOMKA
t L1 3arpy3Ki 0CTABLLMXCS NPOLLECCOB B 00/1aCTb 0TOOPAXEHMS.

PA0M C KHONKOW 3arpy3Kki AONONHUTENbHBIX LOYEPHUX NPOLECCOB NOKA3AHO KOAMYECTBO 0TOGPaXaeMblX

[I04EPHUX NPOLLECCOB M 06llee KOMMYECTBO JOYEPHUX MPOLECCOB ANS BbIGPAHHOTO POAMTENbCKOTO Npolecca |

—a

[okazavo § 4o4epHAE NpoReccos W2 127 T'-a.)
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U “J Npumeuanne
Ld

3HauKwm, BU3YaNU3MPYHOLLME NPOLLECChl, MOTYT Pa3finyaTthCs No LLBETY B 3aBUCUMOCTH OT CBOWCTB MK

COCTOSIHUS NpoLecca (.I — 06bI4HbIA MpoLLecc, @._ [N1aBHbIil MPOLLECC rpynnbl (DOAUTEND Y3Na),

@._ npouecc 3a610KMpoBaH).

Mpouecc B onepaLuoHHOR CUCTEMe — 3TO IK3EMNASP WCMONHAEMOM NPOrpaMMbl, KOTOPbIA BKIHOYAeT B
cebs:

1) Kog nporpammbl (AHCTPYKLMK);

2) [laHHble (nepeMeHHble, Oydepbl U T. 4.);

3) CocTosiHMe BbINONHEHNS (PErUCTPbI NPOLLECCOPA, CYETYMK KOMAHA, CTEK);

4) Pecypcol (namatb, haitnoBble AECKPUNTOPbI, YCTPORCTBA BBOAA-BbIBOAA).

[pynna npoueccoB B ONepaLMOHHbIX CUCTEMAX — 3TO COBOKYMHOCTb CBSI3aHHbIX MPOLECCOB, KOTOPbIE
BbINONHAKTCA BMECTE M YNPaBASKOTCA Kak efnHoe uenoe. Pabotaa rpynnoi, Kaxapli U3 y4aCTBYHOWMX B Heil
NPOLECCOB MOXET BbINOAHATL CBOK 0COBYH0 PO/ib, HANPUMEP, OAMH NPOLECC yuTaeT qainbl n Nepefaét AaHHble
BTOPOMY, BTOPOA CO3AAET WM(POBAHHbIE KOMMM, @ elLE HECKONbKO MPOLECCOB YAANSHOT MCXOAHbIE ainbl. B
KoHTeKcTe Mb 1 3aWuTbl OT BPeOHOCHOM aKTUBHOCTH 0GbEAMHEHNE NPOLECCOB B rPyNMbl NO3BOASET pacCMaTpuBaTh
BCE NpOMCXOfsLLEe B 3TUX B NPOLLECCaX Kak 0FHO LieNoe, TeM CaMbiM, He 1aB BPEAOHOCHON aKTUBHOCTH Pa30uTbCs Ha
OTZE/bHble He3aBUCUMbIE LWaru.

[Ins [eTanbHoro paccMOTPeHus fepeBa NPOLECCOB W M3MEHEHUs ero pacnonoxexus, Heo6xoaumo
MCnonb30BaTh KHoMkM ‘T (H3MeHnTb OpueHTaLMIo iepea) v - - (M3mexnTb pasmep o6nactv iepesa). Mlocne Haxatua
KHOMOK OKHO OTOOpaXeHus [epeBa MNPOLECCOB YBEAMYMTCA B Macwrabe W [epeBo NPOLECCOB MOMEHSeET
NPOCTPAHCTBEHHYH) OPUEHTALLMIO.

CHu3y o1 06nactv oto0paxeHus epesa NpPoLeccoB HaxoauTcs 06aactb ¢ noapo6HOR MH(opMaLmen 0
BbIi€NIEHHOM B JaHHbI/ MOMEHT POAMTENbCKOM UN LOYEPHEM MpOLecCe.

Bknagku, kKoTopble BKKOYAKOT 0O0MbWIOE KOAMYECTBO 3MIEMEHTOB, MOTYT MOATpYXarb MHOpMaLuMio B

Te4YeHne HeKOToporo BpemMeHu, B 3T0T MOMEHT pPAAOM C UMEHEM BKNnajKu 0T06pa3mcs1 MUTatoLLMIA 3HAYOK (K

npumepy, ).
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Mocne 3aBeplieHns 3arpy3ku WH(OPMALMM PALOM C HA3BAHMEM BKNAAKM OTOGPA3NTCA KONMYECTBO
3/IEMEHTOB, Ha KOTOPbIE TaK UM MHAYe NOBANSN NPOLECC, BbiOpaHHbI paHee (K npumepy, Peectp (154)). Brabnuue
0TOOPaXaroTCs CefyoLne BKNaaKM:

1) Uncpopmaums;

2) ®aiinbl;

3) Cers;

4) Peectp;

5) Mpoueccsl;

6) 3arpyxeHHble DLL;

7) Toukv aBT03anycKa;

8) PacnpoctpaHeHHOCTD;

9) CoGbiTue CTapTa;

10) Mpasuna/MITRE.

B HixHed yactu cTpanuubl MpoLecc HaxoAATCA runepecbIIKu:

— Bce cobbiTna npouecca;

— Knioyesble cobbiTna npouecca;

— PacnpocTpaHeHHoCTb;

— 0030p cobbiTnit npoLecca.

Bce coObiTust npoLecca — Npu HaxaTuu KHOMKN Ece coBeiTiA MpoUScca npOMCXOANT NEPEX0S K CTpaHuLe
AKTHBHOCTb, Ha KOTOPOW OYAYT NpeACTaBaeHbl BCe AO4EPHUE NPOLECCHI BbIGPAHHOTO POAUTENLCKOr0 NpoLecca.

KnioueBble cOGbITHSI MPOLECCA — NMPU HAXATUM KHOMKy '1o-essie coduimns npouecca (11 npoucxogut
Mepexo Ha CTpaHuLly AKTHBHOCTb, Ha KOTOPO#A 0TOGPAXaroTCs BaXHble COObITUA (C YPOBHEM KPUTUYHOCTH «Hu3Kas» U
BbILLE) @ TAKXe COOLITUS Y KOTOPbIX HA3HAYeHO GnoKMpytoLLee feicTBue.

PacnpocTpaHeHHOCTb — nepef TeM, Kak nepeltit no CCbinke, HEOOXOAMMO HaxaTb KHOMKY 3arpysurb
laHHble, NOCAE Yero Npu HaXaTuu CCbINKW MPOMCXOAMT NEPEXO] Ha CTpaHuLy AKTMBHOCTb. Ha CTpaHuue MOXHO
YBUETb BCEX areHTOB, Ha KOTOPbIX 0GHapyXeH (hailfl C COOTBETCTBYHLLUM XELLEM.

0630p co6biTHii NpoLLecca — nepecbinaet nonb3oBarens Ha crpanuuy 0630p coObITHIA C NpeA3anoNHEHHbIM

DSL-3anpocom no yHUKanbHOMY MAEHTUDUKATOPY NPOLECCa.
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4.4.1. Bknapxa <Mudpopmanus»

B rabnunue pa3zaena otoOpaxaercs o6uas uHdopmaums o npouecce. 4ro0bl npocmMoTpeTh 06LIMe AaHHbIE 0

npovecce, onepaTop MOXET U3y4uTb cneayolLmne nons (puc. 3):

1) NcnonHsemblit Mogynb;

2) KomaHpHas cTpoka;

3) Bpems cTapra/3aBepLueHus;

4) Ums nonb3osatens (SID);

5) SHA-256:;

6) LindpoBast noanuco;

1) ®naru ucnonHIEMOro Mogyns;

8) MMoBeneHYeCcKne NpU3HaKu;

9) PacnpocTpaHeHHOCTb.

Wecnonxaemelii mogyns
Komananan cTpoka

Bpema crapra / zaBepwenna
Wma nonbzoearena (SID)
SHA-256

Undpoeas nognuck

@naru ucnoAHAeMoro Moayna
MoeegeHueckne NpHUZHaKKW

PacnpoctpaHeHHocTs

\Device\HarddiskVolume8\Users\Yulia\AppData\Roaming\Telegram Desktop\Telegram.exe 4,

oaming\Telegram Desktop\Telegram.exe” -noupdate

2, 14:58:45 / Mpouecc 3anyuieH

9-652914265-3817714726-1001)

Telegram FZ-LLC
HeT AaHHbIX

w zarpysentl (LaterStage)

Pucynok 3 — 06wwas nHchopmalms o npouecce

Ucnonnsemblif MOJyNb — B none 0T06pa>KaeTcs1 UMa Moayna ucnojiHaemoro q)aﬂna, KOTOPbIA MHULLMUPOBAN

3anyck npouecca. Uma aBnseTcs akTMBHOM CCbINKOM, KOTOpasi MO3BOAAET MEpedTH Ha CTpaHuLy AKTHBHOCTb C

CoObITMEM CTapTa npoLecca ANs BbIGPaHHOrO MOAY .

KomangHas CTPOKa — B none 0706pa>KaeT<:ﬂ 3HayeHue KOMAHZHOW CTPOKM, KOTOpas 3anyctuna

paccMaTpuBaeMblii NpoLecc.

Bpems ctapra/3aBepiuenus — B nofe 0T06paxaeTcs rof, Mecsil, YUCN0 U BPEMS 110 CEKYHAbI, B KOTOPOE

GbiN1 BLINO/HEH CTAPT ¥ 3aBEpLLEHME PACCMATPUBAEMOTO NPOLIECCA Ha areHTe.
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Wms nonb3osatens (SID) — B none oroGpaxaerca uMs nonb30Batens U UAeHTMUkaTop GesonacHoCTi
n0/1b30BaTe/IA, 0T UMEHM KOTOPOro Gbl 3aNnyLLeH paccMaTpuBaeMbli NpoLecc.

SHA-256 - B none otoGpaxaeTcs xelu-cymma UCNoAHsSEMOro (haiina, 3anycTusluero npouecc. Mpu Haxatun
JIKM Ha 3HaueHue Xew-CyMMbl NONb30BATENK MOKA3bIBAETCA BCM/bIBAKOLLEE OKHO C KPAaTKUM OTYETOM CepBepa
aHanuTkn 006 ucnonHaemom taine. B 3aBucumocTu 0T cTaryca apredhakt Oyaer 0To0paxaTbCs PasHbIM LBETOM
(3eneHblit — 6e30nacHbli (hain, KpacHblii — BPeAOHOCHBIA, OPaHXeBbI — NOAO3PUTENbHBIA, CUHUA 03HAYAET, YTO
(haitn npoBepsieTcs B JaHHbIA MOMEHT, @ Cepblil, 4T0 AaHHble 0 (haitne OTCYTCTBYHOT). PAoM C Xelw-CyMMO#
oToGpaxatoTca Be KHonKK. MepBas KHOMKa NMo3BOAAET CKONUPOBATH Xelw B Gychep o6meHa (). Bropas no3songer
nepeiiTit Ha cTpanuLly Mpoteccsl H MOAYAH An5 BbiGparHoi xew-cymmbl ().

Lindposas nognuch — B nose otoGpaxaercs 3Hayexune ceptupmkata Code Signing Ans MCNOSHSEMOrO
(haitna paccmarpusaemoro npouecca. 0to6paxaercs He Ais BCeX MOAyNei.

Onaru HCNONHAEMOro MOAYAA — B N0Jie NOKa3aHbl (hnaru, C KOTOPbIMKM MCnonHAeTcA lTporpamMma, KHOMKa
1oKa33Te B2 oTknbIBAET JONONHUTENbHYI0 06AaCTh C (hnaramin UCTIONHSEMOTO MOAYNS MPOLLeCCa.

loBefieHYeckne NpU3HaKW — B M0OSe NOKa3aHbl MOBEfEHYeckne npusHaku [lporpammbl, KHOMKa
10Ka33Te BC2- oTknbIBAET JONONHUTENbHYI0 06AACTh C MOBEAEHYECKUMY NPU3HAKAMM NPOLeCCa.

PacnpoctpaHeHHoCTb — B nosie 0T00paxaeTcs, Ha KakOM KOAMYeCTBe areHToB Obii 0GHapYXeH npoLecc,
TakXe MPOCYUTAHO NPOLLEHTHOE COOTHOLIEHUE TAKUX areHToB K WX 00wWeMmy Konuyectsy. lloMuMo 3T0r0, NoOKasaH

dreHT, Ha KOTopom npotecc OblN OGHGPY)KGH BnepBsblie U Bpemd, Koraa 3to 0bl/10 CieNaHo.

4.4.2. Bknagka «®ainbi»
B rabnuue Bknaaxkun Qaiinbl 0T00paxaeTcs MHopmaLms 0 paitnax, C KOTOPbIMU CBA3aH paccMaTpuBaeMblit
npouecc.
Anq (unbTpadmu (haitnos npeaycmMoTpeHa cucrema (naxkos
CosaaH MepewnmeroBaH Yganen MoanduuuposaH MpounTaH 3apezepBupoEaH
. ®aiin, CO0TBETCTBYHOLLMI BbIGPAHHOMY NapameTpy, Npyu CHATUM (hfiaxka He OyZeT 0To0paxatbcs B Taduue.
Ecan cpeam peincTeuit ¢ painom, NpUCYTCTBYIOLLMM B CMIUCKE, GbIN0 yAaneHue, T0 OH NOMEYAETCH 3HaYKOM

. Tpu HaBeieHMM KyPCOPa MbILLY HA 3HAYOK ONEPaTOpY BLIBOAWTCSA Npeaynpexaatollee coobuienue (puc. 4).
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B cnucke aeiictemnia c dainnom

NPUCYTCTBYET yAaneHne

Pucynok 4 — Coo6LueHue 0 NPUCYTCTBIM B CIUCKe yaaneHus (aina

4.4.3. Bknaska «Cetb»
Bo Bknapke Cetb oToGpaxaerca uHdopmaLys 0 CeTeBbIX NOAKAOYEHUSX npouecca (puc. b):
1) BxoasiLmue noAKNOYEHMS;
2) Ucxoasiume noAKNOYEHMS;

3) DNS-3anpocbl.

* BrHumarue! Mudopmayus o cemesoll akmusHOCMU npoyecca mMoxem Geims HeN0AHOU U3-3a UCKAYeHU, YemaHoaaeHHblx 88 npoyecca
Bxoasawwe noaknrodenua (0)

HeT noaknroueHmni

Wcxopawme nogkaroverma (1)
IP-agpec Wima xocTa YaaneHHblit nopt MpoTtoken

20.93.58.141 wdcp.microsoff.com 443 TCP

DNS-zanpochli (0)

HeT sanpocos

Pucynok 5 — UHdpopmavus o ceTeBbIX NOAKNIOYEHHAX NPOLeCca

WHopmaLmMa 0 CeTeBbIX NOAKNKYEHNAX NpeAcTaBneHa B TabanyHom suge. Tabauua anqa kaxaoro tuna
MOAKNKOYEHNA BKKOYAET B Ce0s CefytoLLne nons:

1) IP-agpec;

2) U xocTa;

3) YaaneHHoid nopr,

4) Mpotokos.

IP-afipec — nokasbIBaeT CeTeBOM aApec COOTBETCTBYIOLLEr0 CETEBOTO NOAKOYEHMUS, npi Haxatun JIKM Ha

3Ha4yeHue afipeca BCnibiBAeT OKHO C KPATKUM OTHETOM 006 00bekTe, MoNy4EHHbIM OT CEPBEPA aHANTUKHN.
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B 3aBucumocTy o1 CTaryca apredpakt Gyaer otoGpaxarbCs pasHbIM LBETOM (3eneHblit — 6e3onacHbii IP-
alpec, KPacHblit — BPeAOHOCHDIA, OPAHXEeBbI — MOAO3PUTENbHbIA, CUHUA 03HAYAEeT, YTO ip-afpec npoBepsercs B
iaHHbI MOMEHT, @ Cepblid, YT0 AiaHHbIe 00 ip-agpece oTcyTCTBYIOT). K HEOGXOAMMOCTI ONEPATOP MOXET NEPENTH Ha
CTPAHMLY C NONHBIM OTYETOM, HaXaB KHOMKY [lepeiTH K oTyery.

Wms xocta — B none 0100paxaercs JOMEHHOE UMSI KOHEUHOW TOYKM, C KOTOPOR OCYLLECTBASNOCH CETEBOE
COeZMHEHNe, JOMEHHOE WMS TAKXe ABTOMATMYEeCKU NpoBepsAeTcs cepBepoM aHanutuku, npun Haxatuu JIKM Ha
3HAYeHMe UMEHN onepatop MOXeT NPOCMOTPeTb OT4eT cepeepa. LiBetoBas AnddepeHurauns Takasa xe, Kak vy
Apyrvx apredaktos ((painbl, ip-agpeca). Mpu HEOOXOAUMOCTH ONEPATOP MOXET NEPerTHt Ha CTPaHULY C NOJHbIM
0T4eTOM, HaxaB KHonky llepeiT K oTyery.

YnaneHubl# nopr — B none otoGpaxaercs HOMep nopta, N0 KOTOPOMY OCYLECTBAANOCh CETEBOE
COeZIMHEHNe, 111 BXOAALLEr0 NOAK/IOYEHUS KPOME YAANEHHOT0 NOPTA YKa3bIBAETCS ELLE W NOKANbHbIN NOpT.

np0TOKOII —Bnone 0T06pa>KaeTcn CeTeBO NPOTOKOJ, N0 KOTOPOMY OCYLLLeCTBASNOCH CETEBOE COEAUHEHNE.

4.4.4. Bknapka «Peectp»
Bo Bknajke Peectp otoOpaxaercs MH(opMaLMs 0 KNKOYax peectpa, C KOTOPbIMU NPOU3BOANA AEHCTBUS

BbIOPaHHbIA NpoLiecc.

CoszaaH MepenMeHoBaH YnaneH MoauduumMposaH

Knrou peectpa 3HaueHue DeicTBue
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\BITS Start B 3HaueHWe K104a 3aMACaHbl AaHHbIE
\REGISTRYY\MACHINE\SYSTEM\ControlSet001\Services\VrpSvc Co3paH HOBEII KNty
\REGISTRYYMACHINE\SYSTEM\ControlSet001\Services\VrpSvc DisplayMame B 3HAaYeHME KNHOYA 3aNWCaHBI JAHHBIS
\REGISTRY\MACHINE\SYSTEM\ControlSet001\5ervices\VrpSvc ErrorControl B 3HAYEHME KNHOYA 3aNWCaHBI JAHHBIS
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\VrpSvc ImagePath B sHAYEHME KIHOYA 3ANNCAHBI AAHHBIE
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\VrpSvc OhjectMame B zHaueHMe KNHOUA ZANUCAHE] JAHHEIS
\REGISTRY\MACHINE\SYSTEM\ControlSet001\5ervices\VrpSvc Start B 3HaueHMe KNHOYA 3aNNCAHBI AAHHBIE
A\REGISTRYWMACHINE\SYSTEM\ControlSet001\5ervices\VrpSvc Type B sHaueHMe KIHYA 3aMMCaHBbIl AaHHbIE
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\TrustedInstaller Start B sHaueHMe KIFHOYA SaMMCaHBbI AaHHbIE

\REGISTRY\MACHINE\SYSTEM\Control5et001\5ervices\GoogleChromeEle

. ~ In“ageDEth B zHaueHMe KNHOUYA 3aNMCAHBI AaHHBbIE
vationService

PucyHok 6 — Knioun peectpa, Ha KoTopble AeACTBOBaJI NPOLLECC
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UHdhopmaums o kntoyax peectpa npeacTaBaeHa B Tabauue, B KOTOPOI NPUCYTCTBYIOT CReayHoLLMe CTONOLbI:

1) Knioy peectpa — B nose NponMCbIBAeTC NyTb K/OYa peectpa, C KOTOPbIM BbIGPaHHbIA NpoLecc
NPOU3BONA TE UK MHbIE AeACTBUS;

2) 3HayeHHe — B none 0To6paXaeTcs 3Ha4eHne, KOTopoe Obi0 BHECEHO BbIGPAHHBIM NPOLLECCOM B KNHOY
peectpa;

3) JleifictBHe — B none otoGpaxaercss AeACTBUE, KOTOPOE COBEPLUIMA BbIOPaHHbIA MPOLECC C KHYOM

peectpa: 310 MOXeT ObITb BHECEHNE JaHHBIX B 3HAYEHKE K/H0Ya, YAaNeHne Kno4a, CO31aHNE HOBOTO KNKO4a U T.J.

4.4.5. Bknapka «lpoueccobi»
Bo Bknagke [lpoueccbl otoGpaxaercs WH(opMauus 0 npoueccax, B3aMMOEACTBOBABLUMX WM
B3aMMOZENCTBYHOLLMX C BbIGPAHHbIM NPOLECCOM.

WHpopmaums pa3buta Ha ABe MH(opMaLMOHHble o6nacTu Jloctyn K npoueccy v Jloctyn K HHTM npouecca

(puc. 7).

Loctyn K npoueccy (6)

Kon-go
Wma ncnonnaemero obpaza 3anpoweHHLIE NpaBa MpegocTaBaeHHble NpaBa cobbimmii
CA\Windows\System32\smss.exe 0x001FFFFF (PROCESS_ALL_ACCESS) 0x001FFFFF (PROCESS_ALL_ACCESS) 4
CA\Windows\System32\autochk.exe 0x001FFFFF (PROCESS_ALL_ACCESS) 0x001FFFFF (PROCESS_ALL_ACCESS) 1
0x00101441 (SYNCHRONIZE, 0x00101441 (SYNCHRONIZE,
PROCESS_DUP_HANDLE, PROCESS_DUP_HANDLE,
CAWindows\System32\csrss.exe PROCESS_QUERY_INFORMATION, PROCESS_QUERY_INFORMATION, 2
PROCESS_QUERY_LIMITED_INFORMATION, PROCESS_QUERY_LIMITED_INFORMATION,
PROCESS_TERMINATE) PROCESS_TERMINATE)
CA\Windows\System32\wininit.exe 0x001FFFFF (PROCESS_ALL_ACCESS) 0x001FFFFF (PROCESS_ALL_ACCESS) 1
CA\Windows\System32\winlogon.exe 0x001FFFFF (PROCESS_ALL_ACCESS) 0x001FFFFF (PROCESS_ALL_ACCESS) 1
0x00101441 (SYNCHRONIZE, 0200101441 (SYNCHRONIZE,
PROCESS_DUP_HANDLE, PROCESS_DUP_HAMDLE,
CA\Windows\System32\svchost.exe PROCESS_QUERY_INFORMATION, PROCESS_QUERY_INFORMATION, 1
PROCESS_QUERY_LIMITED_INFORMATION PROCESS_QUERY_LIMITED_INFORMATION
PROCESS_TERMIMNATE) PROCESS_TERMINATE)
[ocTyn K HATK Npouecca (4)
Kon-so
Wma ncnonnaemoro obpaza 3anpoweHHkIe Npaga MpegocTaBneHnle Npaea 5 ~
coBBITHIA
Ch\Windows\System32\smss.exe 0xD01FFFFF (THREAD _ALL_ACCESS) 0x001FFFFF (THREAD _ALL_ACCESS) 2

CAWindows\System32\autochk.exe
CA\Windows\System32\wininit.exe

CAWindows\System32\winlogon.exa

0x001FFFFF (THREAD_ALL_ACCESS)
0x001FFFFF (THREAD_ALL ACCESS)

0x001FFFFF (THREAD_ALL_ACCESS)

0x001FFFFF (THREAD_ALL_ACCESS)
0x001FFFFF (THREAD_ALL ACCESS)

0x001FFFFF (THREAD_ALL_ACCESS)

Pucynok 7 - Undpopmavus Ha Bknagke «[lpoweccol»
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WHchopmauus npeacTaBneHa B TabauLe, KOTOpas COREPXUT CEAYIOLLUE NONS:

— Wms ucnonnsemoro o6pasa;

— 3anpolueHHble NpaBa;

— [pegocTaBneHHble Npasa;

— Kon-Bo coObITHi.

B o6nactu Jloctyn K npoweccy nokasaHa MH(OPMaLKs 0 TOM, K KaKiuM NPOLLECcaM B CUCTEME BbIGPaHHbIIA

npouecc ocywwecTigan foctyn, U Kakue npasa npu npenocTaBaeHnin foctyna Obln 3anpolluedbl n npefocTaBieHbl

3TOMY npoueccy.

B o6nactu Jloctyn K HATM npoLecca nokasaHa MHGOPMALMs 0 TOM, K KaKuM HUTAIM BbIGPaHHbIA npoLecc

ocylecTBaan AoCTyn, n Kakne npasa npu npepocraBaeHnn foctyna Obinn 3afpoLeHbl U NPeAoCTaBaACHbI.

4.4.6. Bknagka «3arpyxeHHble DLL/SO»

Bo Bknagke 3arpyxenHble DLL/SO otoGpaxaetcs uHdhopmaums 0 HatuBHbIX M .Net-6ubnamnotekax DLL,

MCNo/b3yeMblX BbIOPaHHbIM NpoLeccom (puc. 8).

HaTvBHbie (nokasaHo 27 u3 27) Pasmep daina Moanuco PasmeweHne Xew (SHA-256)
o -
31232 000007 FFCST0600
00 -
> \Device\HarddiskVolumed\Windows'\System 32\winrmr.d S
Ox00007FFCATORED
i}
64000 0x00007FFCO67600 Sefd0f37159404388c5145153d7209
\D HarddiskVolumead\Windows\System 32\ wshbth.d 0o - ef9a8e6912669chaE499c9Tec33b200f
>
OX0000TFFCIETTSO @0
i}
1348608
N WD HarddiskVolumed\Windows\System 32\wpnapps
228378
N \D HarddiskVolumed s\ System 32vnetprof
430
N WDeviceyHarddiskVolumed vsh\ System 32\npmprox
yd
.NET (nokazaxo 0 w3 0) Pasmep daiina Moanuce PasmeweHwe Hew (SHA-256)
Her sarpyxeHHbix D

PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR
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UHthopmaLus o 3arpyxeHHbix DLL pa3geneHa Ha e Tabauupl Ans HatueHbIX v .Net-6ubanotek, kotopas
BK/K04aET B (65 CNeaytoLLmue AaHHbIE:

1) Nma GubanoTEKM (NONHBIA NYTh);

2) Pa3mep (B GaitTax);

3) Moanuce;

4) PasmelLenue;

5) Xew (SHA-256), xew SBASIETCS CCHINKOM HA OTYET CEpPBEPa aHaMTUKK, PSAOM C XeL-CyMMON COAepXaTcs
kHonka KonupoBarb B Gydep o6MeHa () v kHonka Anst nepexona Ha ctpanuly Mpoueccs! u Mogy ().

PfoM € Ha3BaHueM 6UOAMOTEKM HAXOANTCS KHOMKA PACKPBITUS AOMONHUTENBHOI MH(OPMALWMN O COBLITUM,
(BSI3aHHOM ¢ Gubamotekoit ( ). NMpu Haxatun JIKM Ha KHONMKY OTKPbIBAETCA KapTouka COBbITMA, (BSi3aHHAA C
paccMatpuaembiMu npoieccom i Gubanotexon. ns npouecca %SYSTEM% Gynet npescraBneH CnUCok ApaitBepos,

JOMOJIHUTEJIbHAA I/IH(bOpMaLI,VIﬂ 0 KOTOPbIX TAaKXe CTAHOBUTCA ,U,OCTyI'IHOVI MPU HAXaTNU KHONKK >,

4.4.1. Bknapka «T04KM aBTO3anycka»
Bo Bknagke ToykM aprosanycka oTo0paxaetcs MH(OPMaLMS O TOYKAX aBTO3anycka, CO3AAHHbIX

paccMatpuaeMbIM NpoLeccom B peectpe (puc. 9).

Peectp (21)

\REGISTRV\MACHINE\SYSTEM\ControlSet001\services\AverSvc

Kniou peectpa 3HaueHue Tvin gaHHBIX
» A\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\BITS Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\BITS Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\BITS Start REG_DWORD
» \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\Trustedinstaller Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\TrustedInstaller Start REG_DWORD
> A\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleChromeElevationService DependOnService REG_MULTI_SZ
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleChromeElevationService ImagePath REG_EXPAND_SZ
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleChromeElevationService ErrorControl REG_DWORD
> A\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleChromeElevationService Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleChromeElevationService Type REG_DWORD
> A\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\BITS Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\TrustedInstaller Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\TrustedInstaller Start REG_DWORD
> A\REGISTRY\MACHINE\SYSTEM\ControlSet001\services' ObjectName REG_SZ
» \REGISTRYAMACHINE\SYSTEM\ControlSet001\services\AverSv DisplayName REG_SZ
»  \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\AverSvc ImagePath REG_EXPAND_SZ
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services' ErrorControl REG_DWORD
¥ \REGISTRAMACHINE\SYSTEM\ControlSet001\services' Start REG_DWORD
> A\REGISTRYAMACHINE\SYSTEM\ControlSet001\services\AverSv Type REG_DWORD
>
>

\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\AverSvc

PucyHok 9 — Touku aBTo3anycka
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WHdhopmaums npeacTaBneHa B Buae Tabauipl, B KOTOPOR COAEPXATCS Cedytowiue nons:
1) Kntou peectpa;
2) 3HayeHue;

3) Tun faHHbIX.

PAZOM C Ha3BaHMeM TOYKM aBTO3anycka B TaOJMLE HAXOAMTCA KHOMKA PACKPbITUS LOMOSHUTESbHON
MHAopMaLmMK 0 COObITUM, CBSA3AHHOM C 3TOA TOYKOM ( 2 ). Mpu Haxatum JIKM Ha KHOMKY OTKPbIBAETCS KapTouKa

COObITHi, CBSI3aHHASA C K/THOYaMMK peectpa, C NOMOLLbK KOTOPbLIX NpoLeCccoM CO31dBaNUCh TOYKN aBTO3anyCKa.

4.4.8. Bknagka «PacnpocTpaHeHHOCTb»

Bo Bknajike PacnpoctpaHenHoCTb 0ToGpaxaetcs MHopMaLMs 0 PacipoCTPaHeHUH BbIGPAHHOIO NPOLeCca

B areHTckoit cet (puc. 10).

Mpouecc

@il

9BSYSTEMS% sms.exe smes.exe winlagon.exe Userinit.exe explorerexe devenv.exe ushost.exe vepkgsrv.exe
@ (632) (848) (964) (7418) (7556) (2136) (1174g) 21972)

Tpynna/arest NyTs Ao ucnonHAeworo daiina

Program Files\Microsoft Visual

aiine (10) o - @ Arext DESKTOP- \Device\Hardis!
omman7\IDEWC\vcpackages\xB6\vepkgsrv.exe

YGKODS Studioy2022\Cot

3arpyxertsie DLL (1

PacnpocTparessocts (1/318)

Codemye crapta (1)

Bre coBuiTvA npouecca | Kniouessie coBuiTvA npoyecca (1) ST O 3apepumn. npouecc

Pucynok 10 — Bknagka «PacnpocTpaHeHHOCTb»

Mpu 370M ONepaTopy NoKasbiBaeTcs, Koraa npouecc 6biN BNepBble 3aperucTpUpoBaH, Ha KAKOM areHTe 310
NPOM30LWA0 U NyTb 0 MCnonHAemoro daitna. Liucpbl B Ha3BaHUM BKNA/KW NOKA3bIBAKT, HA KAKOM KONM4ECTBE
areHToB MPUCYTCTBYET BbIOPaHHbIA MOAYAb. MS areHTa SBAKETCS CCbINKOMA Ha CTpaHuLy AreHt. PSaoMm ¢ uMeHeM

0T00paxaeTcs 3Ha4Y0K, NOKa3bIBAOLLMA, AKTUBEH UMM HE AKTUBEH areHT B JaHHbIA MOMEHT (*\ ).

w9
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4.4.9. Bknapxa «CoGbitne cTapta»

Bo Bknagke «CoObiTie CTapTa» NoKa3aHa kapTouka cobbiTus 4ns cTapta npouecca (puc. 1).

Wropuzuinn e e 5

Gaiinel (10) Bpema perucrpayum coboitha (UTC)

Tun cobuitun Mpoueccs!
MogTun cobuiTua Crapt npouecca
“ (yponens ) cos (o)

Arent Arent DESKTOP-YGKODS

Mpouecce (1)

c3a0db2d1198e4e9b283baTa

YHuKansHbiR naenTHGUKATOp arenTa

rddiskVolume3\Program Files\Microsoft Visual

MonHoe MMA cNoAHAEMOro MOAYAA Npoyecca - " -
N o AYIA MROL Studio\2022\Community\CommonT\IDE\C\vepackages\x86\vepkgsrv.exe L,
FacnpocTpaHeHHoCTE 3 8)

VAeHT$IKaTOP NPOLecEa Ha areTCKOM cucTeme 21972
Cobeve crapra (1)
VaenTnémKaTop poguTenscKero npouecca Ha

11748
Mpaewna / MITRE (1/1) areHTCKoi cucteme

Pucynok 11— CobbiTHe cTapTa

Kpome wxdpopmaumn co ctpanuupl lpouecc onepatopy MoOXeT GbiTb WHTEpECHA [OMONHUTENbHAS
uhcpopmauma o coBbiTuM wnn CoObITUAX WHUMZEHTA. LN ee mpocMoTpa HeoOXOAMMO BEPHYTbCS CO CTPaHMLbl

BbIOpaHHOro npouecca Ha crpaxuuy WHUMAEHT. [ng 3T0r0 onmepaTopy AOCTAaTOMHO HaXaTb KHOMKY BO3BpaTa Ha

npeablayLLyto CTpanuLly B Gpay3epe.

4.4.10. Bknapka «llpasuna/MITRE»
Bo Bknazake Mpasuna/MITRE cogepxutcs nHcopmaums o cpabatbiBanusx, Aeicaytowux B EDR npasun, a

Takxe TexHuk MITRE gnq BbIOpaHHOro npouecca.

4.5 lpoakTBHbIi NOMCK yrpo3

PaccnepoBanne — 3710 onpefeneHue U M3y4eHue OnepatopoM MoMcka Yrpo3 COObITUI, CBS3aHHBIX C
BO3MOXHOM UM YXe CYLLeCTBYHOLLEA HENErMTUMHOM aKTUBHOCTLIO BHYTPH 3aLUMLLAEMOrO NepuMeTpa.

CoBpemeHHble APT-ataku MOryT npoBOAMTLCA TakM 00Pa30M, YTO ABHBIX MHLMAEHTOB, YKa3bIBAKOLLMX Ha
BPEAOHOCHYK AKTUBHOCTb HA KOHEYHbIX TOYKaX, BO3HUKATb He OyAer. 3a4acTylo Takue ataku CKPbIBAKTCA NOA

NEruTUMHbIMI NpoLLeccamm, Mcnonb3yrot nerutumuoe N0, kotopoe sBasetcs HaTueHbIM Ans OC Windows.

w9
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AKTMBHbBI NOMCK yrpo3 no3BONAET Ha PaHHel CTaguu BbIABNATL HOBbIE W CNOXHble Yyrpo3bl U
PACcCMATPUBALTCA Kak AOMOJHEHUE K UMEeloLLencs 3aLure VIHdJOpMaLl,I/IOHHbIX CUCTEM OpraHn3alimn, a He Kak ee

3ameHa. 0T TpaIMLMOHHbIX MEeTO/0B 3aLuThl threat hunting 0TAMYaET UMEHHO NPOAKTUBHOCTD.

U “J lNpumevanne
Ld

AKTUBHbIA MoUCK yrpo3 (threat hunting) — 3710 npouecc NpoaKTMBHOTO (T0 eCTb ynpexaatollero)

00HapyXeHus BPeOHOCHO 1eATENbHOCTH B KOMMbIOTEPHDIX CETSX.

MOCKONbKY NPOHWUKHOBEHME B CUCTEMY MOXET MPOM30MTH B /OO0 MOMEHT, MOMCK Yrpo3 — 370
HenpepbIBHbIA NPOLECC, YCN0BHO 3TOT MPOLECC MOXHO Pa30uTb Ha 3 wara:

1) ®opmynuposaxue runotessl. Ha 3T0M 31ane Cneunanuctbl CTpOSIT NPEANONOXEHUS 0 TOM, rae cnesyet
CKatb yrpo3bl. MCTOUHMKOM MHADOPMALLMM 19 BbIABIKEHUS TUNOTE3blI MOTYT CAYXNTb KAK BHYTPEHHUE LaHHble
KOMNaHUK (CBEAEHNA 0 COCTOSIHMM IT-MH(PACTPYKTYPbI, PE3yNbTaTbl TECTOB HA MPOHUKHOBEHUE U TaK Aanee), TaK u
BHelWHue (TakTukn u TexHukmn Mitre Att&ck, otyetbl pa3sefkin kubepyrpos, HoBOCTM Ge30MacHOCTM U Tak Lanee).
Hanpumep, ecim B CBeXeMm OT4eTe NPUBOAMTCA aHANM3 paHee Heu3BeCTHOro BpefoHocHoro [10, MOXHO
MPEANON0XMTb, YTO 3TOT 3/10BPES, MOT MPOHUKHYTL B UHPACTPYKTYPY KOMNAHMM.

2) MpoBepka runotesbl NOCPeACTBOM noucka yrpo3. focne (opmynupoBaHus runoTe3bl ee TecTupyHT.
Hanpumep, aHanu3upyoT JaHHbIe C KOHEYHbIX TOYEK Ha MPeAMET HaSIMY s UHAMKATOPOB KOMNPOMETALMN, CBA3AHHbIX
C HOBbIM BpeOHOCHbIM M10.

3) YnyuweHue aBToMaTMyeckoro aHaau3a. [1ng 3roro Moryt MCNoNb30BaThCs MHANKATOPbI KOMNPOMETALVN
WM MHAMKATOPbI aTak. YcnewHas 0xora LOMXHA 3aBepluathCs 000ralieHneM BO3MOXHOCTEH aBTOMATUYECKOrO
06HapyxeHus. Ecnm B npowecce 0x0Tbl 0GHAPYXMBAETCA MHAMKATOP MM NATTEPH, KOTOPbIA MOXET LLUPKYAUPOBATH B
cucteme, Heo6X04MMO aBTOMATU3MPOBATL €70 00HAPYXeHHe, 4TO0bI MOXHO ObIN0 COCPEOTOUYUTHCS HA NOUCKE HOBbIX
yrpos.

Y106bI MpesoTBPATUTS LieSIeHanpPaBeHHbIe ataku, Heo0X04MMO CKaTb aHOMasMK B paboTe 3aLLuiLaemMoi
UHApacTpykTypbl. [Lns 3T0r0 onepatop no NOMCKY Yrpo3 AOMKEH ONPefeNuTb, Kakas akTMBHOCTb GyaeT HOPMOW AN

3aLNLIaEMbIX KOHEYHBIX TOYEK W MHCbpaCprKTypbl LIE/TUKOM.
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Onpesenus HOpMasibHOE COCTOAHME, ONEPaTOp CMOXET HayaTb MCKATb OTKJOHEHUS OT HOPMbI, YTOObI
BbIICHUTb, AIBAAKOTCA M 3TW OTKAOHEHMS CNeiCTBUEM BPEAOHOCHOA aKTUBHOCTH AW HET.

Ecan oOHapyxeHHas aHOManbHas akTUBHOCTb He YKaxeT Ha APT-aTaky, pe3y/bTaTbl NOMCKa BCE PABHO MOTYT
ObiTb NONe3Hbl. MONOXUTENbHBIM I(D(EKTOM BbISBIEHUS AHOMANMA MOXET CTaTb OnpefeneHne Cnabblx Mect
3aLLMLLAEMOR MHGPACTPYKTYPbI MAK BO3MOXHOCTER AN1A YIyYLIEHNS ee 3aLuTbl. Yem 0onblue aHanuTuk Gyaer 3Hatb
0 3alMLAEMOi CMCTEME, TEM Jyyle OH CMOXeT ee O00POHATb OT BO3MOXHbIX arak M MPOHUKHOBEHMIA
3N0yMbILLEHHUKOB.

Crpannua AKTMBHOCTb M03BOJISET @HANMTUKY NPOBOAUTL MPOAKTUBHbIE PACCNEefOBAHUS W BbISBAATH
OTKNIOHEHNS OT HOPMbI B COOBITUSIX, NOCTYNAOLMX OT KOHEYHbIX TOYeK. Kpome 60MbLIOr0 KOAMYECTBa (DUALTPOB,
MO3BONISIOLLMX COPTUPOBATL TeNeMeTpuyeckne COObITUSE MO MHOXECTBY Pa3fMuHbIX NapamerpoB, AKTMBHOCTb
NpefoCTaBasieT BO3MOXHOCTb aHANIMTUKY UCMONb30BaTh CTPOKY DSL-3anpocos Ha a3bike Elasticsearch Query DSL.

[Insi Hanucanms 3anpocoB HeOOX0AMMO 3HATh CTPYKTYPY COBLITHI, OTNPABASIEMbIX areHTaMu Ha cepeep, W
Cam 3blK 3anpocoB. [TonHoe onucanue noneit BCex COObITUI PAcnoNoxXeHo B pasaene b.

Onucanve  a3blka  3anpoCoOB  MpeAcTaBfieHO  Ha  ouumanbHom  caWte  elasticsearch
(https:/lwww.elastic.co/quide/en/elasticsearch/reference/current/query-dsl-query-string-query.html).

[lanee npueneHo CO6CTBEHHOE ONMMCaHKMe A3bIKa 3aNPOCOB C NPUMEPaMM.

B oOwem Bupe 3anpoc npecraBnser co6oi NOUCK HEKOTOPOrO 3aZaHHOr0 3HayeHns B bl cobbituit no
OnpeaeneHHoMy BpeMeHHOMY cpe3y. [ToAAEPXMBALTCS Kak MOMCK 3HAYEHUs BHE 3aBUCUMOCTI OT €ro CEeMaHTUKM
(NPUHAANEXHOCTH ONPeSieNIeHHOMY N0JIH0), TaK v MONCK 3HAYEHM Cpesu 3aJaHHbIX noned. [pumep Nepeoro BapuaHTa

NpeACTaBieH Ha pUcyHKe 12.
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https://www.elastic.co/guide/en/elasticsearch/reference/current/query-dsl-query-string-query.html

AKTUBHOCTb CBpocts GunbTpel

Mokassieats no Tpynna Victousink cobeimia
Mepwoa peructpavmu (Ha cepeepe) © Crucox Kanewaaps MoaTin coBuiua
15 MAHYT $ He BbibpaH £

3anpoc Ha Asbike DSL

Ve
Mnarpopma KpumiuHocTs (He ueree) JeiicTame, cerzanHoe C cobbtren
He euibpan He 3apana : N He 3apama = He 3agaro
TPAGUIKIA PACTIPEAENEHWS COBBITUIA Tun rpaguka:  Pacnpesencrne  Aunauaka |
|-
Pernctpauna na Perucrpaunn na Tpynna / Uma
Onucanue Mpouecc Ungopmauma
cepBepe arente arenta
® onn-tect / EEED) WMI-sanpoc: "Start IWbemServices:CreatelnstanceEnum - root\cimv2 suchost.exe (76)
Win_Server 2016 | Win32_PageFileSetting”

B WMi-sanpoc: "Start MbemServices:CreatelnstanceEnum - rooticimv2 suchest.exe (76)

in_Server_2016 Win32_PageFileUsage"

® rona-tect/ B WMI-zanpoc: "Start IWbemServices:CreatelnstanceEnum - root\cimv2 : svehost.exe (76)

PucyHok 12 — 3anpoc BHe CeMaHTUKH

PesynbratoM CTPOKM 3anpoca “Swchost.exe SBAAKTCA BCe COObITUS, B KOTOPbIX €CTb M0AA, 3HAYEHUS
KOTOPbIX OKaHYMBAIOTCA HA NOACTPOKY SVC/0SE. exe. IT0 MOXET ObITb UMS MCNOAHAEMOr0 (haitna Npu 3anycke HOBOrO

npowecca unu uma danna B COObITUM CO3LaHNS HOBOTO (haitna v Ap.

U “J Npumeuanne
LJd

Ecim DSL-3anpoc He ABNAeTCa ONTUMAJIbHbIM C TOYKW 3PEHUA HArpy3Kn Ha MOUCKOBYHO CUCTEMY 0asbl

JlaHHbIX, TO CBEPXY CTPOKK C 3aMPOCOM NoABJIAETCA 3HAUOK . ECn HaBecTy Ha Hero KYPCOP MbILLH,
T0 M01b30BATENO 6yneT M0Ka3aHa MH(bOpMaLI,I/IFI 0 TOM, 4TO 3anpocC XenatejbH0 U3MEHUTb C

MPMMEpPoOM TOr0, Kak 310 MOXHO CfieNnatb.

Ecim xe TpelyroTcs MMEHHO COObITMS MPOLECCoB C ucnmosHseMbiM (haitnom svchost.exe, B 3anpoce
HE0oOX0ANMO YKa3aTb UMs NOAS, A9 KOTOporo GyaeT BbINOAHEH nouck. lpumep Takoro 3anpoca npefcraBieH Ha

PUCYHKe 13.
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AKTMBHOCTb

MokazeiEaTs NO

Mepwoa pervcTpauun (Ha cepaepe)

15 munyT

anpoC Ha Aapike DS

appr*svchost.exe

Arent

He Ei6paH

TPAGMKIA PACMIPEAENEHWA COBbITIIA

m -

Ha

cepeepe arente

Tpynna WcTounuk cobeiTha
He Beibpana
© Crucox Kanenaape MoaTun coBbitus
o He swiGpan
Marpopma KpuTuaHocTs (He Meee)
He zagaHa | He 2apaHa
Tpynna / U
Onncanne
arenta
@ wonTecr / =) WMIsanpoc: *Start WbemServices:CreatelnstanceEnum - rooticimy2 :
WIN_832 Win32_PageFileSetting”
@ rons-recr / =) WMi-sanpoc: "Start IWbemServices:CreatelnstanceEnum - root\cimv2 :
WIN_8_x32 Win32_PageFileUsage”
® wna-tect / = WMI-zanpoc: "Start IWbemServices:CreatelnstanceEnum - rooticimyv2 :

4

[leficTeve, cBR3aHHOE € COBBITHEM

: B He zanaHo
Tun rpadvka:  Pacnpensnenve  [unaunca |
ry oxaz
Mpoyece Vndopmauna

svchostexe (1080)

svchost.exe (1080)

Pucynok 13 — lMouck no 3agaHHoMy nonio

(DopMaT 3anpoca € y4eToM CEMAHTUKK 3HAYEHUA UMEeT BUJ: <HMSA_NONS> <UCKOMOE_3Ha4yeHue>. B Chyyae,

eCM WCKOMOE 3HauyeHue npeacTaBaser co60/ HEKOTOPYH MOACTPOKY, HEeOOXOAUMO MCMONb30BATh PEryNsipHblE

BbIPpaXeHus. Ha PuUCyHKe, NnpuBecHHOM BblILLE, PE3YAbTATOM 3aMpoca ﬁyﬂ,yT BCe CO0bITH, B KOTOPbIX €CTb NONE dop,

W 3HAYeHWe 3TOr0 NONS OKAHYMBAETCA Ha SVchost.exe (an 3TOM BO3MOXHO, YTO 3Ha4eHue nong GYII,GT B TOYHOCTH

PaBHO UCKOMOMY BbIPaXeHuio).

CTOMT OTMETHTb, YTO NOMCK 3HAYEHNS BEAETCS C Y4ETOM Peructpa cumBonoB. [1nst Toro, 4to0bl peructp He

YUUTBIBANCS, K UMEHU nons HeoOXoZMMO ykasatb cneuucmkatop /ower. Tpumep 3anpoca 6e3 y4yeta perucrpa

npuBeAEH Ha pucynke 14.
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AKTMBHOCTb

Mokazeieats No Tpynna WcTounuk cobeiTha
50 He seibpana
Mepuoa perucTpaumy (Ha cepeepe) © Crucox Kanenaape MoaTun coBbitus
15 mMunyT = He BuiGpan
3anpoc Ha sabike DSL
app.lower*svcHost.exe
Arent Mathopma KpuiaHocTs (He meree)
He eviGpaH He zapaka : B He zapaHa
TPA®MKI PACMPEAENEHWA COBLITUN
o
Ha Per Ha Tpynna / Ums
Onwncanne
cepeepe arente arenta
> 25 15.05.2023, @ WORK / & DNS-sanpoc A k | 1153 Ha s
13: 13:59:36 KAA_WQORK_MA onedscolprdeusl2.casiys. D:3ZUre.Com pasmepom 60 Bait
RKS
> 25. ® 1ona-tect / EEED) WMI-zanpoc: *Start IWbemServices:CreatelnstanceEnum - root\cimv2 :
13: Windows_10_x32 ~ Win32_PageFileUsage”
new)

unbTpsl
A
[leficTBme, CBR3aHHOE € COBBITHEM
: B He zaaako
Tn rpaduka:  Pacnpeaenesue  funaunca g
H 48, ok
Mpoyecc Mndopmanna

svchost.exe (1260)

PucyHok 14 — 3anpoc 6e3 yyeta perucrpa

9
LJd

BaxHo

Ums nons Bcerga ykasbiaercs ¢ yyetrom peructpa. B RT Protect EDR npuusito cornawenue, yto

Ha3BaHWs Noneil Cofepxar TONbKO CTPOYHble 6yKBbI, M03TOMYy UMEHA nonei B 3anpoce AOMKHbI

COCTOATb TOJIbKO U3 CTPOUHbIX GYKB.

fi3bik Elasticsearch Query DSL no3BonsieT oCylecTBAsTb CAOXKHBIE 3aNpOChl, COCTOALLME U3 06bEAUHEHUS

MPOCTbIX 3aNpOCOB, PACCMOTPEHHbIX paHee, ¢ nomouibio noruyeckux onepatopos: W, WIW, HE. Jlornyeckue

oneparopbl 3a4atoTca ¢ nomowbto Ktouesblx ¢10B: AND, OR, NOT. KntoueBble Cf10Ba 3anuCbIBAOTCS C y4ETOM

pernctpa CMMBONOB, T.€. And, and He SBASIOTCA NOTMYECKUMM onepatopamu. Lnq rPYyNMUPoBKN pe3yibTaToB

BbINOIHEHUSI NOA3ANPOCOB MCMOMb3YHOTCA KPYr/ble CKOOKM. pumep CoXHOro 3anpoca npeacTaBieH Ha pucyHke 15.
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Pucytok 15 — Cnoxubiid DSL-3anpoc

C nOMOLbH0 NPUBEAEHHOO 3aNPOCa BbINOAHAETCS MOMCK COOLITUI 3anycka NOLO3PUTENbHBIX MPOLECCOB
svchost.exe u explorer.exe. [lns 37010 NpoBepseTcs KOMaHAHAA CTPOKA POSMTENLCKUX MPOLECCoB. B ocHOBHOM
IK3eMNAAPbI WTATHLIX NPOLECCOB Svchost 3anmyckatoTca npoueccom services.exe, a explorer.exe — npoweccom
userinit.exe. JlononHuTeNbHOE YCNOBUE ANS NPOBEPKM KOMAHAHOM CTPOKM POAMTENILCKOTO npouecca «cmdalp.™
Heo6X0ANMO NS CNy4aeB YCTAHOBKI areHTa «Ha ropsyyto». AreHT ycTaHaBAMBAeTCs Ha paboTatoLLyo CucTemy i cpasy
HaunHaeT oTnpaBAsTb COObITMA. B 3TOM CMTyaLMM areHT Ans KOHCUCTEHTHOCTM NPEACTaBfieHus MH(OpPMaLMK
(hopmupyerT CUHTETUYECKME COOLITUS 3anycKka npoLeccos. Ho noayyuTb MHOpMaLMio 0 POSUTENLCKOM NpoLecce ans
CMHTETMYECKOro COObITUS 3amycka He BCerjfa BO3MOXHO, B YaCTHOCTH ANs explorer.exe 310 HeBO3MOXHO, NOCKO/IbKY
ero POAMTENbCKUA Mpouecc userinit.exe yxe 3aBepleH. B pesynbrate BbINOAHEHUS 3aNpoca BbISBAEH 3anyck
svchost.exe aHtuupycom Microsoft Defender.

[ns  ypoGCtBa  NOMMMO  (huAbTpauum  COObITMI HA OCHOBE 3ampoCoB C MOMOLBK  fA3blKa
Elasticsearch Query DSL Ha dpopme AKTUBHOCTb npejCTaBeHbl N0aA Ans (hunbtpauni. OuabTpsl B NPeACTaBEHUM
CTpaHuLbl AKTHBHOCTb 110 YMONYAHMIO NO3BOAISIOT COPTUPOBATL COOLITUA MO CAEAYHOLLUM KPUTEPHUAM:

1) KonmyectBo oto6paxaemblx COObITUI Ha CTPaHULE;

2) Tpynna (Ha cTpaHuLe 0T06pa3sTCa COObITUS, NpULLEALLNE OT areHTOB BbIOPAHHOA rpynnbi);

3) Tun cobbitus (Ha cTpaHuue 0to6pasATCs CoObITUS, COOTBETCTBYHOLLME BbIGPAHHOMY UCTOYHMKY: CeTb,
(hainbl, peectp U 1.4.);

4) Tlepuog pernctpauyn cobbITuii Ha CepBepe;

5) MoaTun coObiTus;

6) Arenr;

1) Nnatdopma (0C Windows nam Linux);

8) KputnyHocTb (Ha cTpanuue 0To6pa3aTCcs COObITUS C KPUTUYHOCTBIO HE HIKE BbIOPaHHON);

9) LleitcTBUE, (BSA3AHHOE C COObITUEM.
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Takum 06pa3oM Ha CTpaHuLie AKTMBHOCTb MOXHO COCTaBAATL 3aNPOChI TpeMS CMocoBamm:

— TObKO C MOMOLLbHO S13bIKa 3anpocoB (Bce Nons (unbTpaLmum COpoLLeHbl);

— TONbKO C NOMOLLbK) NOAei (hUAbTPALLMM, C 3aMONHEHNEM MX COOTBETCTBYIOLMMM 3HAUYEHUSIMM (CTPOKA
3anpoca npu 3T0M nycTas);

— KOMOMHNPOBAHHbIM — UCMOAL3YHTCA M NOAS (PUALTPALYMM, 1 TEKCT 3anpoca.

KomOuHupoBaHHblii cnoco yao00eH, KOra Hapsiay ¢ HECKONbKUMM OAHOCAOXHBIMY YCNOBUAMY (Hanpumep,
Tpe6yeTcs NOMCK N0 KOHKPETHOMY eIMHCTBEHHOMY TUNY COObITUS M HA KOHKPETHOM areHTe) coObITus (MAbTPYOTCS Ha
0CHOBE LLeN0r0 Habopa BO3MOXHbIX 3HAYEHMI HEKOTOPOTO NONS.

HanGonee npocTbiM NpuMepoM MCNoNb30BaHMA pa3aena AKTHBHOCTb SBNSETCA PETPOCMEKTUBHBII aHanu3
Ha NpeaMeT BbiSBAEHU apTedhakToB «CBEXMX» Yrpo3. Hanpumep, B OfHOM M3 KOHTYPOB areHTCcKoi cetv Gbino
NPOBEAEHO PACcCef0BaHNE HEKOTOPOTO MHLMAEHTA, B pe3ynbTate KOTOPOro ObiM BbISBAEHI: X3WM, ip-agpeca, DNS-
MMeHa, UIMeHa NCNOAHSIEMbIX (DaitNoB, CBA3aHHbIE C 3TUM MHLMAEHTOM. [lanee 00bI4HO NPOMCXOAMT NOUCK B APYIHX
KOHTYpaX, C Lebto onpeaeneHus (hakta KOMnpoMeTaLun Apyrix arextos. Mpumep Takoro 3anpoca npeAcTaBaeH Ha

pucyHke 16.

Pucynok 16 — lpumep 3anpoca ans peTpocnekTMBHOO aHaan3a yrpos

B pesynbrate BbinonHeHuss 3anpoca Obiio BbiBNeHO o6pawexne no DNS-uMeHu, (BA3AHHOMY C
BPEAOHOCHOM aKTUBHOCTLHO.

[ns nonei CoGLITMA C YMCNOBBIMU 3HAYEHUSIMM BO3MOXHO WMCMONb30BAHME ONEPaToOPOB CPABHEHMS
3HaueHuin (>, <, >= ,<=). llpumep 3anpoca Ans BbIBOAA CETEBbIX COOBITUR, Y KOTOPLIX pasMep CETEBOTO Nakera

npesbiwaet 100 6awr, npeactasneH Ha pucyHke 17.
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AKTUBHOCTb

Mokassizate no
50 s
Mepvoa perucrpauuy (Ha cepaepe)

15 MuHyT

3anpoc Ha ssike DSL

size:>=100
Arent
He sbibpaH

Per Ha Per Ha

arexTe

Tpynna

He exibpana

Mnatdopma

He sanana

Tpynna / Ums
arenta

@ !la_group /
Ag_for_lla_Ws20

12

@ !la_group /
Ag_for_lla_Ws20

12

© Crvcox Kanewaape
. mm
: B

DNS-oTBeT co cratycom 9501 Ha 3anpoc A k 194.85,252,62:53 Ha umA ns2.spekir-

orelu pasmepom 994 Baifr

DNS-oTBet co cratycom 9501 Ha 3anpoc A k &

pasmepom 108 Gaiir

Wcrounuk cobemua

MoaTun cobeirua

He eeiGpan

KputuuHocTe (He MeHee)

He sanara

Onwcanue

53 Ha vma nsl.homelink.ru

C6pocTs GuAsTpEI

OtnpaBuTL
A

JelicTame, cEAzaHHOE € COBRITHEM

He sanaro s

Tun rpaguka:  Pacnpepenciue  funamnka | 57

Mpoyecc

Wndopmaynn

dns,exe (1400}

dns,exe (1400}

Pucynok 17 — lpumep 3anpoca € YMCI0BLIM 3HAUEHHEM

Takxe gonyckaetcs puabTpauua Ana AnanasoHa Hauenuit. Npumep unbtpawin coObITHI, CBA3AHHDIX C

BXOAALLMMY CETEBBIMM NOAKNIOYEHUSIMU ANs Auana3oHa ceTesbix noptos [1080;1800], npeactaBneH Ha pucyHke 18.

AKTMBHOCTb

Mokazeigats No
50
Mepuoa perucrpauiy (Ha cepaepe)

15 MnyT

3anpoc wa sasike DSL

r_ip:[1080 TO 1800]

Arent

He Beibpan

FPA®@UKM PACMPEAENEHWNSA COBbITUIA

134”,,

Perucrpayyn na
cepepe

Peructpaiun Ha
arente

Ipynna

He eribpana

Mrargopma

He sanava

fpynna / Mma
arenta

® WORK /
ANPG_WORK_10

® WORK /
ANPG_WQORK_10

® WORK /

© Cnucox Kanenaape
s m
S

& S5LHELLO (1tk1nassar

pazuepom 517 Gaiir

[ Viconsuee noacnouenme  rtklpass

[EM Vicoasuee negknodenne K ma

VcTounvk cobeirns
MNoatun cobeitva

He sui6pan

KpuruamocTs (e meree)

He sanasa

Onucanue

Zvpn.net (1786

02.111:443) no TCP

orotect.ru (178,208.150.156:443) no TCP

C6pocyTs Gunbtpsl

JelicTeve, CBA3aHHOE € COBLITHEM

(= He 3anamo +

Tun rpaguka:  Pacnpeacnenue  Aarauuka | N7

Mpouecc

Undopmanma

chromagxe (10516)

chrome.exe (10516)

chrome.exe (13756)

Pucynok 18 - lpumep 3anpoca ¢ AManasoHOM 3HaueHuii
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Cneyer oTMETUTb, YTO HauGoniee YacToil OWMOKOW MPU MOMCKE, HAmpUMep, WCMOSHAEMOro Mofyns,
SBNAETCA YKa3aHue ero HasBaHua 6e3 paclmpenus. UANKCTpaLLmMa Takoit CUTyaLMu NpeaCcTaBaeHa Ha PUCYHKax 19 -

20.

AKTMBHOCTb CBpocuTs puneTps!
Mokasbizats no Tpynna Wctoutink cobeimua
50 : He exi6pana P8 Bee
Mepwon pervcrpauun (Ha cepeepe) © Cnucox Kanenpape Noarvn cobeimua
15 My s @ He euibpar =
3anpoc wa sasike DSL Tiom, con
Arent Mnatdopma KpUTMUHOCTE (He MeHee) [lelicTBME, CBAZAHHOE C COBLITHEM
He eeibpaH = He zagana : B He zaaaHa + B He zagaro s
TPAOVIKW PACMIPEAENEHA COBLITWIA Tun rpaguxa: Pacnpegenenne  [uHaMuka | N7
- 203 4|5 s 2 no 50
Peructpauva Ha Pervcrpanyua Ha Tpynna / Uma
Onucanve Mpouece Mndopmaiua
cepaepe arente arenta
> ® WORK / SSL HELLO (rtk1,passxzvpn.net) ¢ (178.62.202,111:443) chrome.exe (10516)
ANPG_WORK_10 pazmepon 517 Bait
> ® WORK / D Vicwoaaues noakmovene k 117:443) no TCP
ANPG_WORK_10
> 2 95.2023, ® WORK / [ Vicoaswee nogkaovenye k mallyi-orotestu (178,208.150.156:443) no TCP chrome.exe (13756)

Pucynok 19 - Mpumep HenpasunbHoro DSL-3anpoca

AKTUBHOCTB CBpocims GunsTps!
Mokassigats no Mpynna WcTounitk cobbimas

50 : He ebiGpana Bee
Mepuog pervcrpaumm (Ha cepeepe) © Crucok Kanenpaps NoaTvn coBbra

15 MubyT s @ He Buibpan =

3anpoc a sssike DSL

Mpieg 5
Arent Maargopma KputnurocTs (He wenee) Jleficteme, cenzankoe ¢ coBbiTueM
He eeibpaH = He 3agaHa : H He 3agana = He 3agavo :
TPA®VIKI PACTIPE/IENIEHWA COBBITUIA Tun rpaduia: Oumanaca | 7
Per Ha Per Ha Tpynna / ma
Onucanve Mpoyecc Vingopmaymn
ceprepe arente arenra
> ® lla_group / SSL HELLO (static-cdnjtvnw.net) ¢ jtvnw twitchedn.net (18,165.128,214:443) chrome exe (4792)
Ag_for_lla_WS20 | pasmepowm 517 Bair
12
> ® lla_group / Uexogsuiee noaxmouene K jtynw.twitchcdn.net (18,16 14:443) no TCP chrome exe (4792)
Ag_for_lla_W520
12

Pucynok 20 — UcnpasneHHblii BapuaHT DSL-3anpoca
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C nomoLLbto NepBoro 3anpoca He HafieHo Hi 0AHOTO COObITUS, OJHAKO Nnocne 0GaBneHUs paciumpeHus

Cpa3y HaiiieHbl Tpedyemble CoBbITUS. ITO CBS3aHO C TEM, 4TO MOUCK OCYLLECTBASIETCA He N0 NOACTPOKE, @ N0 CTPOKe

Liennkom. Ho ans rubkoctv JOMyCKaeTca UCnoib30Batb PErynipHbl€ BbIpaXeHus. Mounck 6e3 YKa3aHna paCliupeHus

JIOJXEH BbIFNANETb KAK HA PUCYHKE 21.

AKTMBHOCTb

MokaseiBaTs No

Mepwon peructpaumw (Ha cepeepe)

15 mwnyT

3anpoc wa rasike DSL

app:*chrome®

Arent

FPA@UKM PACMPEAENEHWA COBLITUIA

B
Peructpaums Ha Peructpaums Ha

Tpynna

He BuiGpaHa

Matdopua

He sagana

Tpynna / Uma
arenta

® rona-tect /

WIN_8,32

® ona-Tect /
WIN_8 x32

® !la_group /

VicTouHuk cobbitua

© Cruncek Kanewaaps MoaTun cobuirna
] He ebiGpan =
o
=
Kpur Deii oe c cob
= H E 4
Tun rpaduka:  Pacnpeacnetve  Janamika | 57
sz -
Onucanue Mpouyece Vindopmayun
Mexoaawee noakatoueie k glisntsenicesanogleaniscam :443) no ¢hrame.exe (8996)
UDP
& DNS-otser co cratycou 0 wa zanpoc A k 192,168.47,2:53 wa vus chrome.exe (8996)
clientservic pazmepom 63 6aRT, peaynsTar: 142.251.1.94;
[0 SSLHELLO (pubsub-edae twitch.tv) ¢ pubsub-edge twitch.y (44,240,168,143:443) chrome.exe (4792)

Pucynok 21 - Ucnonb3osakue perynsipHbix Bbipaxenui gns DSL-3anpoca

Yno6Ho nonb3oBatbcs onepatopom otpuuanns (NOT). Huxe npeacraBneH 3anpoc, C NOMOLLbK KOTOPOro

MOXHO 0T(hMbTPOBATL COObITUSI CO3AAHMA HOBbIX .exe-(hailNoB s BCeX NPpoLeccoB, KpoMe svchost.exe (puc. 22).
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AKTMBHOCTE

Moka3LiBaTe NO
50

Meproa peruerpaumi (Ha cepeepe)
15 MuHyT

Mons ans cToGpaseris

He eeiBpansi

3anpoc ka sasike DL

name:*.exe AND NOT app:*svchost.exe

Arent

He eLi6pan

TPADWKI PACTIPEAE/IEHMA COBbITUI

:

Perucrpayya na Pernctpauma wa

cepBepe arente

14:16:09 14:16:95

@ JPWIN_10

Tpynna

He Bxi6pana

© Crvcox

KpuTauHoCTs (He mewee

He 2apana

Tpynna / Uma

arenTa

D Vasnen daiin

Kanewaaps

Moo MogyAs npouecca X

MoAHOE UMA UCMAHABMOTO MOAYNA APOUeCca

Y

Mpiieps! sanpocos

OmnpaeuTs
4

Tun rpaduika;  Pacnpegenerive  funnaniks | 57
Aagko
Mpoyece Wndopmauun

WinRAR exe (13478)

\Device\HarddiskVolume@\Users\Yulia\AppDatal\Local\Temp\Rar3DRa 1 5740.22802\Setup.e

xe

4.5.1. MpocMoTp rpaduKoB aKTUBHOCTH

PucyHok 22 - lpumep ucnonb3oBanus onepatopa NOT

Kpome TabnuyHOro npeacraBnedns Ha CTpaHuLe AKTMBHOCTb oneparop MOXET MPoCMATpMBATh

MH(OPMALLMKO 0 COOBITUSAX B rpacpuyeckom Buge. MpocmoTpetb rpadimkn MoXHO B 06nacTi padimku pacnpegeneHns

CoObITHiA. YT06bI OTKPLITL €€, Heo6X0ANUMOo Haxatb kKronky lokasatb rpaduku ().

Loctynxo ABa Buaa rpadpmkos (puc. 23 u 24):

1) ”epBbIVI TOKa3bIBAET KONYECTBEHHOE pacnpeeneque COObITHI MO TUMAM ¥ NOATMNAM,;

2) Bropoii noka3blBaeT AMHaMUKy COObITHIA MO TUNaM U NOATMNAM (MOXET 0To6paxaTbCsi B IMHEHHOM W

cTon6yaToM BuAe).

Wecrounmin coBermuii

Qaiinel (66026) - 67.6%
Mpouecce (23082) - 23.6%

Cets (8019)
Peectp (308)
XKypHane! (185)

Ceccum (1) - < 0.1%

/-4

Pucynok 23 — I'pacpuk ¢ pacnpesenciuem coObITHil
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MNoaTunel cobermmii
m Daiinei: Qaiin Gein npounTtan (23201) - 23.8%
m Qaline: Cozaam Hoewld dakin (17099) - 17.5%

m Daiinei: YaaneH ¢ain (1611
m Mpouecce:: 3arpyzka o6pas:
m CeTs: Micxoaswee noakakoy
m Qaiinsi: Oaiin nepeumerosaH (4

)-4
m Mpouecesi: JoeTtyn k npoueccy (3909) -
m Mpoueccs:: 3azepwenie npouecca (348
m Mpoyeccsi: CrapT npouecca (4009) - 4.1

Dalinei: MoaknoueHUe K UMEHOBAHHOMY KaHany (2273) - 23%

Daiinei: Gaiin Gein MogMbUUMPOBaH (2227) - 2.3%




-0- CeTb -0~ Mainki -0 KypHanel -o- lMpoueccel -o- Cuctema -o- Ceccu -o- 3awmTa dainoe

PucyHok 24 — ['pachnk ¢ fMHAMHUKOA COOLITHIA

4.5.2. Co3paHue MHLMCHTA HA CTPaHMLE <AKTHBHOCTb»

Onepartop B Ciiy4ae 06HapyXeHNs Ha CTpaHuLLe AKTHBHOCTb COObITUI, KOTOPbIE YKa3bIBAKOT Ha aHOMANUM Ha
KOHEYHOM TOUKE, MOXET CO3AaTb MHUMAEHT BPyYHYt0. YT00bI 106aBUTb HOBbIA MHLMAEHT, ONEpaTopy He0OX0AUMO
BbINOHUTL CNEAYHOLLNE AEACTBUS:

1) OTMeTnTb hnaXKoM KHOMKY BbIGOpa AN COOTBETCTBYHILLETO COObITHS;

2) Haxatb kHomnKy Jl06aBNTL B MHLLMAEHT;

3) U3 BbinagatoLLero cnucka BbiGpath nyHkT HoBblii;

4) B otkpbiBieMcs okHe Jlo6aBneHue COObITHI B HOBBIA MHLMAEHT 3aN0/HUTL NOAS U HaXaTb KHOMKY
Jlo6aBuTb.

Mocne no6aBneHns BHOBb CO3aHHbIA MHLMAEHT 0TOOpa3uTCA Ha cTpaHuLe MHumMaeHTbl. YT00bl L06aBUTL
C0ObITUS B paHEe CO3/aHHbIA MHLMAEHT, ONepaTtopy HE0OXOANUMO BbIMOAHUTL CEAYIOLLME AEHCTBUS:

1) OTMeTuTb (hnaxkom KHonky BbiGopa Anst 06aBASEMOr0 B MHLMAEHT COOLITHS;

2) Haxatb kHomnKy Jl06aBNTb B MHLYMAEHT;

3) Boi6patb nyHKT CywiecTByowuif;

4) B 0TKpbIBLIEMCS OKHE BbIGPATb OANH U3 PaHEe CO3aHHbIX MHLMIEHTOB;

5) Ecnv 310 HEOOX0ANUMO, YCTAHOBUTL (hnar [leperTh K MHLLMAEHTY;

6) Haxartb kHonky Jlo6aBuTh.

4.6 lposepka apredhakto ¢ nOMOLLbH THIAT(OPMDI
Tl-nnatcpopma — 310 padortatowmui B cBsi3ke ¢ EDR 4oN0NHUTENbHbIA CEPBUC NPOBEPKM apTe(aKTOB: XeLled,
NIOMEHHbIX UMEH, rNoGanbHbIX ip-aapecoB. Ha ctpaHuie AKTMBHOCTb apTed)akTbl MOXHO Ha0NKAATh B OMUCAHMK

CoGbITUA M B KAPTOUKE COOBITUS, OTKPLIBAIOLLEACS NO KHOMKE * .
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Kpome Toro, ccbinku Ha otyetbl Tl-nnatthopmbl copepxatcs Ha crpaxuLe Mpouecc n Apredaktol Tl. Otyerts
(epBepa aHaNMTUKM COAEPXAT BEPAMKT, OCHOBAHHbIA HA MH(DOPMALMM, NMONYYEHHOW M3 MHOXECTBA Pa3/MYHbIX
ncTouHuMKoB: 6a3a aanHbix Virus Total, MalwareBazaar v Apyrue OTKpbITbIE NCTOYHUKN UHOPMALMK.

Ecan xewn wucnonnsiembix ainos (PE) onpepenstotcs Tl-nnatdhopmoit, Kak BPeLOHOCHbIE, TO 3anycK
npoLecca Takux (hainoB aBTOMaTUYECKM 3anpelLaercs, a hain 6nokupyercs Ha 60 MUHYT, ¥ Ha CepBepe ynpaseHus
PerucTpupyercs MHLMAEHT. Takxe MHLMAEHT peructpupyercs, ecan Tl-nnatpopma onpegenser somed win [P-agpec,

KaK BPELOHOCHbIi, Npu 3TOM C6PacbIBAETCS NOAKIOYEHHUE K TAKOMY IOMEHY WK aipecy.

4.7 MpoBepka pacnpocTpaHeHHOCTH NPOrpaMMbl B areHTCKO# CeTH

Aprecpaktbl Tl — 310 MHCTpYMEHT Ans cucTematu3auun aptedaktos, aHanausupyembix Tl-nnaropmoi.
AptedpakTbl Tl 0CyLLECTBASIOT (DUKCALMIO NEPBUYHOTO COOBITUS, B KOTOPOM apTedakT Gbin 3aeHCTBOBAH, U TOMOTatoT
BbISICHUTb PACNPOCTPAHEHHOCTb apTe(AKTOB B AreHTCKOM CETH.

Takxe HeMasnoBaxXHOM (PYHKLMEN SIBNAETCA LEHTPANN30BaHHbIM MONCK apTe(paktoB no BCEMY MOAYNHO
aAMUHUCTPUPOBAHMA. PacnpoCTpaHEHHOCTb apTedpakToB MOKA3bIBAET, HA KakuX areHrax nossasnca (ain ¢

OnpejeseHHoN XeLw-CyMMO#, ip-afpec uau LOMEH.

U “J Baxno
Ld

Ecnn apredhakt He npoBepsincs anroputMamu Tl, 10 He nokasbiBaetcs Ha cTpaHuue ApredakTol TI.
Takumu aptehaktamu ABASIOTCA Xeww, [06aBAEHHbIE B UCKIOYEHUS Ans (hannios, ip-afpeca
[OMEHbl, [00aB/IeHHbIe B CETEBble WCKMKYEHNA, Xewn (ainnoB, NOANUCAHHLIX LOBEPEHHOI

MOANKUCbIO, NIOKaNbHbIE [P-appeca n T.4.

Monb30BaTENb MOXET MCKATb HYXHYI0 NPOrpaMMy C NOMOLLbH (DUBTPOB:
1) NMoka3biBatb no (10, 20, 50, 100, 500 crpok B Tabnuue);

2) Mnatpopma (Windows nam Linux);

3) SHA-256;

4) Tlepuop perncrpauuu Ha cepeepe;

5) 3anpoc Ha s13bike DSL;
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6) Bepaukt apredpakra;

1) Nytb;

8) Moanuce.

[ins noncka HyxHoro IP-apeca ncnonb3ytoTcs ciegyrowmne (uabTpsl:

1) Noka3biBatb no (10, 20, 50, 100, 500 crpok B Tabnune);

2) Mnathopma;

3) IP-agpec;

4) TMepwog perncrpawuu;

5) 3anpoc Ha s13bike DSL;

6) Bepaukt apredakra.

[ns hunbTpaLmMK No LOMEHaM MCMob3YHTCA CeaytoLme QUbTPbI:

1) Moka3bigatb no (10, 20, 50, 100, 500 ctpok B 1abauue);

2) NMnathopma;

3) Lomes;

4) TMepuog pernctpawuu;

5) 3anpoc Ha s13bike DSL;

6) Bepaukr apredakra.

LleHTpanu30BaHHbIA NOMCK apTedakToB No BCEMY MOAY/IH0 aAMUHUCTPUPOBAHMS OCYLLECTBASETCA B NONAX
SHA-256, IP-appec, [loMeH. Mouck ocywecTBASETCA OTAENBHO MO MHAMKATOPaM KOMNpOMETaLun, CoObITUAM Ha
CTpaxuLLe AKTHBHOCTb, HaGopaM CeTEBbIX UCKHOYEHNH NSt LOMEHOB 1 IP-aspecoB v Habopam (haioBbIX UCKIOYEHMA
AN19 Xewei. B cnyyae oOHapyxeHus apTehakTa B TOM UM MHOM Pa3fieNe CTaHeT akTUBHON COOTBETCTBYHOLLAS MKOHKA
wn nkowkn (= &) g SHA-256 1 ( ¢ /) ans omeHoB u IP-agpecos.

Bepaukr Tl-nnatpopmbl OTKPLIBAETCA, €CAN NONL30BATENb HAXMET NOJie C XeLw-CyMmMmod, IP-agpecom um
AOMeHOM. [TepBOHa4aNbHO OTKPLIBAETCS KpaTKuit OT4eT. TM0NHbIA OTYET JOCTYNEH, eCn Haxatb KHonky lepeiTi K
oTyery.

Monb3oBateb MOXET NPOCMOTPETL AONOAHUTENLHYIO UHDOPMALMIO O NMEPBUYHOM COOLITUM, B KOTOPOM
hurypupyert BbIGPaHHbII apTediakT, HaXaB KHOMKY ~ B CTPOKE C COBbITHEM.

Pa3nen Aptedaktbl Tl pebyert unterpaumu ¢ Tl-nnathopmoit.
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4.8 0630p coObiTHit

0030p COObITUI — 3T0 MHCTPYMEHT, NO3BONISALOLLMIA MCCNEA0BATL COOLITUS, NOCTYNAOLLME OT AreHTOB.

Crpanuua 0630p coObITHI MO3BOASET NONL30BATENH NPOCMATPUBATL COOBITUS, pacnpedencHHble no
KaTeropuam:

1) Tpadhuku pacnpenenenns cobbITnit v rpaduk AUHAMUKKM COOLITHR;

2) AreHTbl;

3) Mpasuna;

4) Texuuku MITRE;

5) NcnonHsaemble ainbl;

6) bubnmnotekn (DLL/SO);

1) KomaH[Hble CTPOKY;

8) Moaynu;

9) Xewww;

10) Monb30Batenu;

11) Ceccum (paspensitotcs Ha I0KabHbIE U AUCTAHLMOHHDIE);

12) Oaitnbl n TO4KKM aBTO3aNYCKa (painbl);

13) Peectp 1 TouKK aBTO3aNYCKa (peectp);

14) Cerb;

15) HactpamBaemas arperauus.

[padmku pacnpepeneuns cobbiTit  rpadhMku AUHAMMKN COOBITHI — B 6N0OKe NpeAcTaBAeHbl rpathuky,
MOBTOPAOLLME TPk CO CTpaHuLbl AKTHBHOCTb, Ha KOTOPbIX NOKa3aHa pa36uBka COOBITMR MO MCTOHHUKY W
nogtvnam. Kpome 1oro, 670K MHGhOpMALLMK C rpathukamu COAEPXMT onucaxue Ton-5 NpoLeccoB B NPeACTaBAEHHOM
BbIGOpKe, Ton-5 DLL svchost.exe u Ton-5 (haiinos B NpeAcTaBNEHHON BbIOOPKE COBLITHI.

AreHTbl — B 6n10ke npefcTaBneHa CBOAHAA MHOPMALMA O KOANYECTBE COBbITUI, NPULLEALLINX C areHTa 3a
BbIOpaHHbIA nepuog Bpemenu. Lludpa ¢ KonmyecTBOM COObITUI SIBAAGTCS CCHINKORM HA CTpaHuLly AKTMBHOCTb C
npep3anonHenHbiM DSL-3anpocom no nonto agent_id. Pasgen moxer ObiTb noneseH, Hanpumep, 4to6bl ObICTPO

MOCMOTPETDb, C KAKUX ar€HTOB NPUXOANT 3HAYUTE/IbHOE KONMUYECTBO COObITHIA U npu Heo6X0aUMOCTH MPUHATD MEPDI.
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B Gn10ke Takxe COAepXMTCS MH(OPMALLMS O CETEBbIX aPecaXx areHToB, JOMEHAX i UMEHaX KOMMbHTEpa, a
TaKXe 0nepaLMOHHbIX CUCTEMAX, HA KOTOPbIX areHTbl YCTaHOBAEHDI.

MpaBuna — B Gnoke npefcraBneHbl COObITUSA, pacnpefeNieHHble N0 NpaBuiaM (BHYTPEHHUe npasusa
[porpamMmbl U MHAMKATOPbI aTak), UM(pa C KONMYECTBOM COObITHI IBASETCS CCHINKORM HA CTPaHULly AKTHBHOCTb C
npea3anosiHenHbIM 3anpocom no nosto rul. OtoGpaxaerca go 500 npaBun ¢ HAMGOLLUIMM KOMYECTBOM COOLITHA 33
BbIOPAHHbIN NEPUOS BPEMEHH.

Texxuku MITRE — B 6noke npepcraBneHa CBOAHas MHOPMaLs 0 COObITUAX, PaCNpeeNeHHbIX N0 TEXHUKAM
MITRE. Ldpa ¢ koanmyectBoM CoObITUI BASETCA CCbIIKOW HA CTpaHuLy AKTMBHOCTb C npef3anofiHeHHbiM DSL-
3anpocom no nosito mitre.

UcnonuseMble daiinbl — B 6510ke NpecTaBaeHa CBOAHAS MH(OPMALLUS N0 COOLITUAM, pacnpesesieHHbIM No
CNONHsSIEMbIM (haitnam. bnok NoKa3bIBaeT, ¢ KakuMu COOLITUSIMU 1 C KaKUM KOSIMYECTBOM COObITUIA CBA3AH TOT MK
UHOR ncnoniHsiemblin ain. Ludpa ¢ KonuyectBOM COOLITMIA ABASETCA CCbIIKOW HA CTpaHuLy AKTHBHOCTb C
npeasanonHenHbiM DSL-3anpocom no nonto app. OtoOpaxaetcs 2o 500 ucnonusembix (aitnoB ¢ HanbOMbLINM
KOJIMYECTBOM COObITHI 3@ BbIOPAHHbIA NEPUOL BPEMEHH.

B3aumopeiicTBHe npoueccoB - B 070Ke npeAcTaBNeHa CBOAHAS MHGopMauusi no  CobbiTusim,
pacnpefeneHHbIM no npoueccaM. bnok nokasbiBaer, ¢ KakuMu MPOLECCaMin B3aUMOAEACTBOBAN BblOGPaHHbIiA
npoLecc, 10 ecTb NOKa3blBaeT napbl B3auMOAENCTBYHOWMX npoueccos. Lngpa ¢ konnmyectBom cobbiTuit sBAseTCA
CCbIKOM Ha CTpanuLy AKTHBHOCTb C npea3anonHenHbiM DSL-3anpocom no nosto app u tpath. Oto6paxaercs 4o 500
MPOLECCOB C HaNOONbLLIMM KOMYECTBOM COBbITHI 3@ BbIOPAHHbINA NEPUOL BPEMEHH.

bubnuoreku (DLL/SO) — B 6noke npeactaBaeHa cBOAHas MHGOPMaLMS N0 COObITUSIM, pacnPeaeNeHHbIM No
oubnmorekam DLL nan SO. bnok nokasbiBaet, CkObKO pa3 Obiia 3arpyxeHa 1a uau uHas Gubanoteka. Lludpa ¢
KOAMYECTBOM COBLITUA SBASETCA CCbINKOM Ha CTPaHuULy AKTMBHOCTb C npea3anosiHeHHbiM DSL-3anpocom no nonto
path. OtoGpaxaetcs 1o 500 3arpyxaemblx OMOIMOTEK C HANGOMbLUNM KOSIMYECTBOM COBLITH 3a BbIOPAHHDIA NEPUOL
BPEMEHM.

KoMaHgHble CTpOKM — B 6110ke npejcTaBaeHa CBOAHaS MHopMaLys no cobbiTusiM, pacnpefeneHHbIM no

KOMaHZHbIM CTPOKaM. b0k noka3biBaeT, Kakue CoObITUS CBSA3aHbI C TOA UM MHOA KOMAHZHOM CTPOKOM.
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Llnchpa ¢ konmyectBoM CoBLITUA SIBASAGTCA CCbIIKOA HA CTPaHMLY AKTHBHOCTb C npeA3ano/iHeHHbiM DSL-
3anpocom no nono cmdl. OtoGpaxaerca fo 500 koMaHAHbIX CTPOK C HaUGOMBLIMM KOAMYECTBOM COBLITMI 3a
BbIOPAHHbIN NEPUOL BPEMEHH.

Mogynn — B Gnoke npepcTaBneHa CBOAHASA MHOPMALLUS MO COObITUSIM, PacnpeseneHHbIM 10 MOAYAM.
bnok nokasbiBaer, kakue coObITUS CBA3aHbI C TeM AU UHbIM MogyneM. Lindpa ¢ koanyectBom CoObITHI SBASETCA
CCbINKOM Ha CTPaHuLy AKTHBHOCTb € npeA3anonHenHbimM DSL-3anpocom no nonto who. Oto6paxaetcs go 500 mogyneit
C HAMOONBLUIMM KOJMYECTBOM COOLITHI 3@ BbIOPAHHbIN NMEPUOL BPEMEHHN.

Xeww — B Gnoke npescTaBsieHa CBOAHAA MHGOPMALMA N0 COObITUAM, pacnpeseneHHbIM No Xewam. baok
NOKa3bIBAET, Kakue COObITUS (BA3aHbI C TEM MM MHbIM XewweM. Lindpa ¢ KonnyecTBOM CoObITUIE ABASIETCA CCbIIKOI
Ha CTpaHuLy AKTMBHOCTb C npep3anoniHeHHbiM DSL-3anpocom no nonto sha256. OtoGpaxaercs go 500 xewei ¢
HaNGO/bLLIMM KONMYECTBOM COObITHIA 3@ BbIOPaHHbIR NEPUOL BPEMEHM.

Monb3oBarenu — B Gnoke npefcTaBneHa CBOAHAS MH(OPMALMS N0 COObITUAM, pacnpefeneHHbIM Mo
nonb3oBarensm. bnok nokasbiBaer, kakue CoObITUS CBA3aHbI C TEM WK UHbIM N0Ab30BaTeNeM. Llndpa ¢ koanyecTeom
COOBITHI SIBNSIETCA CCbIIKOM HA CTPaHMLY AKTHBHOCTb C npej3anonHenHbiM DSL-3anpocom no nonsm usr, sid n dom.
Oto6paxaetcs 4o 500 nonb3oBatenei ¢ HanGObLIMM KOMMYECTBOM COObITHI 3@ BbIGPAHHbIA NEPUOL BpeMEHK. B
0/10Ke KpOMe UMEHN aHaNIMTUKY JOCTYMHA MH(hopmaLus o fomeHe u SID nonb3oBarens.

Ceccum — B 610Ke npeacTaBneHa CBOAHAS MHKOPMaLMS MO COBLITUSIM, pacnpeseneHHbIM Mo CeccusiM. biok
NOKa3bIBAeT, Kakue COObITUS, MPOMCXOASILME C TEM WAW MHBIM MONb30BATENEM, C(BS3aHbI C IOKAbHBIMA U
AMCTAHLMOHHBIMA ceccusiMi. Lindppa ¢ KonmyecTBOM COOBITHI SIBASIETCS CCbIIKOM Ha CTpaHuLy AKTHBHOCTb C
npea3anosiHenHbiM DSL-3anpocom no nonsm sess_usr v sess_dom Ans N0KafbHOrO Noab30Batens U Sess_Ust,
sess_dom u sess_claddr s gucraHwmoHHoro.

®aiinbl M ToukM aptosanycka ((ain) — B 610ke npeAcTaBneHa CBOAHAS MHAOPMaLMA No COObITUAM,
pacnpejeneHHbIM no haiinam, 1o eCtb 070K NOKA3bIBAET arperavyio cOBbITUA BOKPYT TOr0 MM MHOTO UMERM (haitna.
Lndppa ¢ konnyectBom coBbITHiA ABASIETCA CCbIIKOM Ha CTPaHMLY AKTHBHOCTb C npe3anoniHeHHbiM DSL-3anpocom no
no/ito name 19 painos 1 arun 1 name N1 TO4eK aBTO3anycka.

Peectp u ToukM aBTo3anycka (peectp) — B 610ke npejcTaBaeHa CBOAHAS MH(OpPMaLMs No CoObITUSM,

pacnpeseneHHbIM No peectpy, T0 eCTb 670K NOKa3bIBAET arperavLuto CoObITHit BOKPYT TOFO WM MHOTO KN04a peectpa.
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Llnchpa ¢ konmyectBoM CoBLITUA SIBASAGTCA CCbIIKOA HA CTPaHMULY AKTHBHOCTb C npeA3anoiHeHHbiM DSL-
3anpocom no Nosito reg ANA peectpa 1 asep v reg A5 T04eK aBTo3anycka.

Cetb — B 010K NOKA3aHO KOMYECTBO COBLITUI, CBA3AHHBIX C MCXOAALMMM NOAKOUEHUSMU, BXOASLLUMAU
nogkntoyenusimu, DNS-3anpocamn u SSL HELLO coobwiennamn, 10 ecTb arpermpytotcs ceteBble COObITUSA MO
onpegenenHomy xocry. Lugpa ¢ KonmyectBOM COObITUR ABASETCA CCHITKOA Ha CTpaHuLy AKTMBHOCTb C
npeasanonHenHbiM DSL-3anpocom no nonsim r_ip, host u proto ans Bxoasuwiero noaknoyeHns, no noasm r_ip, host,
proto 1 out ans ncxoaswero nogkntouenns, no nonsm dnsq_h v dnsq_t gns DNS v no nonto ssl_h ans SSL.

Hactpauaemas arperauus — noMMMO NpeAyCTaHOBAEHHbIX arperauuit Ha cTpanuue 0630p CoObiThit
AOCTYNHA arperauus no pasnuyHbIM nonam mopenn aHublx RT Protect EDR. 310 oyeHb nonesnas (yyHKumus ans
aHanu3a coObITHil B 3aLLMLLAEMOI MH(PACTPYKTYPe, Hanpumep, C034aB arperaLuio No 0CHOBHoOMY nosto agent_id u
AONONHUTENILHOMY MO0 I_ip_a MOXHO NOAY4MTb TabAuLYy B3aUMOAEACTBOBABLLMX NO CETH areHToB. KpoMe arperauuit
N0 NnonsM, NpescTaBneHHbIM B cnuckax (OcHoBHOe nose u JlonoannTenbHOE nose), LOCTyNHA arperauns no Apyrum
noAsIM MOAENM AaHHbIX (N0APOGHEe 0 NOASX MOAENM AaHHbIX MOXHO y3HaTb B pa3gene 5).

Wudpopmaumto Ha ctpanuue 063op coObITHA MOXHO (hMnbTPOBaTb. Ha CTpaHuue HOCTYNHbI Creaytolme
(unbTpbl:

1) MakcumanbHblid pa3mep arperawim (MakCuMasbHOe KONMYECTBO 31EMEHTOB arperavim);

2) Tpynna;

3) Uctoununk cobbitus (Tun cobbiTus);

4) Tlepuog perncrpauyun cobbITUs Ha CEPBEPE WK areHTe;

5) Moatun colbiTus;

6) 3anpoc Ha s13bike DSL;

1) Arenr;

8) Mnarchopma;

9) KpUTHYHOCTD (HEe MeHee YCTaHOBEHHOMW);

10) [leitctBue, CBA3aHHOE C COOLITHEM.

Heo6x0AuMO NOMHUTD, 4TO NPK BLIGOPE AANTENLHOIO NEPUOAA perucTpaLmuy (mecsw u 6onee), peanusauuns

3afpoca MOXET 3aHUMaTb 3HAYUTE/IbHOE KOJINYECTBO BPEMEHMU.
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4.9 Jleiicteus c areHTamm

Ha ctpaHuLe AreHTbl onepaTop MOXET BbINOAHUTL CEAYHOLLME AEHCTBUS:

— NPOCMOTPETb MH(OPMALWMIO O BEpU(MLMPOBAHHDIX B CUCTEME areHTax (rpynna, UMs areHTa, Bepcus
areta, 3xauexue EPS Ha areHte (Konu4ectBo COObITUA, NPOMCXOAALLMX HA areHTe B CEKyHAY), CeTeBble ajpeca,
OMEH, UMS KOMMbHOTEPA, Ha KOTOPOM areHT yCTaHOB/EH, ONEpaLMOHHas CUcTeMa, YacoBOi NOSIC, COCTOSIHUE areHTa
M MCNOJb3yEMble Ha areHTe KOH(MrypaLoHHble Habopbl);

— OT)MNbTPOBATH AareHTOB C NOMOLLbIO NPE/ICTABNEHHbIX Ha CTPAHMULE (DUALTPOB (AKTUBHOCTb, UMS areHTa,
OMEH, HaCTPOAKM U T.1.);

— BbINOJIHNTb DSL-3anp0c ana q)VIHpraLI,MI/I dreéHToB B COOTBETCTBMI C 3TUM 3aNpOCOM,

— COXpaHuTb 0TYeT 00 areHtax B hopmate CSV (m), OTYET COAEPXMT MH(OPMALLMKO COTNACHO BbIGOPKE
Ha CTpaHuLe AreHTbl, T0 eCTb MU3MEHSS COCTOAHME (DMNLTPOB MOXHO M3MEHATb MHGOpMaumio, Kotopas Gyaer
NpeACTaB/eHa B OT4eTe.

B none CoctosHue 1abnuubl C areHTaMu MOryT 0T00paxaTbCs 3Ha4YKM, YKa3blBAKLME Ha ONpeleNieHHble

COCTOSAHUA areHTa:

(AN

U/ — 3HQYOK YKa3blBAeT Ha T0, 4T0 B COCTaBE 30/10T0T0 00pa3a areHta (MoA 06pasoM MOHUMAETCS
3apmkcnpoBanHblit Mporpammoit coctas M0, YCTAHOBAEHHOTO HA areHte), NPOM3OWN W3MEHEHNS (yAaneHbl
HEKOTOpbIe MPOrpaMMbl U3 30/10T0r0 06pa3a WM YCTaHOBEHBI HOBbIE MPOrPaMMbl, He BXOASLLME B COCTAB 3010TOM0
06pa3a);

£ — 3HauoK yKa3bIBAET Ha T0, YTO Ha areHTe YCTaHOB/IEHA NAapO/bHas 3aluTa 0T yAaNeHus, T0 eCTb YTo0bI
yAanuTh arexTa ¢ KoMnbtoTepa, Gyaer Heo0X0AMMO BBECTH NAPO0/b, 3aAaHHbI NOCAE BKAKYEHUS ONLMN NAPOAbHON

3aWWWTbI OT yAaNeHus;

— 3HAY0K YKa3blBAET HA TO, YTO Ha areHte eCtb CUCTEMHbIE UMW NPUKNaAHbIE OlWMOKK, Tae nop

CUCTEMHbIMM NOAPa3yMEBAOTCS OWMOKK ipaiiBepa, a NoA NPUKNAAHbIMAU, OLIMOKN CYXObI.

ey

" — 3HAYOK yKa3blBAET Ha TO, YTO Ha areHTe yCTaHOBNEHa (YHKLMS OTCAEXNBAHMS COCTABA 30/10TOr0
o6pasa, Ho 0TAnumit 0T 30010T0r0 06pa3a 10 3T0ro areHTa Her.

[Lns nepexofia K ctpatuLe AreHT HeoGX0AMMO KIMKHYTb N0 MMEHH areHTa.
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4.9.1. Crpannua AreHt

Ha ctpanuue Arext 0nepatop MOXET BbIMOJHUTL CefyHoLLMe AerCTBuUA:

— CKayaTb MOMHbII WM KpaTkuil oT4er o6 arente B dhopmare pdf ( *2F ), nonwbii otyer Gyper comepxars
CNUCOK ycTanoBneHHOro M0 1 yCTaHOBNEHHbIX ApaitBepoB;

— NPOCMOTPETb UH(OPMALMHO 0 BbIOPAHHOM areHTe (Bepcus, 4acoBoM NoAC, UMS U 1.4);

— CKomupoBaTb B Oypep 00MeHa MAEHTU(MKATOP areHTa;

— NPOCMOTPETb KOMMYECTBO COBLITMA M MHLMAEHTOB HA areHTe 3a NOCAELHee BPeMs # 3a BCe Bpems C
MOMEHTa ero BepugukaLmu;

— NPOCMOTPETL UH(OPMALMIO O COCTOSIHUM areHTa (COCTOSHUE U30NALMM, COCTOSHUE 3aLLUTbI);

— MPOCMOTPETL MH(OPMALMI0 0 KOSIMYECTBE COOBITUIN HA areHTe 3a NocaeHne CyTku u 15 MuHyT;

— NPOCMOTPETb MH(OPMALMIO O KOSMYECTBE MHLMAEHTOB, BO3HUKILUMX HA areHte (o0Liee KOMMYeCTBO U
OTKPbITbIE MHUMAEHTbI);

— NPOCMOTPETb  COCTOSIHME 30/10TOr0  00pa3a areHta (mo4 30/10TbiIM 00pa3oM noApasyMeBaetcs
3a(huKcupoBaHHbI CUCoK 10 Ha KOMMbIOTEPE C YCTAHOB/IEHHBIM areHToM);

— NPOCMOTPETL HOPMALMIO O COCTOSHUN NAPONLHOM 3ALLNTHI OT YAANEHNUS AreHTa;

— NPOCMOTPETH HAOPMALWIO O TPyMNe, B KOTOPYH BXOAUT areHT,

— NPOCMOTPETb MH(OPMALMIO O KOMYECTBE COOBITUIA, NPUXOASLLMX C areHTa B cekyHay (EPS) Ha Tekywwmii
MOMEHT i cpefHee EPS 3a nocnefHtow Hegenio;

— NPOCMOTPETL HAOPMALNIO O KOH(MTYPALMAX AHANMTUYECKUX NTPABUII, TPUMEHEHHDIX Ha arexTe;

— NPOCMOTPETH HAOPMALMIO O CUCTEME, B KOTOPOW YCTAHOB/EH areHT,

— NPOCMOTPETL MHpopMaLMio 00 ycTaHoBAeHHOM [10 Ha MaLLUHe C areHToMm;

— CKaHUpOBATb YSI3BMMOCTH B NPOrPaMMHOM 00€CNeYeHIH, YCTaHOBNEHHOM Ha MALLMHE C areHToM;

— NPOCMOTPETH MHAOPMALMIO 00 YCTAHOBIEHHbIX APAiiBEPAX HA MALUMHE C aTeHTOM;

— HA3HAYMTb UIN M3MEHUTb KOH(MTYPALMOHHBIA HAOOP C MHAMKATOPAMM UM UCKNKOYEHUAMM J1Sl AreHTa;

— U3MEHUTb TPynny, B KOTOPYO BXOAMT areHT,

— NPOCMOTPETb TPAUKK, MOKA3bIBAKOLLME CTATUCTUYECKYHO MH(OPMALMIO NO AKTUBHOCTU CUCTEMbI 33

nocnegnue 15 Munyr;
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B pasnene Mporpammuoe obecneyenne onepatopy OYAyT NoKa3aHbl BCE YCTAHOBAGHHbIE MPOrpaMMbl i
NpaitBepbI, a TaKXe 0OHOBIEHNS ONEPALMOHHON CUCTEMbI. 3HAYOK ¥ 03HAYaeT, 4TO OH ObiN yAANEH C KOMNbHOTEPA C
YCTAHOBJIEHHbIM AreHTOM, HO MpW 3TOM MPUCYTCTBYET B 30710T0M 00pase. 3Ha40K T HANpOTUB MPOrpaMMbl WK
fpaiiBepa 03HayaeT, YT0 OHa OblNa YCTAHOBAEHA HA KOMMbIOTEP C areHTOM, HO MpU 3TOM B 30/10TOM 00pa3e 3Ta
nporpamma uan fpaiiep otcytcrayer. OGHOBNEHUS CUCTEMbI 0TOBPAXATCA C TEMU Xe 0COBEHHOCTMM, TObKO
BMECTO 3Ha4KOB 0GHOB/IEHMS 0TOOPAXAIOTCS B KDACHOI M 3€1EHOM 3a/MBKE, T/1€ KpacHas 3a/IMBKa U NepeYepKHyToe
HaUMEHOBaHNE MPUPABHUBAETCS K 3HAauky ', a 3eNeHas 3a/uBKa 0GHOBNEHUS K 3HAYKY . HeusMmeHEHHble

f L
INEMeHTbI oToGpaxatorcs cepsiM wpndirom (1 V/P1A Ansely

4.9.2. MpocMoTp KOHUrypaLmi
B pa3pnene Kondpurypauun onepatop MOXeT npocMaTpuBaTh MHOPMALUIO 0 KOHGUTypaLusx
aHaNNTMYeCKNX HAaOOPOB W NPOChMNeN, Ha3HAYAEMbIX areHTaM Ha Tane BepuQUKaLmMK, a TaKKe KOH(UrypaLmm,

Ucnonb3yemblie B Kayectse LabI0HOB.

4.9.3. lpocmotp rpacpukos

Ha ctpanuue Fpaduku onepatop MOXeET NPOCMOTPETb CTAaTUCTUYECKYHO MH(OPMALMI0 0 NapameTpax
KOHEYHO/ TOYKM, HA KOTOPOIl YCTAHOB/EH areHT. [l1s npocMoTpa AOCTyNHa Cheytowas uHgopmaLms:

— 3arpy3Ka LEeHTPabHOro NPoLLEeCccopa (B MPOLEHTax);

— 3arpy3ka onepaTuBHONA NamATH (B NPOLEHTAX);

— KONMYeCTBO 3aMyLLEHHbIX NPOLLECCOB;

— KOJIMYeCTBO HUTEN NpoLLeccoB;

— KONMYeCTBO LECKPUNTOPOB;

— 3arpy3ka ancka B K6/c (Ha utenue);

— 3arpy3ka ancka B K6/c (Ha 3anuchb);

— 3arpy3ka cetn B Kout/c (Ha nepepauvy);

— 3arpy3ka cetv B Kout/c (Ha npuem).
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lpocmoTp rpacpukoB [OCTYNEH TONbKO ANS aKTUBHbIX areHToB. 4T00bl 406aBUTL rpadiuk, Heo6X04uMo

HaXaTb KHOMKY -+ lporpamMma nokasblBaer rpadmku B COOTBETCTBUM C BbIOPAHHBIM BPEMEHHbIM MUHTEPBANOM.
JoctynHbl CnepytoLLme UHTEpBabI:

— 15 Munyr;

— 1yac;

— 8yacos;

— 1 fieHb;

— THepens;

— Tmecau;

— 3 Mecsua.

4.10 Koncmrypavuu
Pa3zen Kondurypaumu cogepxur Hactpoitkv Ha6opos v npochunedt ans arentos Windows u Linux, Kotopble

areHTbl NoYYaloT B MOMEHT Bepucukaluu. Onepatop MOXET T0/IbKO NPOCMATPUBATL KOHUrypaLun HaBopoB.

4.11 NnanupoBLLMK 38584
Onepatop He o006n1afaer MOJAHOMOYMAMM MOSHOLEHHO paGotatb C [lnanupoBwuMKOM 3ajay. Pasgen
[naHnpoBLLMKa 3a4a4 NO3BOAISIET ONEPATOPY NPOCMATPUBATL CLLEHAPUK, 3aa4i M 3aNyCKM 3afau, (MALTPOBATH UX C

NOMOLLbH0 PA3NIMYHbIX QUILTPOB.

4.12 Tpacpukm

Ha ctpanuue Mpaduku onepatop MOXET NpoCMOTPETb CTaTUCTUYECKYH0 MH(HOPMALLMIO 0 NapameTpax
KOHEYHOM TOUKM, HA KOTOPOI YCTAHOB/IEH areHT.

[inst npocmoTpa AOCTyNHA Cnedyrolas MHgopmaunsa:

— 3arpy3Ka LieHTPaNnbHOro npoweccopa cyx6oi arexta (B NpoLeHTax);

— UCNO/Ib30BaHMe NamaTi CyX060i areHTa (B MerabaiTax);

— UCNOb30BaHMeE NaMsATH ApaiiBepoM arenta (B MerabaiiTax);

— 3arpy3Ka LieHTPaNbHOro Npoweccopa (B NpoLeHTax);
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— 3arpy3ka onepaTuBHOM NamsTH (B NPOLEHTAX);
— KO/IMYECTBO 3anyLLEHHbIX NPOLLECCOB;

— KONMYECTBO HUTE NPOLLECCoB;

— KO/IMYECTBO AECKPUNTOPOB;

— 3arpy3ka aucka B K6/c (Ha utenue);

— 3arpy3ka aucka B K6/c (Ha 3anucb);

— 3arpy3ka cetv B KOuT/c (Ha nepepauy);

— 3arpy3ka cetv B K6ut/c (Ha npuem);

— KonmyectBo ceteBbIX COEANHEHNA.

— [lpocMoTp rpathkoB AOCTYNEH TONbKO A5 AKTUBHBIX areHTOB.

Y106bl f00aBMTL rpaduk, HEOOXOAMMO HaXaTb KHOMKY +] [lporpamma nokasblBaeT rpagimku B
COOTBETCTBMM C BbIOPAHHBIM BPEMEHHbIM UHTEPBANOM. [LOCTYMHbI CIEAYIOLLUE MHTEPBASbI:

— 15 MuHyT;

— 1yac;

— 8 yacos;

— 1 ieHb;

— THepens:;

— Tmecqu;

— 3 mecsua.

Kpome 1010, MOXHO BbIGpaTh NPON3BO/IbHLIA MHTEPBAS C MOMOLLLHO KaeHaaps, AN 3T0r0 Heo6X04UMO B
cTpoke BoiGop unTepBana ykasatb KaneHgapb.

[pathukn NOAAEPXMBAIOT BbIOOP ¥ (DUKCALMKO BPEMEHHOrO WHTEPBaNa, NOCAE YEro MOXHO NepelTn K
COObITMSIM, MPOM3OLWEALINM HA 3TOM BPEMEHHOM WMHTepBase, Ans 31010 HeoOxoaumo 3axarb JIKM u Bbibpatb
WHTEPBaN, MoCAe Yero Haxarb kHonky Mepefitd K co6biTHAM Ha BbIGPAHHOM MHTEpBane (- ), Ans nepexoja Ha

CTpaHuLy AKTHBHOCTD, rae OyeT npeayCTaHoBNeH BblGpaHHbIA Nepuog perncTpauyun CoobITHii.
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4.13 TpocMOTP MCKNKO4EHHiA

Onepatop noucka yrpo3 He 00nagaer npaBamu 4 Onepaunit ¢ UCKAKYEHUSMU. [Ing Hero JOCTynHb
CnepytolLme fencTeus:

1) MpocmoTp HaGOPOB UCKOYEHNI LS NPOTpaMM;

2) TpocMOoTp CNUCKa MCKNKOYEHNI AN NPOrpaMM BbiGpaHHOro Habopa;

3) MpocmoTp HABOPOB UCKAKOYEHM NS (hailNoB;

4) TlpocMoTp Cnncka CKNYeHUA ANa (ainos BbIGpaHHOro Habopa;

5) MpocmoTp HABOPOB CETEBbIX UCKNHYEHMUIA;

6) MpocMOTP CNUCKa CETEBbIX UCKAKOYEHHI BbIOPAHHOTO Habopa;

7) NMpocmoTp HaBoPOB UCKAKOUEHUIA 1S MHANKATOPOB aTak;

8) MpocmoTp Cnucka MCKNKOYEHUA NS MHAKKATOPOB aTaK y BbIOPaHHOro Habopa.

Yr00bI ONEpaTopy NPOCMOTPETb MCKAKOYEHUE 4K NPOrPaMMbl, €My HE0OX0AMMO NepeiTu Ha CTpaHuLy

HaGopb! nckntoueHnid gns nporpamm (puc. 25). [ng nepexopa K CTpaHuLe ciefyet BbIGpatb Ha NaHesn ynpaBaexus
pa3gen UcknioyeHns ans nporpamMm ().

3nech copepxarca Ha60pb| C npaBuiaMi, B KaXA0M U3 HUX MOXET ObITb MHOXECTBO UCK/HOYEHUH.

Pucynok 25 — Ha6opb! MCKNIOueHHiE Ans nporpamMm
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UHtopmaLus Ha cTpanuue HaBopbl HCKNKOYEHUA A5 NPOrpaMM NpeaCcTaBeHa B TabanyHom Buge. Tabnuua
C HaBopamu COAEPXMT CeAytoLue nons:

1) Ha3BaHue Habopa;

2) Konuyectso 3anucei;

3) TpuBsI3aHo areHToB;

4) Ynpasnenue.

Yactb HabopoB Copepxar 3HauKn 0 TOM, YTO OHYM nonyyeHbl ¢ Tl-nopTana, HaBeAEHNe KYpCopa MblILUM Ha 3TH

3Ha4Kit M03BOAIUT NPOYMTAT MHEhOPMaLMIO 0 BbIGPaHHbIX HaBopax. 3xauok @ 1! roBopwT 0 ToM, uT0 Habop ycneLuHo
CHHXpOHU3Mpyertcs ¢ TI-nopTanom, 3Ha4ok nokasbiBaeT, YTo Habop C nopTana yxe yaaneH. Kpome ykasaHHbix

BbILLE 3HAYKOB Ha3BaHME MOXET COAEPXATb 3HAYOK ~ , MOKA3bIBAKOLLMA, YTO HAOOP ELLe HE MPUMEHEH.

Mepexod Ha ctpanuuy WcknioueHus ana nporpammbl npoucxoaut npu Haxatun JIKM Ha umenu Habopa.
WHhopmaLma Ha CTpaHuLe npeAcTaBneHa B Ta0nuyHoM Buge. B Tadnuue npeActasneHbl ClepytoLme nons:

1) Tun (noka3biBaeT 04MH U3 TPEX TUMOB UCKIOYEHNUS AN NPOTPpaMM: (haili, Xell Uin KOMaHAHas CTpoka);

2) 3HayeHue;

3) Onarv (MoryT BbIBOAUTLCA PasAuYHbIe (hari, ynpaBAstoLLMe 0COGEHHOCTAMU UCNONHEHUS NPOrPaMM):

— Pa3peLunTb BHepeHne Koa B CTOPOHHHUE NPOrpammbl;

— Pa3peLLmTb 3anucb NamaTH CTOPOHHUX MPOrPamm;

— pa3peLunTb JOCTYN K CTOPOHHUM NPOrpamMmMam /15 YTeHUsi namsti U ynpaBaenus;

— MPaBO B3aUMOJEHCTBUS C KPUTUYECKUMIU CUCTEMHBIMI POTPAMMaMK;

— paspeLLnTb NPAMON JOCTYN K AUCKY ANS YTEHNA U 4p.;

4) N3patens I,

5) Mpasuna;

6) KommeHTapwui;

1) Nata co3nanusi/AsTop;

8) Mocneptee n3menenue/Monb3oBatens;

9) YnpasneHue.

MpoCcMOTp MCKNKOYEHUI ANs (DaiNoB, CETEBbIX UCKNOYEHUA, @ TAKXKE UCKNIOYEHNI NS UHAMKATOPOB aTak

NPONCXOAMT TaKUM Xe 00pa3oM, Kak v NPOCMOTP UCKAKOUEHNIA NS NPOrPaMM.
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4.14 Tpocmotp npothuneit Ge30nacHOCTH arexta

Ha ctpanuue Npodunn 6e30nacHOCTM areHTa onepartop NoMCKa yrpo3 MOXET NPOCMaTpUBaTh HACTPOMKN
napameTpoB 6e30MacHOCTH areHTa. B cOOTBETCTBMM C 3TMMM napameTpamu (hOPMUPYHOTCA COOBITUS U MHLMAEHTDI,
NPUCbINGEMbIE areHTOM B MOJyNb afiMUHUCTPUPOBaHKS (puc. 26). Mpodunn 6e3onacHoCTM NO3BONSIOT HACTPAUBATb
Harpy3ky Ha CUCTEMY, YBEJWYMBAS WAM YMEHblUAs NOTOK COObITUA, PEruCTpUpyeMbIX Ha areHte. Onepatopy He

npepocTaBnaeTca BO3MOXHOCTb YNpaBATh npodunsimu 6e30nacHoOCTI.

Npoman GesonacHocTy arenta

nnnnnnnnnnnnnnnnnn

Bt Npogum Sesonacuocru arswra

Pucynok 26 — lpochunu Ge3onacHOCTH arexta

UHthopmauus Ha cTpanuue Mpodunn 6e3onacHoCTH areHta npeacrasieHa B TabnuyHoM Buge. Tabnuua
COAEPXUT CleAytoLLMe Nons:

1) Ha3sauue npocpuns;

2) lpuBA3aHO areHToB.

Y106bI NEpeirTit Ha CTpaHuMLLY C YCTAHOB/EHHBIMM MapaMeTpami npouns HeobxoZumo Haxatb JIKM Ha ums
npotuns. Mucpopmaums Ha ctpannue Mpocdpunb 6e30NACHOCTH areHTa pacnpeaeneHa no CefyroLumum 001acTam:

1) OnTUMM3aLMs NOTOKA COOLITHI;

2) 06wme HacTpoitku 6e30nacHoCTH;

3) Hactpoitku 6e30nacHOCTV MOHUTOPA NPOLLECCOB;

4) Hactpoiiku 6e30nacHoCT (hainoBoro MOHUTOPa;

5) Hactpoiiku 6e30MacHOCTH CETEBOTO MOHUTOPA;

6) Hactpoitku 6e30nacHOCT MOHUTOPA peecTpa.
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B o6nactv OntHMM3aLus NOTOKa COOLITMA Onepatop MOXeT NPOCMOTPETb, kakue (hnaru, No3BonsioLme
CHU3NTb MOTOK COOLITUIA C areHTOB Ha CepBep ynpaBAeHus, yCTaHOBAEHbI 4151 BbIOPAHHOT0 Npouns.

B obnactu 0Owwme HacTpoifkn 6e30MaCHOCTH 0TOOPAXAeTCs, BKMOYEH WAM HET PEXUM «TObKO
[ETeKTUPOBAHME», NPU KOTOPOM Ha areHTe OTK/IHYaeTcs NPOTMBOAEACTBIE Yrp03aM B PeXUME PeasibHOro BpeMeHH.

B o6nactu Hacrpoiiku 6e30nacHOCTH MOHMTOPA NPOLLECCOB OMEPaTop MOXET NPOCMOTPETD, KaK1e peakLyn
3anNaHMPOBaHbI Ha CO3/,aHMeE HUTU B CTOPOHHEM NpoLiecce (Kpome aBTopu3oBaHHbIX nporpamm Windows), a Takxe Ha
AOCTYN K CTOPOHHEMY NPOLLeCCy/HuTH (Kpome aBTopu30BaHHbIX nporpamm Windows). loctynHo Tpu peakuuu:

— 010KUPOBATh;

— 0N10KMPOBATb TONBKO 19 HEMOANNCAHHBIX MPOTPaMM;

— paspeLmb.

B o6nactv Hacrpoiikn GesonacHocTi (hain0BOro MOHMTOPA ONEpaTtop MOXeT yBUAETb, Kakas peakuus
HaCTpOEeHa Ha NPSIMON JOCTYN K XECTKOMY AUCKY (Kpome aBTopu30BaHHbIX nporpamm Windows), a TakXe Kakoi pexium
rNy6oKOro CKaHMpoBaHus (hainoB BblOpaH Ans npodpuns Ge3omacHocTM areHta. Kpome T0ro, B HACTpoMKax
0T100paxaercs, noAcyutbiaetcs i Het xew SHA-1v MD5 ans BbiGpanHoro npocuns.

B Hactpoitkax 0e30macHOCTM CETEBOr0 MOHMTOPA W MOHMTOPA peectpa onepatop MOXET YBUAETb,
YCTAHOB/EHbI N A1 BbIOPAHHOTO MPOGMAS (hiaru ONMTUMU3ALMKM NOTOKA CETeBbIX COObITUIA U COOLITHIA peecTpa
COOTBETCTBEHHO.

Ha crpanuue Mpodmnb 6e30nacHOCTH areHTa onepatop MOXET YBUAETD, KTO U KOrga c034as BbIOPaHHbIi

I'IpO(bI/I}'Ib, d TakXe, KT0 W Korpaa cfenan B HeM nocnejHne u3MeHeHus.

4.15 TpocmoTp napametpos
B pasgene lapamerpbl 0T00paxaroTcs AUCTPUOYTUBLI, KOTOPbIE COXPAHEHbl HA CepBepe, C(BeieHus 0
NMLEH3NN, WHTErpaumax M HactpoMkax 0a3bl faHHbIX elasticsearch. Onepatop MOXeT npocMmaTpuBath 31y

UHopMaLMO
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4.16 Onucanme napameTpos (HacTpoek) 6e30MacHOCTH CPEACTBA, AOCTYMHbIX KXO0M POSK Nosb30BaTeNed, U ux 6e3onackble
3HaueHus

Hactpoiiku (napametpbl) 6e30MacHOCTH AOCTYNHbI TOAbKO MOAb30BATENSIM C PoNiblo AMHHHCTpaTOp W
3aK/I0YAOTCs B BO3MOXHOCTY ynpaBAeHus ponsiMu nonb3oBateneit lporpambl.
Monb3oBaTensM Ha3Ha4aloTcs npaBa M NpUBMAETMM, HEOOXOAMMbIE AAS BbIMOSHEHNS UMM CBOMX

LOMXHOCTHbIX 0093aHHOCTEH ((DYHKLLWA).
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5. Mozenb aHHbIX, 00HAPYXHBAEMbIX areHTOM

5.1 06iuue cBeeHHa

Co6bITus, 3aperncTpupoBaHHbIe areHToM, 0TNpaBAstTCs Ha cepep B hopmate JSON. OtnpaBka co6bITHi C
arenTa ocywecrsnsiercs 6nokamu. Kaxaplin 610K CoepXut 3arofoBok U Maccus cobbiTvit pa3Horo Tuna. Kaxpoe
co0blTne BKAtOYaeT B ce6s 2 Habopa noneit — oOwWmiA Habop M Habop, CneunduyHblii AN ONpPefeNeHHOro BUAa
coObiTust. MonHblie cincok noned coObitui u ux JSON-npepcraBnequs, Kotopble MoryT ObiTb NPUMEHEHDI NS

HanucaHus DSL-3anpocoB unm MHAMKATOPOB atak, NpeacTaBaeH B Tadnuue 4.

Ta6nuua 4 — 06LmiA cnucok nonei coObITHiA

Ha3xaueHue Tun paHHbIX JSON Mopcucrema

Tun coBbiTust enum t 06was
Bpemst peructpaLui cobbiTus timestamp time 06uias
[leilcTBuE, CBSI3aHHOE C COObITHEM enum act 06was
MpUYMHa NPeANPUHATOrO AeiCTBUS enum rsn 06uas
MpaBuno, OTHOCALLEECS K COObITUIO string rul 06was
NnenTudukatop Texuuku/Taktukn MITRE string mitre 06was
KputuHoCTb (YpoBEHb BaXHOCTH) COObITUS enum svit 06was
(no ymonuaHuio: 0)
YHuKanbHbIi nAEHTUMKATOP NpoLiecca int (uupexc B Maccuse GUID- | uuid 06was
0B)
Yuukanbbii - upewtugmkatop  rpynnel | String (wpekc B maccuse | hid 06was
MpOLeCcoB GUID-08)
YHUKanbHblii  WaeHTUGMKaTOp Koppensuwn | StING  (waekc B maccuse | cid O6was
CoBbITUiA GUID-o8)
WaenTucukatop npouecca Ha arewtckoii | Unsigned pid 06was
cucTeme
WneHTHgMKaTop PoAUTENbCKOro npotecca Ha | unsigned ppid 00was
areHTCKoii cucTeme
MonHoe ums ucnonHsiemoro thaiina npoyecca | String MANGLED app O6was
KomaHaHas CTpoka npoLecca string cmd 06was
Homep ceccuw, B KoTopoit paGotaer mpotecc | Unsigned sess (no ymonuatmio: | O6uwas
Ha areHTCKoil CHCTeMe 0)
SID nonb3o0Batens, Co3aasLLero npoLecc string sid 06was
W3natens 31 ucnonwsemoro dhaiina npotiecca | String app_sgnr O6was
Wms nonb30BaTens, 3anyctusLuero npotiecc | String usr 00was
flowen (umsi Komnblotepa) nonb3ogarens, | String dom 06was
3anyCTUBLLEro NpoLecc
Moatun coBbiTus enum st 06was
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HasHaueHne Tnn panHbIx Mopcucrema
MoseaeHuecKMe NPU3HaKy npoliecca (nepsas | Uintod rf0 06uias
rpynna)
MoBeAeHuecKMe Npu3HaKi npolecca (sTopas | Uint64 rfl O6was
rpynna)
Onaru ucnonHsemoro (haina npowecca int64 exclf 06was
WcknioyeHus AN MPOrpamMM, HasHaueHbie | String excls 06was
npoueccy
Cuwetuyeckoe  cobbitne  (npusumaer | int(0/1) syn 06was
3HaueHus true nan false)
Bepcus cobbiTns unsigned efmt 00was
Mpotokon enum proto Cetb
Mpuswak paGotsi no IPv6  (npunumaer | int(01) ipvé Cetb
3HaueHus true uu false)
YHuKanbHbli  WaeHTA(uKatop  ceresoro | SUing (ungexc 8 maccuse | fluuid Cerb
noToKa GUID-0B B TEKCTOBO (hOpMe)
WneHTdMKaTop CeTeBOro NOTOKa int64 flow Cetb
Onpaska an npuem (npuvumaer snauenms | int (0/1) out Cetb
true nam false)
Pa3mep nonesHbIx AaHHbIX (payload) ceresoro int64 size Cetb
nakera
lms xocTa, cooTBETCTBYIOLEE YAANEHHOMY IP- string host Cerb
anpecy
Tun DNS-3anpoca enum dnsq_t Cetb
Craryc DNS-3anpoca unsigned dnsq_s Cetb
Pesynbrat DNS-3anpoca string dnsq_r Cetb
Wms xocra u3 DNS-3anpoca string dnsq_h Cetb
UnexTudhukatop Tpan3akumun DNS-o6meHa unsigned dns_trx Cemb
Wms xocTa (server_name) u3 coobuuierus SSL | String sslh Cerb
Client Hello
YnanenHblii IP-agpec string r_ip Cetb
YnaneHHblit nopr unsigned rp Cetb
NokanbHblii IP-agpec string |_ip Cetb
NoKanbHblii nopr unsigned I_p Cetb
Wckntouerne anst yaanextoro IP-agpeca unsigned r_ip_excl Cetb
ckniovewme  ang uMenw  xocra, | unsigned h_excl Cetb
COOTBETCTBYHOLLEr0 yaanexHomy IP-agpecy
Wckntoderme ANSt MMeHM X0CTa B 3anpoce unsigned rqh_excl Cetb
Tun ICMP-coo6uenus unsigned  (kog  ww | icmp_t Cetb
MHEMOHHKa)
Koz ICMP-coo6LueHus unsigned (koA wm | icmp_c Cetb
MHEMOHWKa)
WMs XocTa B MHAMKATOPE KOMMPOMETALMH string ioch Cetb
PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR CRT et

Bepcusi 1.0.32 o1 08 nions 2026




HasHayeHue Tun faHHbIX Mopcucrema
dnarv ceTeBoro coBbITUs unsigned netf Cerb
061t pasmep HCKORALLMX AaHHbIX 3a Bpems | Uint64 0.z Cerb
XN3HW NOAKAOYEHNS, OailT
06wt pasmep BXOAALMX JakHbIX 3a Bpems | Uint64 i_st Cerb
XN3HN NOAKAIOYEHNS, OailT
Bpems Xu3wM  nogkmiouewns, B 100- | uintod It Cerb
HAHOCEKYHOHbIX MHTEPBANaX
Monxoe ums (aiina string MANGLED name Oaitnbl,  3awuta

LaHHbIX

Bpems co3nanus daiina timestamp crtime Oaitnb,
Mpouecchl

Bpems nocnegHero usamenexus daina timestamp chtime Oainbl,
Mpouecch

Pa3mep haiina int64 fsize Oaiinbl,
Mpouecchl

Tun thaiina enum ftype Oaiinbl,
Mpouecchl

ArpuGyTbI (haiina unsigned attr Oaiinbl,
lpoueccobl

SHA-1 chaitna string shal Oaiinbl,
lpoueccobl

MD5 dhaitna string md5 Qaitnel,
Mpouecchl

SHA-256 thaiina string sha256 Oaitnbl,
lpouecchl

Imphash haiina string imphash Oaiinb,
Mpouecch

INeKTPOHHASA NOANKUCH Daiina string sgnr Gaitnbl,
lpouecchl

Craryc 3neKTPOHHO Nognucy aitna enum sgnr_s Gaiinbl,
lpouecchl

OpuruHanbHoe ums (aina string ofn Daiinbl,
Mpouecch

KomnaHus--usgarens taiina string fcomp ®aitnbl,
Mpouecchl

Bepcus daiina string fver Oaiinbl,
lpouecchb!

Onucatue chaiina string fdesc Oaiinel,
lpouecchb!

MPOAYKT, K KOTOPOMY OTHOCKTCS (haiin string fprod Qaitnbl,
Mpouecchl

Tun ynakoBLLuKa (aitna string pack Gaiinbl,
Mpoueccol

PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR CRT et
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Ha3HaueHue Tun JaHHbIX Mopcucrema

®aitn HaxoguTcs B "Genom” cnucke int (-1) fwhite Gaitnbl,
Mpouecchl

Wckntouerne anst thaiina no xeLuy string fh_excl Daitnbl,
Mpouecchl

Wckntouerue anst haiina no uMeHK string fn_excl Daitnbl,
Mpoueccol

Gain pacnonoxes 8 gupextopma | int(01) arun Gaitnbl

aBT03anycKa (NPUHMMAET 3HayeHus true wau

false)

HoBoe ums haiina string MANGLED fnew Oaiinbl,  3awura
[IaHHbIX

Gaitn Gbin 3ameen (npusumaer 3navenns | int(01) owrt Oaiinbl

true nau false)

Mpeablayliee Bpems co3faHus thaiina timestamp old_t Daitnbl

HoBoe Bpems co3aHmA (haiina timestamp new_t Daiinbl

Gain  copepxur  arpubyr  "ckporroii” | It (01) hdn Gaitnbl

(npuHumaer 3xaveHus true uin false)

Gaitn  copepxur  arpuyr  "cucremnpiit” | It (01) sys Gaitnbl
(npuHumaer 3xavenus true uin false)

Onepauus COBEpLLAETCH hag | int(-1) ads ®aiinbl
aNbTepHaTUBHbIM NMOTOKOM AAHHbIX (haiina
(MPMHMMAET 3HAYEHMe TONbKO true)

[ (aiina Gbina cosgana peseperas konus | Nt (/1) save Gaitnbl
(NPUHMMAET 3HaUEHHe TONLKO true)

flocryn Ha ynanetue (nputumaer 3navesue | it (/1) delete Oaiinbl
TONbKO true)

flocTyn Ha uTenme (npuHuMaer 3auerme | int (-) read Oaiinbl
TONbKO true)

focryn  Ha  mognukaumio  (npunumaer | int (/1) modify Oaiinbl
3HayeHue ToNbKO true

OGMeH wumeHamn  (npusumaer  3nauenne | INt(1) nxchg Oaitnbl
T0/1bKO true) (mone poctynHo Tonbko B 0C

Linux)

MIM$t anbTepHATUBHOTO NI0TOKA fiaHHbIX thaitna | String strm Oaiinbl
SID npepblayuiero BnagenbLa daina string own_old Gaitnbl
[loMeH npefblayLLero BraAenbla haiina string own_old_dom Qaiinbl
Wims npefblayLLiero BagenbLa haina string own_old_usr Daiinbl
Mpeabiayuwii Braseney daina 6bin 3agan no | int (/1) own_old_def Qaiinbl
YMONYAHMIO

SID HoBoro BRaaenbLa daitna string own_new Qaiinbl
[loMeH HOBOT0 B/laAenbUa haina string own_new_dom Oaitnbl
ms HoBOrO BRagenbua (haitna string own_new_usr Daitnbl
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Ha3HaueHue Tun JaHHbIX Mopcucrema

Hoebiii Brageney (aiina Gbin 3agas no | int(-1) own_new_def ®aiinbl

YMONYAHMIO

SID  npembigyweit  ocHosHoit  rpynnbi | String grp_old Oaiinbl

Bnajenbua anna

[loMeH npeabigywedl  ocHOBHOR  rpynnbi | StriNg grp_old_dom Gaitnbl

BnajenbLa (anna

Wma  npebiayweit  ocHoBHod  rpynnl | SUING grp_old_usr Gainbl

Bnajenbua (anna

Mpenbigywas ocHosHas rpynna enagensua | int (/1) grp-old_def Qaitnbl

(haitna 6bina 3agaHa no yMONYaHMIo

SID HoBOW OCHOBHOW rpynmbl Bragenbia | String grp_new Daiinbl

(haitna

[loMeH HOBOJ OCHOBHO# rpynnbl Bragenbua | String grp_new_dom Daiinbl

thaina

WM HOBOW OCHOBHOW rpynnbl Bragensua | StNg grp_new_usr Gaiinbl

(haitna

HoBasi ocHoBHas rpynna snagenbua gaiina | int (-1 grp_new_def Oaiinbl

Gbina 3a,aHa N0 YMOMYAHNIO

Mpepblaywui DACL daitna string dacl_old Daiinbl

Mpeabigywwit DACL aiina Gbin 3agan no | int (1) dacl_old_def daitnbl

YMONHaHMIO

Hoblit DACL dhaitna string dacl_new Oaiinbl

Hosbiii DACL haiina Gbin 3aaH o ymondanmio | int (/1) dacl_new_def aitnbl

Mpeablaytmit SACL dhaiina string sacl_old Daiinbl

Mpeabigywwit SACL daina Gbin 3agan no | int (1) sacl_old_def Oaiinbl

YMONHaHMIO

Hosbii SACL thaitna string sacl_new Daitnbl

Hosbiii SACL chaiina Gbin 3a5aH 1o ymondanmio | int (/1) sacl_new_def aitnbl

Mpeablaylias MaHaaTHas MeTka (haiina unsigned mibl_old Paiinbl

Mpe/iblAyLIas Macka MaHAATHOM MeTKn chaiina | unsigned mibl_old_mask Oaiinbl

HoBas MaHaaTHas MeTka thaiina unsigned mibl_new Gaitnbl

HoBast Macka MaHLaTHO/ MeTKK thaiina unsigned mibl_new_mask Daitnbl

Kog onoBeLLeHus enum detect Cerb,
daiinel,
lpoueccsl,
Peectp

Monvoe uma  wcnonnsiemoro  Mogyna— | String MANGLED who aitnbl,

MHWLMATOpa OnepaLum Mpouecce,
Peecrp

WneHTHAMKATOP HATU-UHIMLMaTopa onepawan | Unsigned whotid Gainbl,
lpoueccsl,
Peecp
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Ha3HaueHue Tun JaHHbIX Mopcucrema

CraproBblii  agpec  HuTM—nHuymatopa | Uintb4 whoaddr Gaiinbl,
onepauuv Mpoveccel,
Peectp
®naru UCNONHsEMoro MoAyns-uHuumatopa | Uint64 whof Gaiinb,
onepawuv Mpoveccel,
Peectp
Wcknioueknst LN NporpamMM, HasHaueHHbie | String who_excls Cers,  ®aiinbl,
MHULUATOPY OnepaLuu Mpoueccbl, Peectp
CTeK BbI30BOB ONEpaLM string trace Mpoweccol
KomaHaHas CTpoKa popuTenbckoro npouecca | String cmdlp Mpoweccol
INeKTpOHHAs  MOATMCL  poauTenbckoro | String sgnrp Mpoueccol
npouecca
KomaHgHas crpoka nmpapogutens (grand | String cmdig Mpoueccol
parent)
Pabouuit kKatanor npouecca string MANGLED wdir lpoueccobl
YPoBeHb 3alLyuTbl NPoLiecca unsigned prot Mpoueccyl
YpoBeHb foepus (integrity level) npoyecca | unsigned integ Mpoveccel
Bpems co3pams npolecca timestamp when Mpoueccol
YHUKanbHbIA uaeHTHGMKaTOp pogutensckoro | Nt parent Mpoueccsl
npoecca (nHpexc B Maccue GUID-08)
YHuKanbHbli  WpeHTMGMkaTop  mpouecca- | Nt caller Mpoueccs!
co3patens (nHaekc B maccuse GUID-0B)
UneHtudukatop npoLecca-uHmyatopa | Unsigned cpid Mpoueccl
onepauuu
MonHoe ums npouecca-Huuuaropa onepauuu | String MANGLED cpath Mpoueccel
Koa 3aBepLueHis npoLiecca unsigned code Mpoueccl
YHuKanbHbii  WpeHTucMkaTop  Lenesoro | int targ Mpoveccel
npovecca (nHpexc B maccue GUID-08)
MoNHOe UM LLeneBoro npoLecca string MANGLED tpath Mpoweccol
WreHTncukatop Lenesoro npotecca unsigned tpid Mpowecco!
Onarv 06pa3a Lenesoro npouecca uint64 targf Mpoueccsl
MoBegeHueckue  npuskaku  uenesoro | Uinto4 trf0 Mpoueccel
npouecca (nepsas rpynna)
MoBegeHdeckue  npusaku  uenesoro | Uintod trfl Mpouecchl
npovecca (BTopas rpynna)
UMs MoayNa LeneBoi HUTU string tmod lpoueccel
WS (hyHKLIY LieneBoil HUTH string tfunc Mpoueccbl
MonHoe uMst thaiina 06pasa string MANGLED path Mpoueccsl
®narv wuTH unsigned tf Mpoueccot
®narw onepauuy 3arpy3km 06pasa unsigned |df Mpoueccsl
®naru 06pasa int64 imgf Mpoeccy!
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HasHauenne Tnn faHHbIX Mopcucrema
basosblii aapec 06pasa int64 base Mpoueccol
Pa3mep o6pa3a unsigned isize Mpoveccl
WneHTudMKkaTop Lenesoil HATH unsigned tid Mpoueccsl
CTapToBbIii afpec LeNeBoil HUTH int64 taddr Mpoweccsl
3anpaiumBaeMble npasa unsigned dsrd Mpoueccbl
lpefocTaBneHHble NpaBa unsigned grnt Mpoueccol
HoBbIii ypoBEHb 3aLLiuTI NPOLIECCa int prot Mpoueccel
HoBast KoMaHHast CTpoKa string cmdl1 Mpoueccol
WneHTudukatop  KowTeiinepa  wenesoro | String container Mpouecco
npowecca (Tonbko Ans arexTos Linux)

AMSI: ums cogepxumoro string amsi_cname Mpouecchl
AMSI: copepxumoe string amsi_data Mpoueccol
AMSI: uMs npuROXeHus string amsi_appname Mpouecchl
AMSI:  ccoika WA ckauusawme | String amsi_blink Mpowecc!
3ape3epBUPOBAHHOI0 COAEPXUMOrO
JlokanbHas ceccust (nputumaer 3naverus true | int (0/1) local Ceccim
unu false)
Homep ceccum unsigned sess_id Ceccum
Tun AMCTaHLMOHHOTO yNpaBAEHHS unsigned (onuMoHanbHo) sess_opt Ceccun
Tun ceccnu unsigned (onuMoHaNbHo) sess_proto Ceccum
VIM$t OKOHHOI CTaHLMM string win_stn Ceccuu
UM KnneHTa string (onwuoHaNbHo) sess_cl Ceccun
IP-appec knnenta string (onwuuoHanbHo) sess_claddr Ceccnu
ms nonb3oBatens string (onwuoHaNbHo) Sess_usr Ceccun
Wms someHa\koMnbioTEpa string (onumMoHanbHo) sess_dom Ceccum
MyTb KNtOYA string key Peectp
Wmsi 3HaueHns string val_n Peectp
Tun paHHbIX 3HA4EHMS enum val_t Peectp
Pa3Mep AaHHbIX 3HaueHuUs unsigned val_s Peectp
JlaHHble 3HaYeHus string val_d Peectp
HoBoe ums Kitoua string new Peectp
W3 (haiina-ucTouHmKa 3arpyxaemoii 8 peectp | String MANGLED s Peectp
UH(OpMALLUMK
Wms aiina, B Kotopsii 3amucsisatorcst | String MANGLED dst Peecrp
[aHHble U3 peecTpa
Kniou/3Hauewme othocutc K kateropmu | Int (/1) asep Peectp
aBT03anycka (MPUHUMAET 3HAueHue TONbKO
true)
WMI: Tun coBbitua enum wmi Cuctema: WMI
WMI: MyTb string wmi_pth Cuctema: WMI
PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR CRT et N
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HasHaueHne Tnn panHbIx Mopcucrema
WMI: SID nonb3oBarens string wmi_sid Cucrema: WMI
WMI: NpocTpaHcTeo umen string ns Cuctema: WMI
WMI: MyTb 0 ucnonnsemoro daiina string MANGLED exe_path Cucrema: WMI
WMI: Ums daitna string MANGLED fname Cuctema: WMI
WMI: Mg hunbTpa coObiTHi string wmi_nm Cucrema: WMI
WMI: Crpoka 3anpoca string qstr Cuctema: WMI
WMI: Ums dhaiina ckpunta string MANGLED scrfname Cucrema: WMI
WMI: Tekcr ckpunta string scrixt Cuctema: WMI
WMI: Umst uctouHnka string MANGLED sname Cucrema: WMI
WMI: SMTP string smtp Cucrema: WMI
WMI: ®unbrp string flt Cuctema: WMI
WMI: Notpe6utens string cnsm Cucrema: WMI
WMI:MaeHTHdMKaTOP MPOLIECCa KNUeHTa unsigned (no ymonyaxuio 0) | wmi_clpid Cucrema: WMI
WMI: YuukanbHbli uenTucukatop npotecca | int wmi_cluuid Cucrema: WMI
KINeHTa (vHpekc B maccuse GUID-0B)
WMI: Bpems co3panns npowecca Knnexa timestamp wmi_cltime Cucrema: WMI
WMI: Komanawas cpoka npotiecca knmekta | String wmi_clcmd| Cucrema: WMI
WMI:  Jlokanshbiii  3anpoc  (npuwumaer | int (-1 wmi_local Cucrema: WMI
3HaueHue TObKO true)
WMI: UgeHTudukatop co3fanHoro npouecca | unsigned wmi_crpid Cuctema: WMI
WMI:  Yuukanohbiii  wgentadpukatop | Int wmi_cruuid Cuctema: WMI
C03[,aHHOT0 NPOLLECCa (mnzexc B maccuse GUID-oB)
WMI: Bpems co3faHus co3faHHoro npoecca | timestamp wmi_crtime Cucrema: WMI
WMI:  KomawaHas crpoka  coganHoro | String wmi_cremdl Cuctema: WMI
npouecca
WMI: imsi MawHel, BbinoAHMBIWed 3anpoc | String wmi_cl Cucrema: WMI
WMI: FODN MauuHbl, Bbinonxmeiueid 3anpoc | String wmi_clfqdn Cucrema: WMI
WMI:  Mms  nonbsosatens  kauenta, | String wmi_usr Cucrema: WMI
BbINO/IHMBLLET0 3aNPOC
WMI: Vms gomeHa kauenta, sbinonsmswero | String wmi_dom Cucrema: WMI
3anpoc
WMI: Ums BbI3bIBAEMOr0 MeToa string wmi_mthd Cuctema: WMI
HoBoe Bpems timestamp new_stime Cucrema:
U3menenme
CUCTEMHOrO
BPEMEHHU
lpenblayLiee Bpems timestamp prev_stime Cncrema:
U3menenme
CUCTEMHOrO
BPEMEHHU
PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR CRT et




HasHaueHne Tnn panHbIx Mopcucrema
MpuunHa 3aBepuIeHNs unsigned sht Cucrema:
JaBeplueHue
pabotbl

YpoBeHb unsigned e_vl XypHanbl

[lON0NHUTENbHbIE AaHHbIE JSON object e_ex Xypransl

Onucanue coBbiTuii string (onumoHanbHo) e_msg XypHanol

Bnok nHchopmavy winlogbeat JSON object winlog XypHani

RPC: UUID uHTepdbeiica int rpc_id Bbi308bI: RPC
(nHaekc B maccuse GUID-0B)

RPC: Homep npouesypbl unsigned rpc_opnum Bbi3oBbl: RPC

RPC: Ums npoueaypsl string rpc_opname Bbi3oBbi: RPC

RPC: Mportokon unsigned rpc_proto Bbi3oBbl: RPC

RPC: CepBuC ayTeHTHDMKaLMN unsigned rpc_authsve Buizosbl: RPC

RPC: KoHeuHas Touka string endp Bbizosbi: RPC

RPC: CereBoii agpec string (onumMoHanbHo) n_addr Bbi3osbi: RPC

RPC: YhukanbHbli uaekTudmkatop npouecca | it c_uuid Bbizosbi: RPC

K/neHTa (mnpekc B maccuse GUID-08)

RPC: PID npovecca knueHTa unsigned ¢_pid Bbi30BbI: RPC

RPC: Ucnonwsiembiii haiin npouecca knenta | String MANGLED C_path Bbi308bi: RPC

RPC: YhukanbHbli uaekTudmkatop npouecca | it s_uuid Bbizosbi: RPC

cepBepa (nHpekc B maccuse GUID-0B)

RPC: PID npouecca cepsepa unsigned s_pid Bbi3osbl: RPC

RPC: Mcnonusemblii thaiin npotiecca cepsepa | Sing MANGLED s_path Bbi30Bbi: RPC

Konnuecteo otkpbiTvil/cosganmii thaiinos c | unsigned cf_ac 3awwra (aiinos

nocAeyoLLMMH 06PALLEHAAMA K HUM

Konmuecteo  oTkpbiTblX  chaiinos w3 | unsigned cf_oc 3auura chaiinos

3alUMLLACMbIX KATaNOr0B

KonuyecTso co3ganHbIx npotieccom (aiinog | unsigned cf_cc 3awwra (aiinos

noCAe aKTUBALMA MOHMTOPHHIa

Konwyectso  yjanéWHbx  paiinos B | unsigned si_dc 3awwra (aiinos

3aLMILAEMbIX KaTanorax

Konnuecteo nepenmeHoaHKbiX (aiinos B | Unsigned si_rc 3auura thaitnos

3alU|MLLAEMbIX KaTaN0rax

Konudecso  nepemewéHHbix  cainos B | unsigned si_mi 3awwura thainos

3allMLLAeMble KaTaorm

Konuuecrso nepemeluéhhbix  (haiino w3 | Unsigned simo 3awura (haiinos

3alU|MLLACMbIX KATaNoroB

Konudectso  haitnoB M3 3awuwaemsix | Unsigned ro_fc 3awwra thainos

KaTa/loroB, KOTOPbIe TOMLKO YUTaN

Konnuecrso  haiinoB w3 sawumwaemsix | Unsigned wo_fc 3awuTa (haitnos

KatasioroB, B KOTOPbIE TOJIbKO NUCanu
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Ha3HaueHue Tun JaHHbIX Mopcucrema

Konnuecrso  aitnoB w3 sawmwaemsix | Unsigned rw_fc 3awwura (haiinos

KaTanoroB, KOTOPbIE YMTANM U NMCANH

Cpegee 3HaueHuii taitnoBoii 3HTponuu no | unsigned prre 3awura aitnos

uTeHNI0

Cpegee 3HaueHuii taitnoBoii 3uTponuu no | unsigned pr_we 3awura aitnos

3anucH

MpaBuno 6AOKMPOBKI MPOLIECCa unsigned prr 3awwra (ainos

Peakuus  Momyns  Ha  waeHTMdMkaumo | Unsigned pr_ra 3awuTa (haitnos

lndpoBanblLmka

KonudectBo  haiino ¢ Hapywerwoii | Unsigned a_fec 3awmra (aitnos

LIeNOCTHOCTbHO

Konwdecreo  chaitnoB ¢ mpebilieHofi | Unsigned a_eoc 3awmra ainos

3HTPONMEN

Konudectso  pacwmpenwii  caiinos, w3 | unsigned exrac_ 3awura aitnos

KOTOPbIX YMTaM

Konu4ectso pactuupenuii aitnos, B Kotopbie | Unsigned exwac_ 3awuTa (haitnos

nucany

KonM4ecTBo  yHMKa/bHbIX  pacwumpewii | Unsigned exurac 3awmra ainos

(]ailnoB, U3 KOTOPBIX TONIbKO YMTaM

KonWuecteo  yHMKanbHbIX  pactmpenmii | Unsigned exuwac 3auura haitnos

($ailnos, B KOTOPbIE TOALKO MUCANH

Kateropmu  (aiino, K Koropbim | unsigned gf_am 3awwa thainos

0CYLL{eCTBASACA AOCTYN

Kateropwn  dpaitnos,  u3  Koropbix | Unsigned gf.rm 3awwra thainos

NPOU3BOAMNOCH YTeHMe

Kateropat  chainos, B Kotopble | Unsigned gf.wm 3awmra hainos

NpOM3BOAMNACH 3aNHCh

Kateropuu (haitnos, Kotopble yaansamco unsigned gf.dm 3awmra dainos

['pynna, K KOTOPO OTHOCUTCA (haiin unsigned gf_ai Jawura cainos

THN KOHTPONMPYEMOTO YCTPOTiCTBA unsigned usb_dt Kottponb  USB-
YCTPOIACTB

Knacc ycrpoiictaa unsigned usb_dc Koutpons  USB-
YCTPOWCTB

Moaknacc ycTpoiicTea unsigned usb_dsc Koutpons  USB-
YCTPOICTB

WnenTudukaTop Npou3BoaUTens unsigned ush_vid Koutponb ~ USB-
YCTPOMCTB

Nnentudhnkatop npoaykta unsigned usb_pid Kontponb ~ USB-
yCTpOACTB

Homep uxTepdeiica unsigned (onLMoHanbHo) usb_mi Kontponb ~ USB-
YCTPOIACTB

Cepuiitblit HoMep string usb_sn Kowtpons  USB-
YCTPOMCTB
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HasHauenne Tnn faHHbIX Mopcucrema
HaumeHoBaHue nponssoguTens string usb_mr Koutpons  USB-
YCTPONMCTB
HaumeHoBaHwe npopykta string ush_pt Kowtponb  USB-
YCTPOWMCTB
WmMs moayns, Kotopblii Gbin 3amywen c | String ush_exec Koutponb  USB-
HocuTens YCTPOICTB

9
LJd

[puMeyanne

(-11) B Tabnuue 0603Hauaet, 4o CoObITHE MOXHO Oyaet Haith B DSL-3anpoce, TOMbKO ecm Takoe

coGbliTve npuzeT B 6a3y AaHHbIX, TO eCTb Gy/1eT CofiepXaTb 3HaueHue true.

Tunbl coObITHI NpeAcTaBAeHbl B Tabuue 5.

Ta6nmua 5 — Tunbl coBbiTwi ()

Kop tvna Onucaune TMNa

0 Cetb

daiinbl

Peectp

XypHanbl

Mpouecchl

Cucrema

Ceccuu

Bbi30Bbl

0 (N oo | BN =

3awura haitnos

Mons o6uien yactu cobbITHIt NPeACTaBNEHbI B Tabauue 6.

Ta6nuua 6 — Mons o0weid YacTH CoObITHiA

Ha3Hauenne

Tun coObitus t unsigned
Bpemst peructpauum cobitus (8 hopmare UTC) time timestamp
[leiictBue, cBA3aHHoe ¢ cobbituem (0 — GnokupoBath, 1 — pa3pewutb, 2 — | act unsigned
NPOLONXUTL HAbNKOfEeHNe) (no ymonyaHuio - 2)
MpuynHa NpeANpUHATOro AeicTBHS rsn unsigned
lpaBuno, OTHOCALEECS K COOITUID rul string
Naentudpmkatop TexHukmn/Taktuku MITRE mitre string
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svrt unsigned
KputuHoCTb (YpOBEHB BaXHOCTH) COObITUS (10 yMonyakwio  0)
. int (MHZekc B Maccuse
YHuKanbHbIA naeHTngukarop npowecca uuid 6UID-o)
. string  (uHgekc B
YHUKaNbHbI MAEHTUCIMKATOP FPYNNbI NPOLLECCOB hid Macce GUID-08)
. string  (MHgekc B
YHUKaNbHbIA MAEHTU(UKATOP KOppenaLmun cobbiThi cid maccuge GUID-0)
WaenTndpukatop npouecca Ha areHTCKoil cucreme pid unsigned
NaerTucnkatop poaMTENbCKOT0 NPOLLECCa Ha areHTCKoM cucTemMe ppid unsigned
Mo/Hoe UM (BMECTE C NyTeM) UCMONHSEMOTo MOAYAA NPOLECCa app string MANGLED
string  (index  string
KomaHgHas cTpoka npouecca cmd 26504
B _ sess unsigned
Homep ceccun, B koTopoit paboTaer NpoLece Ha areHTCKoi cucteme (10 yMondaHMio — 0)
SID nonb30BateNs, 3anyCTUBLIErO NPOLLECC sid string
U3patenb 3 ucnonusemoro haina npouecca app_sgnr string
ms nonb30BaTeNs, 3anyCTUBLLETO NPOLECC usr string
[lomeH (MMs KoMIbIOTEPa) NONIb30BATENS, 3aMYCTUBLUETO NPOLECC dom string
MoaTvn COObITUS (MHTEPNPETUPYETCS B 3aBUCUMOCTH OT THNA) st unsigned
MoBeseHyeckye Npu3Hakm npoLiecca (nepsas rpynna) rf0 uint64
MoBeaeHyeckue NpU3HaKku npoLecca (BTopas rpynna) rf1 uint64
Onaru ncnonHsieMoro daiina npotecca exclf uint64
CHHTeTHYeCKOe coBbite (0 win 1) syn int (01)
Bepcus cobbitns efmt unsigned

B none time nepepaerca UTC-Bpems peructpaumn cobbitus. Cuctema noctpoeHa Takum 06pasoM, uto B
LUTATHOM CUTyaLMKM B Npefenax OAHOTO areHta He ObiBaer COObITMI C OAMHAKOBBLIM 3HaueHuem nonq time. Ecau
COObITUS 3aperncTpupoBaHbl B O4HO W TO Xe BpeMs, T0 MeXZY HUMU BHOCUTCA BPEMEHHOW CABUT, KOTOPbIA AN
MOCTEAyHoLLMX COOBITUI KOMNEHCUPYETCS 3@ CYeT eCTeCTBEHHOTO TeYEHNS BPEMEHN.

B none svrt (severity) nepesaercs KpUTHYHOCTL COOBITHA.

KpUTHYHOCTL COOLITUS MOXET MPUHUMATD ClIeSYIoLLUe 3HAYEHNS:

1) NORMAL (ko 0, 3HaueHue no ymonyaxuto) — uHopmaums ("3eneHblir”, HeT yrpo3bl);

2) GUARDED (kop 1) — Hu3kas/norpaxuyHas ("cepbliid", Manoi cTeneHn BeposiTHas yrpo3a);

3) ELEVATED (xoa 2) — cpepHss/noBbilweHHas ("cuHuin", CpefiHeit CTenexn BeposiTHas yrpo3a);
4) HIGH (xoz 3) - BbicoKas ("opaHxeBblii", BeposiTHas yrpo3a);

5) SEVERE (koz 4) — kputnuHas ("kpacHblin", MaKCUMasbHOR CTENEHN BePOsITHas yrpo3a).
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MpuMeyanue

9
LJd

KputnuHOCTb Takxe MOXHO TpakToBatb cnepytowmm oopasom: NORMAL — tenemetpusi, GUARDED -
uHchopmupytowme o6Hapyxexus (informational alerts), ELEVATED+ — oGHapyxenus (alerts).
lpeanonaraetcs, 410 aHANUTUK PaboTaeT NPenMyLLECTBEHHO C 00HAPYXEHNAMK, PEAKO 00paLLasCh K

MHGOPMHUPYHOLLMM 0BHADPYXEHUAM U KpaiiHe PeAKo — K TeneMeTpuu.

B none act (action) nepegaercs feicTeue, NpeAnpUHATOR B CBA3M C COObITUEM. ITO MOXET ObITb OfHO U3
TPexX 3HaYeHuit:

BLOCK (kog 0) — GnokupoBanue. 03Hayaer, 410 B KOHTEKCTe COObITMS CpaboTana Kakas-10 N0ruka
(«yepHblii» CMUCOK, 3BPUCTMYECKOE NPaBUIO, MOANTMKA W T.M.), U B pe3ynbiate T0 WAM MHOe AeWcTBue Obino
3a6nokupoBaHo. [pu 3tom nons rsn (reason — npuuuna) u rul (npasuno) Gyayr copepxarb MHGOpPMALMIO,
onpeaensitoLLyo, NoYeMy NPUHSTO GNOKMPYIOLLEE PELLEHHe.

ALLOW (kop 1) — pa3peLuenne. 03Hauaet, 4T0 B KOHTEKCTE COObITUS CpadoTana Kakas-10 1oruka («6enblit»
CMUCOK, IBPUCTUYECKOE NPABMO, NOAUTUKA W T.N.) U B pe3yAbTate TO UM MHOE AeiCTBUe ObiNo paspeLueHo. Mons rsn
v rul B 3T0M ClIyyae CoAepxar MHAOPMaLMI0, NOKa3bIBAOLLYH, NOYEMY NPUHSATO PA3PELLAIOLLEE PELLEHME.

MORE_PROCESSING (ko 2, 3HaueHne no yMos4aHuto, T.e. HENOCPEACTBEHHO B Tefie COObITUS 3TOT KOZ He
nepefaeTcs) — TPaKTyeTcs No-pasHoMY B 3aBUCUMOCTH OT KOHTEKCTA. B koHTEKCTE COBbITUS TENEMETPUM 03HAYAET, YTO
HUKAKOro JEeNCTBUS, CBA3AHHOTO C COObITHEM, He NPeAnpUHATO. B KoHTeKCTe 00HapyxeHus (alert) kog 2 03Havaer,
4TO JIOTUKA 0GHAPYXEHUS HE NPeLNUCHIBAET HUKAKOr0 AeHCTBUS, KPOMEe (UKCaLLMM Camoro (hakra oGHapyxeHus —
00HapyXeHHas aKTMBHOCTb He GNOKMPYETCs, YTO He OTMeHsieT camoro (akta ee oOHapyxexus. [ns cobbitus
TefieMeTpuu nons rsn v rul, kak npasuo (Ho HeobA3aTeNbHO), He 3aN0NHIOTCA, @ ANA COObITUA-00HAPYXEeHUs nose
rul cogepxur npasuno, uaeHTnuLmMpyroiee oGHapyxenue. U toraa none rsn, Kak U B Apyrux Ciy4asx, COAePXuT
MPUYKHY, N0 KOTOPOW YCTAHOB/EHA Takas peakLus Ha 0GHapyXeHue.

Mone mitre 3anonHsetcs, ecim cobbiTve COOTBETCTBYET Kakoi-T0 TexHuke/TakTuke MITRE. OgHo coBbitne
MOXET COOTBETCTBOBATh Cpa3y HECKONbKMM 3nemeHTam MITRE, B 3T0M clyyae TEXHUKU/TAKTUKM NEPEYUCISIOTCA Yepe3
3angryto, Hanpumep, «11490, T1047/001».

Mons pid, ppid, uuid, app, sess, usr, dom onpefensior NpUNOXeHUe (MPOLECC), acCoLUMPOBAHHBII C

coObinem. Mone pid copepxut cuctemublit ID npouecca, ppid — cuctemHbii ID ero pogutens, uuid — MHAEKC IneMeHTa

PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR
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B MaccuBe uuids 3aronoBka 610ka COGbITMI (CM. BbllLe), ONPeenstoLyMint BHYTPEHHUA YHuKanbHbin 1D npouecca
(NpefHa3HayeH Ans BHYTPEHHEro WCMoSb30BaHus), app — NOJHOe UMA (haina npouecca BMecTe C nyTeM, Sess
(session) — Homep ceccun npovecca (no ymonyawuio 0), usr (user) — uMs nosb30BaTENS, OT UMEHN KOTOPOro pabdoTaer
npouecc, dom (domain) — JOMeH/MMS KOMMbOTEPA NOAb30BATENS, OT UMEHN KOTOPOr0 3anyLLeH NpoLecc.

Mons rf0, rf1 onpepenstot noBeaexyeckuit npodunb npouecca. Mone rfQ — 3o runtime-thnaru npouecca
(nepBas rpynna); rf1 — runtime-chnarn npouecca (Btopas rpynna). ®naru B IBHOM BUAe He oToGpaxalorcs, a
UCnonb3ylTCs Ans YA0004MTaeMOro npeactaBfeHns NoBefeHYeckoro npoduns npouecca. [lloBefeHyeckue
NPU3HAKM NPOLLECCa MOrYT MEHSATBCSA OT COObITUS K COObITMHO CO00Pa3HO C NOBEAEHUEM NPOLLECCa B CUCTEME.

Mone st onpeaenser noATMN COObITUA B paMKaX ONpeAeNeHHOM NOACUCTEMbI.

Mone app, a Takxe Apyrve nons CoObITUIA, B KOTOPLIX NPUCYTCTBYIOT NYTH, MOTYT GbITb AEKOPUPOBAHDI
(mangled). [lekopaLus 3aKnto4aeTcs B 3aMeHe U3BECTHOr0 Npedqukca Nyt ero KOAOM. Y AeKOpUpOBaHHbIX nyTed B
Hayane Cnepyer OAMH WAM HECKOMbKO KOMMOHEHTOB, KOAMPYIOWMX 3apaHee OnpefefeHHble MOACTPOKM, 3aTeM
CNnepyet HefleKopupoBaHHbI 0CTATOUHbIM NYTb.

Mone syn ycraHaBnmuBaetcs B 1, ecnm co0bITHe, KOTOPOE B 00bIYHOM CUTYaLLIMK OTPAXAET PeanbHO MEHLLYH
MECTO aKTMBHOCTb areHTa, B [aHHOM KOHKPETHOM C1y4ae SBASETCS CHMHTE3UPOBAHHBIM, T.€. WCKYCCTBEHHBIM.
Hanpumep, ecan areHTckuit MOAyNb AeakTMBUPYETCS, TO OH NyGAMKYeT CMHTETMYeCKue COObITMS 3aBepLueHUs
NPOLECCOB CUCTEMBI, 3@ KOTOPbIMU OH HAGI0AAET U 415 KOTOpPbIX GbinM 0TNpaBseHbl CoObITMS cTapTa npouecca. !
HAo00poT, MpW 3anycke areHTckoro Mogyns "Ha nety" Cpasy nocie YCTAaHOBKW (MW1M €ro akivauuu nocse
[leakTuBaLyu), Korga B cucreme yxe pabotator Te WAn MHble NPOLECCHI, areHT Ny6IMKaeT CUHTETHYeCKue CobbITHs
CO3/@HUS 3TMX MPOLLECCOB. ITO NO3BOASIET COXPAHATL LIENOCTHYHO KAPTUHY COCTOSIHUA areHTCKOA CUCTEMBI C TOUKM
3peHus aAMUHUCTPATUBHOMO MOZYNS B PasHbIX CLeHapusX paboTbl arexTa.

Mone efmt (Bepcus coGbiTns) cosepxut Homep CGOPKI areHTa, KOTopblid CHOPMUPOBAN aHHOE COBbITHE.

MpenycmaTpuBaetcs 2 CxeMbl feKOPUPOBaHUS (CM. Tabanupl 71 §).

Ta6nuua 7 — [lekopupytotca CTaHaapTHbIe NpeduKchbl nyTeil

Mytb ‘ Jamensercs Ha
\Device\HarddiskVolumeT\Windows *0
\Device\HarddiskVolumeT\Windows\System32\ *1
\Device\HarddiskVolumeT\Windows\SysWOW64\ 2
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\Device\HarddiskVolume1\Program Files\ 3

\Device\HarddiskVolume\Program Files (x86)\ *4

\Device\HarddiskVolume1\ProgramData\Microsoft\ 5

Mpumep: \device\harddiskvolumel\windows\system32\kernel32.dIl gekopupyetcs B *1\kernel32.dl1.

Ta6nuua 8 — JlekopupoBaHue NepBbIX 2-X KOMMOHEHT NYTH

Mytb Jamenserca Ha

\Device\HarddiskVolumeX\ X\

\Device\HarddiskVolumeX\Windows\ X0\
\Device\HarddiskVolumeX\Windows\System32\ XN
\Device\HarddiskVolumeX\Windows\SysWOW64\ X2\
\Device\HarddiskVolumeX\Program Files\ X3\
\Device\HarddiskVolumeX\Program Files (x86)\ AR
\Device\HarddiskVolumeX\ProgramData\Microsoft\ X5\

X - cumson 0-9.

Mpumep:  \device\harddiskvolume5\programdata\microsoft\Office\AssetLibrary.ico  nexopupyerca B
75\"5\0ffice\AssetLibrary.ico.
CHHTAKCUC [LEKOPUPOBAHMS TakoB, 4TO Npu 00paTHOM [AEKOPUPOBAHMM NO3BOASIET OZHO3HAYHO

MIEHTUGMLUPOBATL CXEMY 1EKOPUPOBAHHUS.

5.2 CoGbITHS MOHMTOPHHIA CETH

Mpu nioGbix CeTeBbIX B3aUMOAEHCTBUSIX W MPOBEPKAX, KOTOPbIE OCYLECTBASTCA MEX[AY areHToM W
yOANEHHbIM KOMMbIOTEPOM, OyAb TO MAaTYMHT MHAMKATOPOB aTak, MHAMKATOPOB KOMMNPOMETAllMM, B CETEBbIX
MCKMIOYEHNSIX U T.[1. BAXEH NPEXAe BCEr0 YAANEHHbIA X0CT, ero ums, IP-agpec u nopr, 70 €CTb Ha HEro MAET 0CHOBHOE
BHUMaHMNE B MOMEHT CETEBOT0 COEMHEHNS.

Moatunbl coObITHiA (SE) 1 UX TEKCTOBbIE ONUCAHUS NpeACTaBaeHbl B Tabauue 9.
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Ta6mua 9 — CobbiTs MOHHTOPA CETH

Kopa coGbiTus

Hms coObiTis

Onucanue
Ucxopsiiee NOAKNKYEHUE K YAANEHHOMY XOCTy (3aMeHseTcs Ha

0 Cetb: Ucxopsiuiee NogKNKYeHHe host (r_ip:r_p), ecnn 3anonHexo none host, uHaye Ha r_ip:r_p) no
proto
Bxoadwee nogkntouenne K nopty Lp o1 ypanexHoro xocta
1 Cetb: Bxopsuiee nogkntoyeHme (3amensiercs Ha host (r_ip:r_p), ecnm 3anonHexo nose host, nHave
Ha r_ip:r_p) no proto
OtnpaBka size 0ailT Ha yAaneHHbld XoCT (3ameHserca Ha host
2 Cetb: OtnpaBka . .
(r_ip:r_p), ecnm 3anonHeHo none host, nHaye Ha r_ip:r_p) no proto
lpuem size GainT Ha NopT |_p OT yAaNeHHOr0 X0CTa (3aMeHseTcs Ha
3 Cetb: Mpuem host (r_ip:r_p), ecnu 3anonHexo none host, uHaye Ha r_ip:r_p) no
proto
DNS-3anpoc dnsq_t k yaaneHHomy xocry (3ameHserca Ha host
5 Cerb: DNS 3anpoc (r_ip:r_p), ecan 3anonHeHo none host, uHaue Ha r_ip:r_p) Ha ums
dnsq_h pa3mepom size Oair
SSL HELLO (ssl_h) ¢ ypanenHoro xocta (3ameHsiercs Ha host
6 Cetb: SSL HELLO (r_ip:r_p), ecnu 3anonHexo none host, nxaue Ha r_ip:r_p) pasmepom
size Gaiit
7 Lpyrue oGHapyxeHns™ Pacumdposka koga detect
05 . p CpabaTbiBaHue WMHOMKATOpa KOMNpOMETAauuM npu  CETEBOM
8 HApyXEHHE . CpabatbiBaniie  MHAAKATOPA | paaumopeiicremn ¢ yAaneHHbIM XOCTOM (3ameHsieTcs Ha host
KOMTpOMETaLM (r_ip:r_p), ecnm 3anonxeHo none host, nHaye Ha r_ip:r_p)
10 Cetb: OTKpbITME NOKANBHOTO MOPTA Ha MpuUeM OTKpBITHE NOKabHOTO opTa |_p Ha npiem
(LISTEN)
DNS-otBet co cratycom dnsq_s Ha 3anpoc dnsq_t K yaaneHHoMy
1 Cetb: DNS-oTBET xocTy Ha ums dnsg_h pasmepom size Gaitt, pesynbrat — dnsq.r
(OTBET MOXET He BbIBOAMTLCS)
Cers: B i DNS DNS-3anpoc dnsqt or %remote_endpoint% Ha ums dnsg_h
13 eTb: Bxopswmit DNS 3anpoc pa3mepow size Gaifr
DNS-oter co cratycom dnsqs Ha 3anpoc dnsqt or
14 Cetb: Ucxopsiwumit DNS-otBet %remote_endpoint% Ha wums dnsq_h pa3mepom size Oailr,
pe3ynbTar: dnsq_r (0TBET MOXET He BbIBOANTHCA)
15 ICMP-coo6eHue ICMP-coo6yeHue Tuna icmp_t (koa icmp_c)
JaBeplueHne UCXOAALLEr0 MOAKMKYEHUS K YAANEHHOMY XOCTy
16 CeTb: 3aBepLueHme CeTeBOr0 NOAK/HYEHUS 3aMeHseTcs Ha host (r_ip:r_p), ecnun 3anonxeHo none host, nhaye Ha

r_ip:r_p) no proto .

CoOblTis, OTMEYEHHble 3HAYKOM * OTNPABASIOTCS Ha CepBep TOAbKO B (hopMate oOHapyxeHui (st>50),

%remote_endpoint% 3amensiercs Ha host (r_ip:r_p) ecnu 3anonxeHo nosne host, unaye Ha r_ip:r_p.

Mons ceteBbIX COObITUA NpescTaBneHbl B Tabauue 10.
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Ta6nuua 10 — Mons ceteBbiX COOBITHiA

HasHayehne JSON Tnn
MoNHOE MMS UCNONHSEMOTO MOJYNSI—MHULLMATOPa ONepaLui who string MANGLED
UneHTudukatop HUTM—MHULLMATOPA OnepaLui whotid unsigned
CTapToBbIA AAPEC HUTU—MHULMATOPA OnepaLiuM whoaddr uint64
Onaru uCNoAHSIEMOro MO NSi—MHULMATOPa OnepaLym whof uint64
UckntoueHus ans nporpamm, HasHayeHHbIe HULMATOPY onepaLmuu who_excls string
Crex BbI30BOB ONepaLiu trace string
Homep npotokona 6 — TCP, 17— UDP, 1- ICMP, 58 — ICMPv6 proto unsigned
Mpu3Hak pabotbl no IPv6 (MpuxMMaeT 3Havekms true uau false) ipv6 int (0/1)
UneATuchUKaTOp CeTeBoro NoToKa (CTyeGHoe 3HaueHe, N03BOASET FPYNMUPOBAT | o int64
Co6bITHs!, OTHOCSLLMECS K OAHOMY CETEBOMY MOTOKY)
) string (MHAeKC B Maccuse
YHUKaNbHbIA MAEHTU(MKATOP CETEBOr0 NOTOKA fluuid 6UID-08 B TeKcT. chopme)
Ornpaska (1) wnu npuem (0) out int (0/1)
Pa3Mep nonesHbix AaHHbIX (payload) ceteBoro nakera size int64
Mg xocTa, cooTBeTCTBYHOLEE YAaNEHHOMY IP host string
Tun DNS 3anpoca: Ox1 - A, 0x5 — CNAME, 0x1C — AAAA, OxOF — MX, 0x21 - SRV, 0x0C - unsigned
PTR, 0x41 - HTTPS. dnsq_t
OcTanbHble TMMbI 3aNPOCOB BLIBOAATCA KOLOM (2 GaitTa), npumep: 0x0002
Wms xocta u3 DNS-3anpoca dnsg_h string
Craryc DNS-3anpoca dnsq_s unsigned
Pe3ynbtat DNS-3anpoca dnsq_r string
Naentndpmkartop Tpan3akumuu DNS-o6meHa dns_trx unsigned
Wms xocra (server_name) u3 SSL Client Hello coo6Luenus ssl_h string
YnanenHblit IP-agpec rip string
YnaneHHbli nopt r_p unsigned
JlokanbHbiit IP-agpec lip string
NlokanbHblii nopr I_p unsigned
®narv ceTeBoro coobITHS netf unsigned
Uckntouenne ans yaanenHoro IP-agpeca r_ip_excl string
Uckniouenne 1ns MMeHM X0CTa, COOTBETCTBYHOLLEr0 YAaneHHoMy IP-agpecy h_excl string
Wckntouenne ans MMenm XocTa B 3anpoce rqh_excl string
Kop 0GHapyxeHus detect unsigned
Tun ICMP-coo6LLenus icmp_t unsigned
Koa ICMP-coo6uienus icmp_¢ unsigned
WMs x0CTa B MHANKATOPE KOMNPOMETaLMK joc_h string
0Gwuii pasmep UCXOASLLAX SaHHbIX 38 BDEMS XU3HU NOAKNKYEHUS, OaiiT 0.5z uint64
06wwmit pa3mep BXOASLLUX AaHHBIX 3@ BPEMS XU3HU NOAKIOUEHNS, BT i_sz uint64
Bpemsi xu3uu nogkntoyenns, B 100-HaHOCEKYHAHBIX MHTEpBaNA It uint64
PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR LR et N

Bepcusi 1.0.32 o1 08 nions 2026




Tun DNS-3anpoca — 370 napametp B DNS-coo0uieHum, KOTOPbIA YKa3bIBAET, Kakyto MIMEHHO MH(OpMaLUO
X04eT NOAYYNTb KNMEHT (Hanpumep, Gpaysep) ot DNS-cepsepa. MpoLwe roops, 310 BONPOC, KOTOPbI KNMEHT 3a4aeT
DNS-cepBepy. Bonpocbl GbiBator pasuble: «Kakoit IP-agpec y 3toro fomeHa?», «Kakoi noytoBbli CepBep €ro
00CnyxuBaeT?» U Tak ganee. Tun 3anpoca kak pa3 v onpesensier, Kakoi UMEHHO BONPOC 3a4aeTcs.

SSL Client Hello — 370 nepBoe 1 04HO M3 CaMbIX BaXHbIX COOGLLEHMIA B NPOLLECCe yCTaHOBEHNA 6e30MacHOr0
(wncppoBaHHOro) coefmtenns no npotokony SSL (Hanpumep, Korga Bbl 3axogute Ha cait no HTTPS), B npowecce
KOTOPOTO BbINOMHAIOTCS CEAYOLLME LWary:

1) MpuBeTCTBME C CEPBEPOM;

2) Coo6LeHue 0 CBOMX BOSMOXHOCTSX (BEpCUM NPOTOKOAA, WM PLI);

3) Mpocb6a 00 ycTaHoBAEHNM 6E30MACHOT0 COBANHEHUA NS KOHKPETHOTO CailTa;

4) Hayano npowecca reHepawiny yHUKanbHbIX KNKOUE# WM(POBaHUS NS TEKYLLEr0 CeaHca.

ICMP (Internet Control Message Protocol) — 310 BCoMorarebHblit IPOTOKOA B COCTABE CETEBOMO (Teka
TCP/IP. Ero rnaBHas 3ajaya — OOMeH Cnyxe6HOA WH(OPMALMed MeXay CeTeBbIMM  YCTPOMCTBAMM
(MapwpyTu3aropamu, cepepami, 06bIY4HbIMM XOCTaMM) AN AMArHOCTUKM NPOGAEM W ynpaBneHns nepepayei

JaHHbIX.

5.3 CoObiisi MOHMTOpMHIa (haiiN0BbIX ONEpaLHil

Moamunbl cobbiTuid (st) MOHUTOPMHIA (hailNOBbIX ONEpaLyMii 1 UX TEKCTOBbIE OMUCAHUS NpPeACcTaBieHbl B

Tabnuue 11.

Ta6nmua 11— CoObiTst MOHMTOPUHIA (haiiNoBbIX ONepaLuii

Koa cobbitus Hms cobbiTns Onucatne
0 Oaitnbl: Co3aaH HOBbIT (haiin Co3gaH HoBblit (haitn name
1 Oainbl: Oaitn nepenmMeHoBaH ®aitn name nepeumeroBaH B fnew
2 Oaiinbl: YaaneH ain YnaneH daiin name

Y (aitna name [yCTaHOBNEH/CHAT aTPUOYT "CUCTEMHBIA" (€CM NpUCYTCTBYET
Oaiinbl: Y aitna u3meHen atpubyt wan | SYS, Sys =0, 10 cHAT, SyS =1- ycTaHoBAeH)], [yCTaHOBAGH aTPUOYT " CKPbITHIA"

3 BpeMs C03aHUs (ecnu npucyrctyer hdn)], [u3meHeHo Bpems co3nanus ¢ old_t Ha new_t
(ecnu npucytcraytot old_t u new_t)]

4 ®aitnbl: ipyrue o6HapyxeHus* <Onucanue kopa detect>

7 ®aiinbl: Gaiin 6bIn MOANGDULMPOBAH ®aiin name Gb11 MOAUKULMPOBAH (3anuch (haitna)

8 Oaiinbl: Gaitn Obin NPOYMTaH ®aiin name Obin NPOYMTAH

12 ®aitnbl: Mpamoit [OCTyn K ToMy Ha utenne | [TPAMOI JOCTYN K AUCKY (TOMY) Name Ha utetue

PykoBogcTBO onepatopa noucka yrpo3 RT Protect EDR
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Kop coObitus Hms coObitig

OnucaHue

13 ®aitnbi: Mpamoit KocTyn K Tomy Ha 3anuch | NPAMOM JOCTYN K AUCKY (TOMy) name Ha 3anuch

14 Oaiinbl: Co3aaH NMEHOBAHHbIA KaHan Co3paH MMEHOBAHHbIN KaHan name

15 aiinbi: TIoAKMOUEHHE K UMEHOBAHHOMY MoakntoueHne K UMEHOBAHHOMY KaHany name
KaHany

16 Daitnbi: 06HapyXerue: LOCTyn K (haiiny floctyn k dhaiiny name

17 ®aiiner: - 0GHapyXexue: cPaﬁaT"'Faer Cpa6arbiBaHne nHAMKATOpa KOMNPOMETaLmMn Ans (hatna name
UHAMKATOPA KoMNpoMeTaLmun Ans (aina
Oainbl: 06HapyxeHue: hain

19 KNaccu(uLUpoBaH Kak BpesoHoCHbIA (ML | ®aitn name KnaccudguumpoBa Kak BpeaoHoCHbIA (ML Ha arenTe)
Ha areHTe)*
Oainbl: 06HapyxeHue: hain

20 KnaccuduuupoBaH  kak  BpefoHocHbli | Paitn name knaccuthuLmpoBaH kak BpeoHOCHbIN (Yara-npasuna)
(Yara-npasuna)*

22 (Dav'"b'; Cospan- anbTepHatuBHbii NOTOK Co3panve anbTepHaTUBHOMO NOTOK Strm s (haiina name
ans thaina

23 aiinei: Cospan akn ¢ noTEHUMANLHO Co3paH aitn name C NOTEHLMANbHO aKTUBHBIM COLEPXNMbIM
AKTUBHBIM COLLEPXMMbIM

24 Qaitnbi: - Moaudpuunposan  (aitn ¢ MoaunduumuposaH dain name ¢ NOTEHLMANbHO aKTUBHBIM COEPXUMbIM
MOTEHLMA/bHO AKTUBHBIM COAEPXUMbIM

CoBbITiS, 0TMEUEHHbIE 3HAYKOM *, OTNPABASIOTCS Ha CepBep TONbKO B hopMaTe 0BHapyxeHwmii (st>50).

Monst coGbITHiIt MOHMTOPUHTA (DailI0BOW CUCTEMbI MPeACTaBeHbl B Tabnuue 12.

Ta6nuua 12 — Mons coGbITA MOHUTOPHHTa (haitN0BOH CHCTEMBI

HasHayenne ‘ JSON Tun
MonHoe UMA UCMIONHAEMOTO MOJYNS-MHULMATOPA ONepaLuy who string MANGLED
NneHTUGUKATOP HUTU-MHULMATOPA ONepaLun whotid unsigned
CrapToBblit aApec HUTU-MHULMATOPa OnepaLyun whoaddr uinto4
Onaru UCNONHAEMOro MOJYAS-UHULMATOPa OnepaLyu whof uint64
Uckntouenns fns nporpamm, HaHaueHHbIE MHULMATOPY OnepaLmy who_excls string
CTeK BbI30BOB ONepaLiu trace string
MNonwoe ums aiina name string MANGLED
Bpems co3nanus ¢aiina crtime timestamp
Bpems nocnegHero n3ameHexus (aina chtime timestamp
Pa3mep (haiina fsize into4
Tun (haina ftype enum
ArpubyTbl (haitna attr unsigned
SHA-1 chaitna shal string
MD5 dpaitna md5 string
SHA-256 caiina sha256 string
Imphash daiina imphash string
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Ha3HaueHue

INEKTPOHHas NOAMUCH (haiina sgnr string
Cratyc anekTpoHHOI nognuck daina sgnr_s enum
OpuruHanbHoe uma haitna ofn string
Komnanus-uzgarens thaitna fcomp string
Bepcus haitna fver string
Onucanue thaiina fdesc string
MpoZyKT, K KOTOPOMY OTHOCUTCS (haiin fprod string
Daiin HaxoauTCs B GENIOM CIMCKe fwhite int (-/1)
Tun ynakoBLwuka (aitna pack string
®aiin pacnonoXeH B JMPeKTOPUM aBTO3aNYCKa arun int (-1)
HoBoe ums (aitna fnew string MANGLED
®aiin Obin 3aMeHeH owrt int (-/1)
Bpems co3panus (haitna fo n3mMeHeHus atpuoyTos old_t timestamp
Bpems co3gaxus daiina nocne umeHeHns aTpuéytos new_t timestamp
®aiin cofLepXuT aTpueyT "CKpbITbI" hdn int (01)
Dailn cofepXyT aTpueyT "CUCTEMHBII" sys int (0/1)
Onepauus CoBepLALTCS Hajj aNbTePHATUBHBIM OTOKOM fiaHHbIX (haiina ads int (-1)
[Ins yaansemoro haiina Gbina co3aaHa pe3epBHas KOs save int (-11)
Koa 06HapyxeHus detect unsigned
[locTyn Ha yaanenme delete int (-/1)
Joctyn Ha yTenme read int (-11)
[locTyn Ha MOM(UKALMIO modify int (-/1)
0GMeH MeHaM¥t (ROCTYNeH ToNbKo B Linux) nxchg int (-/1)
VM anbTepPHATMBHOrO NOTOKA AaHHbIX (haitna strm string
Uckniouerne pns haina no X3y fh_excl string
Uckntouenne ans haitna no MMeHu fn_excl string
SID npeabiayLLero Bafenbla daina own_old string
[lomen npefbiayliero BAajeNbLa (aina own_old_dom | string
Umsa npeablpywiero Bnagenbua aina own_old_usr string
Mpenblaywyuii BRagenel thaitna 6bin 3afaH N0 yMONaHMI0 own_old_def | int(-/1)
SID HoBoro Bnagenbua haina own_new string
[lomen HoBOro BnafenbLa aina own_new_dom | string
mq Hosoro Bnagenbua (haina own_new_usr string
HoBblit Bragenet dhaitna 6bin 3a4aH N0 yMONYaHIIO own_new_def | int(-/1)
SID npeablAyLLe# OCHOBHOI rpynMbl BRafeAbla (aitna grp_old string
[loMeH npefblAyLLei OCHOBHOT rpynnbl BALeAbUA (aiina grp_olddom | string
WiMa npesblayLLeil OCHOBHOI rpynNbl BAafeAbla (aitna grp_old_usr string
MpenblayLLiast 0CHOBHAS rpynna BNafenbLa thailna Gbina 3afaHa no yMONYaHUio grp_old_def int (-11)
SID HOBO# OCHOBHOM rpynnbl BRagenbLa (aina grp_new string
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Ha3HaueHue

[lomeH HOBOI OCHOBHOM rpynnbl BMaAenbLa haina grp_new_dom | string
ms HoBOIA OCHOBHOM rpynnbl BAaZeNbLa haitna grp_new_usr string
HoBast 0cHOBHast rpynna Bnafenbla (aitna Gbina 3aaHa no yMONYaHMIO grp_new_def | int(-/1)
Mpeabiaywwuit DACL haiina dacl_old string
Mpensiaywmii DACL dhaiina 6b1n 3a4aH N0 yMON4aHMIO dacl_old_def int (-/1)
Hoawiii DACL haiina dacl_new string
Hoblii DACL chaiina 6bin 3a7,aH N0 yMOAYAHMUIO dacl_new_def | int(-/1)
Mpeabiaywmit SACL daiina sacl_old string
Mpeabiywuuii SACL daiina Gbin 3asaH N0 yMoNYaHHK0 sacl_old_def int (-/1)
Hosbiit SACL (haitna sacl_new string
Hoblii SACL chaiina Gbin 3aaaH 110 yMon4aHMio saclnew_def | int(-/1)
MpefblayLLas MaHAATHAA MeTKa (aiina mibl_old unsigned
Mpe/blayLLas Macka MaHAaTHOM MeTKK aitna mibl_old mask | unsigned
HoBas MaHaTHas MeTka (haiina mibl_new unsigned
HoBast Macka MaHZaTHO/ MeTKK thaiina mibl_new_mask | unsigned

Mone ftype npuHuMaet cnefytolue 3HaueHus, npeacTaBneHHble B Tabauue 13.

Ta6mua 13 — 3HaveHue nong ftype

3HayeHne Onucaune

) PE
3 Active content
4 PowerShell script

Ecm Oblno nonyyeHo 3HayeHue, OTCYTCTBYHOWEe B Talnuue, 0TOOPaXaercs TONbKO ero 3HayeHue

(Hanpumep, Tun daina: 1).

Mone sgnr_s (CTatyc 3NeKTPOHHO NOANMCH) COBBITHI MOHUTOPUHTA (aiiNOB M NPOLLECCOB MOXET NPUHUMATH

CflefytoLLme 3HaueHns:
— 0 (et nognucu);
- 1(ectb nognuc);

— 2 (HeU3BECTHO).
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U “J Npumeuanne
Ld

Cnucok Bcex BO3MOXHbIX aTpuoyTos thaiinos ana 0C Windows copepxutcs B jokymentauuu Microsoft.

AnbTepHaTHBHbIA NOTOK AaHHbIX (haiina (ADS)- 370 cnewmansHas BO3MOXHOCTb (aitnoBoi cucrembl NTFS B
Windows, no3sonsiowias XpaHuTb ONONHUTENbHYKO MH(OPMALMIO B BUAE OTAEABHOTO CKPBITOTO «MOTOKA» BHYTPU
00bI4HOro (haiina.

DACL (Discretionary Access Control List) — 310 cnucok ynpaBneHusi fOCTYNOM, KOTOPbIA ONPeAenser, K1o u
Kakue QencTBUS MOXET BbINOAHATL C 0GbEKTOM (paiifioM, NankoW, pasgenom peectpa i T.4.) B ONepaLUOHHbIX
cucremax Windows.

SACL (System Access Control List) — 310 cnucok ynpaBaenus JoCTynom ans ayanta, KOTopbli ONpeaenser,
Kakue NombITKN 4OCTYNa K haitny nam nanke HyXHo pernctpupoBartb B xypHane cobbitnit Windows (Event Log).

MaHpaTHas MeTKa (haiina — 310 cnewmnanbHbli aTpubyT, KOTOPLIN NPUCBANBALTCS (hailny A1s OnpefeneHus
YPOBHS €ro CEKPETHOCTU (KOH(MAEHLMANLHOCTI) 1 KATEropuit MH(OPMALLMK, KOTOPbIE OH COAEPXMT. B oTnume ot
npas gocryna (kak B DACL), Kotopble onpefensioTcs Baagenbliem (aina, MaHAaTHaA METKa Ha3HAYaeTCs CUCTEMON
WAM aAMUHUCTPATOPOM 6e30NacHOCTI U SBASIETCS NPUHYANTENbHOR. T10N1b30BaTENL HE MOXET NO CBOEMY XENaHuH

N3MEHNTL €€ WK NPOUrHOPUPOBATb.

5.4 CoObmus MOHMTOPa peecTpa

Moatunbl COObITHiA (St) MOHMTOPHHIA peecTpa U X TEKCTOBbIE ONUCAHNA NPeacTaBaeHbl B Tabnuue 14.

Ta6nuua 14 — MogTunbl COGLITHI MOHMTOPMHIA peecTpa

Koz cobbitus Hms cobbitna Onucanne
0 Peectp: Co3aaH HOBBIM KTty Co3paH HoBblii Koy key
1 Peectp: YaaneH kntoy YnaneH kntoy key
Peectp: B 3HaueHne Knioya 3anucanbl | B 3Hauenme val_n knioya key sanucanbl aanHbie val_d (un: val_t, pasmep:
2 [laHHble val_s)
3 Peecrp: YaaneHo 3Hauexue Kioya Ynanero sHauenue val_n kniova key
4 Peectp: Kntou nepeumeHoBaH Kntou key nepenmeHoBaH B new
5 Peectp: Kntoy BoccTaosnieH u3 haitna | Kntou key BoccraHoBAeH U3 thaitna src
6 Pee“crp: Nanisie Kniosa - 3ameneky [laHHble kntoya key 3aMeHeHbl (haitiom Src
(haitnom
7 Peectp: [ipyrue oGHapyxeHus™* Onucanme nong detect
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https://docs.microsoft.com/en-us/windows/win32/fileio/file-attribute-constants

Co6bITHsi, OTMEYEHHbIE 3HAYKOM *, 0TNPABASIOTCA Ha CEpBEp TONbKO B hopMate 06HapyxeHuit (st>50).

Mons cobbiTt MOHNTOPA PeecTpa npejcTaBneHbl B Tabuue 15.

Ta6nuua 15 — lNons coGbiTHi MOHKTOPHHTA peecTpa

HasHaueHue JSON Tun

MosHO MM UCMIONHAEMOTO MOAYNS-UHUMLMATOPA ONEpaLLMK who string MANGLED
NneHTGUKaTOP HUTU-MHULMATOPA OMepaLLun whotid unsigned
CrapToBbIit aApec HUTU-UHULMATOPA ONepaLLMK whoaddr uinto4

®naru UCNoNHSEMOro MOAYAS-MHULMATOPa onepaLui whof uint64
Wckntouennst ns Nporpamm, HaHayeHHbIe MHULMATOPY OnepaLiu who_excls string

CTex BbI30BOB ONEPaLMK trace string

MyTb KNKOYa peecTpa key string

Nms 3HaueHus val_n string

Tun pawHbix 3HayeHus: 1 — REG_SZ; 2 — REG_EXPAND_SZ; 3 — REG_BINARY; 4 - unsigned

REG_DWORD; 5 — REG_DWORD_BE; 6 — REG_LINK; 7 — REG_MULTI_SZ; 8 — REG_RES_LIST; 9 | val_t
— REG_FULL_RES_DESC; 10 — REG_RES_REQ_LIST; 11— REG_QWORD

Pa3mep JlaHHbIX 3HaYEHNS val_s unsigned
[laHHble 3Ha4eHus val_d string

HoBoe ums kntoua new string

Ums haitna-ucTouHnKa 3arpyxaemoit B peectp uHhopmavuu sTc string MANGLED
Kniou/3HaueHme 0THOCUTCA K KaTeropuu aBTo3anycka asep int (-/1)

Kop oGHapyxeHus detect unsigned

lone asep npuHuMaet 3xaueHue true.

Autostart Extensibility Points (ASEP) — 3710 MexaHu3MbI B 0nepaLmMonHbIX cuctemax (B yactHocti, Windows),
KOTOpbIE N03BONSKOT NporpaMmam, CyxG6am, ApaitBepam UK CKPUNTaM aBTOMATUYECKH 3anycKaTbCsl MK 3arpy3ske
CMCTEMbI, BXOAE NONL30BATENS WK BbINOJNHEHUN ONPefesieHHblX YCI0BUA. OHW WrpatT KNKYEeBYH posib B
o0ecneyeHitn (hYHKLMOHANLHOCTH U y106CTBA, HO TAKXe NPeACTABASIOT 3HAYUTESIbHBIA PUCK AN HHOPMALMOHHON

0e3onacHoCTH, MOCKONbKY 4aCTO NCNONb3YHOTCA 3N10YMbIWNEHHUKAMU And 3aKpenieHna BpeJOHOCHOT0 M0 B cucteme.

5.5 Cobbimst cuctremHoro XypHana Windows (ETW)

Moatvnbl COGbITUIA U X TEKCTOBbIE ONUCAHUS NpeaCcTaBNeHbl B TadnuLe 16.
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Ta6mua 16 — Mons cobbituit cuctemuoro xypHana Windows

HasHayehne ‘ JSON Tun

MoaTun coBbitus (Bcerpa = 0) st unsigned
YpoBeHb (B03MOXHO 3HaueHue: Kputnueckas ownbka = 1, Ownbka = 2, Mpegynpexaexue = 3, e vl unsigned
UHchopmauma =4, Tlogpo6Ho = 0 unn 5) -

string
LlononHuTeNbHbIE JaHHbIE (BbIBOAATCA B NoAe KapTo4ku cobbiThii B JSSON-hopmare) e_ex (onumoHansHo)

string
Onucaxue cobbiTns e_msg (OnHOKabHO)
Co6biTue B hopmare winlogbeat (cm. winlogbeat), asasercs JSON-06bekTom winlog JSON-06bext

CoObitns dhopmata winlogheat MoryT npuxumats 3Hauenus, npeacraieHHble B Tadauue 17.

Ta6nuua 17 - CobbiTns winlogbeat

Mone ‘ Tun Pacwudposka
winlog.api keyword Tun API
winlog.event_id keyword UnenTndinkatop coBbiTUs

) S unsigned  (uipekc B maccuse  GUID-oB) | Nnentudpmkatop geicraus
winlog.activity_id (onuAOHabHO)

) o unsigned  (uvgekc B Maccuse  GUID-os) | MaeHTMdMKkaTop  AeilCTBUA,  KOTOPOMY
winlog.related_activity_id (onuuoHanbHo) 0bIN0 NepeaHo ynpasnexue
winlog.computer_name keyword (onuuoHanbHo) Ums komnbloTEpa
winlog.keywords keyword (onuuoHasnbHo) Kniouesble cn1oBa
winlog.channel keyword (onuuoHabHo) Uma kaxana
winlog.record_id keyword Homepa 3anucu
winlog.opcode keyword (onunoHanbHo) Kog onepavyu

) . ) unsigned  (uHpekc B maccue  GUID-oB) | Unentudpmkatop npoBaitgepa
winlog.provider_guid (onuMOHabHO)

winlog.provider_name

keyword (onunoHanbHo)

Wms npoBaitgepa

winlog.process.pid

long (onwMoHanbHo)

UneHTndmkatop npouecca

winlog.task

keyword (onunoHanbHo)

Ums 3anaumn

winlog.time_created

date (onunonanbHo) (IS0 8601)

[lata n Bpems co3ganus cobbiTus

winlog.process.thread.id

long (onwnoHanbHo)

NaexTudpukatop HuTH

winlog.user.identifier

keyword (onuuoHanbHo)

SID nonb3oBatens

winlog.user.name

keyword (onuuoHanbHo)

Wm4 nonb3oBatens

winlog.event_data

json_object  (onumoHanbHo)  (Habop  nonei
OT/IMYAOTCH OT MpoBalifepa K nposaigepy, Bsce
noAst AOMKHbI UMeTh TUn: keyword)

[Tons cobbitug

winlog.user_data

json_object  (onuuoHanbHo)  (Habop  nonei
OT/IMYAIOTCA OT NpoBaiifepa K npoBaifepy, Bce
nons AOMKHbI UMeTh T!n: keyword)

[Tonb30BaTenbckue nong cobbitus
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https://github.com/elastic/beats/tree/main/winlogbeat
https://ru.wikipedia.org/wiki/ISO_8601

”0ﬂ,p06H0€ NOrupoBaHue npenocTaBngetT MakCuMaibHyt0 BUAUMOCTb NpoLLeCccoB B CUCTEME, HO Tpe6yeT
3HaA4uTENbHbLIX PeCypcoB, MO3TOMY XeNaTenbHO €ro BKAKYATh ANA KPUTUHECKUX KOMITOHEHTOB, HAMpPUMED, Windows

Defender, ceTeBbix CﬂY)Kﬁ, 3T0 MO3BOANUT rPAMOTHO MCNONb30BATb PECYPCbl CUCTEMDI.

5.6 CoGbITHs MOHMTOPHHIa NPOLLECCOB

MoaTunbl COBBITUA M MX TEKCTOBbIE ONUCAHUS NPE/CTaBNEHbI B Tabauue 18.

Ta6mua 18 — MoaTunbl COOLITA MOHMTOPUHIA NPOLLECCOB M MX TEKCTOBbIE ONUCAHMSA

Koa co6bitus Hms coObiTis Onucanue
0 Mpoweccol: 3arpy3ka apaiisepa Jarpy3ka gpaisepa path

Crapt npouecca komangoi cmdl u3 cpath (cpid), Hutb = whotid

1 Mpoueccol: Ctapt npouecca (43 Moy who)
2 Mpoweccol: 3aBepLueHme npoLecca 3aBepluetue npoLiecca ¢ Kofiom code
3 Mpoueccsbl: 3arpyska o6pasa 3arpy3ka o6pasa path
Boctyn k npoueccy tpath (tpid) c npasamu dsrd, {pa3peLexo
6 Mpoueccul: loctyn K npoueccy

U 3anpewero dsrd-grnt}, hutb=whotid (13 Mogyns who)

Mpouecchl: Cosgawne Hut B croporrem | Cospanme wutw tid B npouecce tpath (tpid), Hutb = whotid (43

npouecce mogyns who)
- ﬂpoueiCbl: OGHapyXeHue: noMeHa KOMaHAHOM MonMeHa KomangHoi cTpoki ¢ cmdi va el
CTPOKHM
16 lpoueccer OﬁHap)fKeHMe: USMEHEHNE CUCTEMHON | 11 Menenme cuctemnoit 3almTbI npovecca c prot Ha protl
3aWWuTh NpoLecca
Joctyn k Hut tid npouecca tpath (tpid) ¢ npasamu dsrd,
18 Mpoweccol: loctyn K HUTH NpoLecca {paspeweno WIN 3anpeweno dsrd-grnt}, vutb = whotid (13
mozayns who)
% Mpouecchl: 3arpyska o6pa3a B CTOpoHHuiA | 3arpyska o0pasa path B npouecc tpath (tpid), hutb = whotid (3
npouecc mogyns who)
23 Mpoueccol: ipyrie oGHapyxeHus* Onucatue kopa detect
Ysepomnenne mogynd  Antimalware  Scan | YBenomnenue mopyns Antimalware Scan Interface Windows:
2 Interface Windows copepxumoe amsi_cname pa3mepoM fsize, xew sha256

CoObITis, OTMEYEHHBIE 3HAYKOM *, OTNPABASKOTCA Ha CepBEp TONILKO B (hopmate 00HapyxeHui (st>50).

Mons CoObITUI MOHUTOPUHIA NPOLLECCOB NpefCcTaBneHbl B TabnuLe 19.

Ta6nuua 19 — Mons cobiTHii MOHKTOPHHIA NPOLLECCOB

HasHayenue
MoAHOE UMA UCMIOAHSEMOTO MOAYAS—MHHULMATOPA ONepaLuy who string MANGLED
NneHTGUKaTOp HUTU-UHULMATOPA ONepaLUK whotid unsigned
CTapToBbI/ AAPEC HUTU—MHULMATOPA ONepaLiuM whoaddr uint64
PykoBoacTBO oneparopa noucka yrpo3 RT Protect EDR T ] Prtect .
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®naru UCNONHSEMOro MOAYAS—MHULMATOPA ONepaLuu whof uinto4

Wckntouennst anst nporpamm, HasHayeHHbIe MHULMATOPY onepaLuy who_excls string

KomaHHas cTpoka poanTeNbCKoro npotecca cmdlp string

INeKTPOHHas NOANNCH POAUTENLCKOrO NpoLecca sgnrp string

KomaHpHas cTpoka npapogutens (grand parent) cmdig string

PaGouuii katanor npouecca wdir string MANGLED

YpoBeHb 3aLuTbl NpoLecca prot unsigned

YposeHb foBepus (integrity level) npouecca integ unsigned

Bpems co3panus npouecca when timestamp
unsigned (MHAekC B Maccue

YHUKa/bHbI MAEHTUGMKATOP POAMTENLCKOrO NpoLecca parent GUID-o8)
unsigned (MHEKC B MaccuBe

YHWKabHbI MAEHTUGUKATOP NPOLeCCa-Co3aTens caller 6UID-08)

WneHTndinkatop npoLecca-MHULMATOPa onepaLum cpid unsigned

MonHOe UMS NpoLecca-uHULIMATOPa onepaLuy cpath string MANGLED

Kop 3aBepLienus npouecca code unsigned

YHuKanbHbIA WAEHTUGMKATOP LLENEBOr0 NpoLecca targ unsigned

MonHoe MM4 LieNIeBoro Npoecca tpath string MANGLED

UnexTudhukatop Lenesoro npoecca tpid unsigned

Onarv 06pa3a LieseBoro npoecca targf uint64

MoBeaeHYeCKMe NPU3HAKY LeNeBoro npolecca (nepeas rpynna) trf0 uint64

loBe/ieHuyeCKue NPU3HAKM LesieBoro npoLiecca (BTopas rpynna) trf1 uint64

CTek BbI30BOB ONEpaLuy trace string

MonHoe ums haiina o6pa3a path string MANGLED

®naru onepatyy 3arpysku 06pasa |df unsigned

Onarv o6pasa imgf uinto4

ba3osbiii agpec o6pasa base uint64

Pa3mep o6pasa isize unsigned

UneHTudukatop LENeBoR HUTK tid unsigned

Uma mogyns ueneBoi HUTU tmod string

UMs hyHKLMK LeneBoi HUTK tfunc string

CrapToBblit anpec LieneBoi HUTH taddr uint64

Onaru onepaLmy ¢ HATbIO tf unsigned

3anpaLuBaemble NpaBa dsrd unsigned (32 Gura)

lpefocTaBneHHbIe NpaBa grnt unsigned (32 6uta)

HoBblil ypoBEHb 3aLLUThI NPOLECca prot1 int

HoBast KoMaHAHas CTpOKa npoLecca cmdi1 string

Pa3mep thaiina fsize int64

Tun (aiina ftype enum
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SHA-1 chaitna shal string
MD5 dpaitna md5 string
SHA-256 thaiina sha256 string
Imphash aiina imphash string
INEKTPOHHas NOAMUCH (haiina sgnr string
CTaTyc 3NeKTPOHHOI NOANMCH sgnr_s enum
Tun ynakoBLwuka (aitna pack string
ArpubyTbl (haitna attr unsigned
Bpems co3panus haiina crtime timestamp
Bpems nocneHed 3anucu daiina chtime timestamp
OpuruHanbHoe ums haina ofn string
KomnaHus--usgarens (haiina fcomp string
Bepcus thaitna fver string
Onucanme taiina fdesc string
MpoAYKT, K KOTOPOMY OTHOCHTCS (haitn fprod string
®aiin HaxoauTca B "6enom” cnucke fwhite int (-/1)
Koa 06HapyxeHus detect unsigned
WUckniouenue ans daiina no xeuwy fh_excl string
Uckntouerne ans thaina no uMeHu fn_excl string
AMSI: ums cogepxumoro amsi_cname string
AMSI: copepxumoe amsi_data string
AMSI: ums npunoxenns amsi_appname | string
AMSI: ccbinka Ha CKaunBaHUe 3ape3epBUPOBAHHOTO COAEPXMMOr0 amsi_blink string

Mone integ (ypoBeHb 10BepUs npoLiecca) COBbITUA MOHUTOPUHTA NPOLECCOB MOXET NPUHUMATDL Clefytoline

3HAYeHUS:
— 0 (er);
— 1 (Hu3Kui);
— 2 (cpenuin);
— 3 (BbICOKMI);
— 4 (cucTemHbli);

— 5 (3aWMLLeHHbIN).
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5.7 CoObmisi MOHHTOPHHTA CHCTEMDI

MoATunbI COBbITHIA (St) MOHUTOPMHTA CUCTEMbI MPEACTaBEHbI B TabauLe 20.

Ta6nuua 20 — MoaTHNbI COOLITHA MOHUTOPHHIA CHCTEMbI

Kon cobbitus ‘ Hwms cobbitis Onucaune
0 Cuctema: WMI Co6biTne nogcuctemsl WMI
c y l3meHeHne  cucTemMHoro
ucteMa: U3meHeHue CMCTEMHOTO BPEMEHH
2 cTema; U3meHeHne CUCTEMHOT0 BpeMe BpeMeHH
CobbiTe, (BfI3aHHOE C
3 3aBepluenue padoTbl

3aBepLuennem pabotbl 0C

CoGbiTst MOHUTOPUHTa cucTeM C kogoM cobbiTus O (WMI) npecrasnensl B Tabauue 21.

Tabnuua 21— Monst MOHUTOPUHTA CHCTEMBI (KOB, CoObITHS 0)

HasHayenue
WMI: integer
Tun coGbiTus wmi
(co3nanue = 0, ynaneuune = 1, n3meHetue = 2)
WMI: SID nonb3oBarens wmi_sid string
WMI: MpocTpaHcTBO MMeH ns string
WMI: TlyTb f0 ucnonHsiemoro aitna exe_path string MANGLED
WMI: Ums daiina fname string MANGLED
WMI: Ums dpunbTpa coObITHiA wmi_nm string
WMI: Crpoka 3anpoca qstr string
WMI: Ums dhaitna ckpunta scrfname string MANGLED
WMI: Tekct ckpunra scrixt string
WMI: Nma ncrounmka sname string MANGLED
WMI: Nytb wmi_pth string
WMI: SMTP smtp string
WMI: ®unbtp fit string
WMI: Notpebutens cnsm string
WMI: UnenTuchukatop npowecca knuenta wmi_clpid unsigned
WMI: YHukanbHblii uaeHTdIMKaTOp Npouecca kanenta | wmi_cluuid int
WMI: Bpems Co38aHHs NPOLECCA KMEHTa wmi_cltime timestamp (UTC)
WMI: KomaHgHas CTpoKa npoLecca KnueHta wmi_clcmdl string
WMI: NokanbHbiii 3anpoc (0 w1, no yMonuanmio 1) wmi_local int (0/1)
WMI: UpenTuchmkatop Co3aaHHOr0 npoLecca wmi_crpid unsigned
WMI: YHuKanbHbIi MAEHTUEMKATOP CO3AAHHOrO NpoLecca | Wmi_cruuid int (wkgekc B Maccuse GUID-o8)
WMI: Bpems co38aHHs CO3AaHHONO MpOLeCca wmi_crtime timestamp (UTC)
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Ha3HaueHue

WMI: KomaHHas CTpoka Co3iaHHOro npolecca wmi_crcmdl string
WMI: Umst MaLwuHbl, BLINOAHUBLLEH 3aNpoC wmi_cl string
WMI: FODN matwuHbl, BbINOAHUBLLER 3anpoc wmi_clfqdn string
WMI: Uma nonb3oBatens KAWEHTa, BbIMNOJIHUBLIETO g string
3anpoc

WMI: Ums nomeHa KnneHTa, BbINONHMBLLETO 3aNpoC wmi_dom string
WMI: Ums BbI3bIBAEMOr0 METOAA wmi_mthd string

U “J Baxuo
L

fo OC Windows 10 u Windows Server 2019, WMI-npoBaiep He npefoctaBasier MHGOPMALMIO O
co3panHom npouecce B WMI-3anpoce, COOTBETCTBEHHO, MH(OPMALLUS O CO3[aHHOM npoLecce Oyaer

OTCYTCTBOBATH B CoObITUM.

Mpumep CTpOKK CoObITUA NpeaCcTaBeH B Tabnuue 22.

Ta6amua 22 — Cobbitua WMI

MoaTvn cobbiTns Onucaume

0 [Cuctema) 3apernctpupoBad WMI-KOMNOHEHT C BOSMOXHOCTbI0 aBTo3anycka no nytu wmi_pth
1 [Cucrema] Yaanen WMI-KOMNOHEHT ¢ BO3MOXHOCTbHO aBT03anycka no nyt wmi_pth
2 [Cuctema] MogudpuumpoBan WMI-koMNOHEHT C BO3MOXHOCTbHO @BTO3anycka no nytu wmi_pth

CucremHoe Bpems U3MeHsieTcs ¢ prev_stime (npedbipyuiee cuctemMHoe Bpemsi) Ha new_stime (HoBoe
CUCTEMHOE BpeMS).

Mone sht coGbITHit MOHUTOPUHTA CUCTEMBI MOXET NPUHUMATL CEAYHOLNE 3HaUYEHUs COObITHI:

— 1 (wratHoe 3aBepLueHue paboTbl KOMIbIOTEPA);

— 2 (WTaTHbIA NEPeXoA KOMNbHOTEPa B COCTOSHUE CHA WM rGepHaLLmnm);

— 3 (wTaTHas 0CTaHOBKA areHta).

5.8 CoObiTHs N0Ob30BATENLCKUX CECCHM

MoaTunbl COBBITU M MX TEKCTOBbIE ONUCAHUS NPECTaBNEHbI B TabauLe 23.
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Ta6nuua 23 — MogTunbl COObITHA NONb30BATENLCKUX CECCHIA

Kon

Wms cobbitns Onucaume
CoObITHA

3 Co3panve %type% ceccun nonb3osarens sess_dom\sess_usr
1 Ceccun: Co3panme nonb30BaTeNbCKoi Ceccum (sess_id)
c 3 3 JaBeplueHne %type% ceccuu nonb30Barens
2 eccun: 3aBepLueHme NoNb30BaTeNbCKOi Ceccum sess. domsess_ust (sess.id)
c 1 3 Mopkniovenne  k  %type%  ceccum  nonb3oBatens
3 eccum: MogKNKYEHME K N0Nb30BATENbCKOR CECCHM sess. domsess._ usr (sess_id)
c 0 3 Otknioverme ot %type%  ceccum  nonb3osatens
4 eccum: OTKNKOYEHME 0T N0NIb30BATENbCKOA CECCHU sess. domsess. usr (sess_id)
Buinonnen %type2% Bxoz nonb3osatens sess_dom\sess_usr
5 Ceccum: BoinonHeH BXog nob3oBaTens (sess_id)
C B Boinonwen  %type2%  Bbixos ceccum  nonb3oBatens
6 eccum: BbinonHeH BbIX0g nonb3oBarens sess. domsess. usr (sess_id)
c c bnokupoBanue %type% ceccuu nonb3oBarens
7 eccun: bnokvpoBatue ceccun nonb3oBatens sess. domsess. usr (sess_id)
c  Pas Pasonokupoanne  %type%  ceccum  nonb3osarens
8 eccun: Pa3610KupoBaHme Ceccun nonb3oparens sess. domsess._ usr (sess_id)
Ceccuu: M3meHeH cTaTyc yanexHoro ynpasnesus ceccun | MSMEHeH  CTaTyC  yAANeHHOro  ynpaBieHus  ceccun
) nonb30Barens nonb3osarens sess_dom\sess_usr (sess_id)

Mpumeyanue

9
LJd

0603HaueHme Jotype% 3ameHsieTcs Ha «nokanbHoi», ecm Tun ceccun local, B npoTuBHOM Cnyyae
3aMEHSETCS Ha «ANCTaHLUOHHOMY. 0603Ha4eHue J%otype2% 3aMeHACTCS Ha «/I0KAbHbIMY, eCU THN

ceccuu local, MHaye 3aMeHSETCs Ha «AUCTAHLMOHHbIIY.

Mapametp sess_opt (Tvn AMCTAHLMOHHOTO YNPABAEHMS) MOXET NPUHUMATh OZIHO M3 3HAYEHMUHH, YKa3aHHbIX B

Tabnuue 24.

Ta6mua 24 — Tunbl AUCTAHLMOHHOTO YNPABNEHNSA

3HaueHue OnucaHue

0 JMCTaHLMOHHOE ynpaBAeHKe OTK/IOYEHO

1 Monb3oBatenb UMEET NOHbIA KOHTPOIb Haf, CEaHCOM M0JIb30BATENA C Pa3PELLEHUS IOKASbHOTO N0/b30BaTENS

2 Monb30BaTENb UMEET NOAHBIA KOHTPOMb HAf CEaHCOM MOb30BaTeNs, paspelueHine NOKaNbHOTO NoAb30BaTeENs He
Tpebyetcs

3 Monb3oBatenb MOXeT NPOCMATPUBATL CEAHC YAANEHHO C PA3PELIEHUs NIOKANbHOrO M0Sb30BATENs, yAANEHHbIN
N0b30BATE/b HE MOXET aKTUBHO YNPaBAATb CEAHCOM
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4 Monb3oBatenb MOXer YAANEHHO NPOCMaTpmBaTth C€aHC, HO HE MOXET aKTUBHO ynpaBiATb CEAHCOM, pa3pelieHune
NOKaJIbHOr0 N0Jib30BaTeNA HE Tpe6yeT(:ﬂ

Mapametp sess_proto (Tn UCTAHLLUOHHOTO yNPaBEHNA) NPUHUMAET CEAYIOLLUE 3HAYEHUS:
— 0 (koHconbHaA ceccus);
— 2 (RDP-ceccusi).

Mons CoObITMI MOHUTOPHMHIA CECCHIt NPeaCTaBNEHbl B TabnuLe 25.

Ta6mua 25 — Mons MOHKTOPHHIa CeCcHit

HasHaueHne
NokanbHas ceccus local int (01)
Homep ceccun sess_id unsigned
TN AUCTAHLMOHHOTO yIpaBAeHMs sess_opt unsigned (onunoHasbHo
Tun ceccm sess_proto unsigned (onwMoHanbHo)
UM$ OKOHHO CTAHLLIMK win_stn string (onuuoHanbHo)
UM knuenTa sess_cl string (onunoHanbHo)
IP-appec knneHTa sess_claddr string (onunoHanbHo)
ms nonb3oBatens Sess_usr string (onunoHanbHo)
NMs fomeHa/komnbloTepa sess_dom string (onumoHanbHo)

AHanu3 Wa6noHOB NOBEAEHNS MOXET NOMOYb onepatopamM 3aMeTUTb OTKNOHEHUA, KOTOPbIE YKAa3bIBAOT HA
dKTUBHOCTb 3J10YMbILINEHHUKOB: HEo0bI4HOe Bpems aKTMBHOCTU NONb30BaTENeH, MHOTOKPATHBIN n0p,60p Y4eTHbIX

LaHHBIX W fpyrue aHoManuu B NoBEAeHUN Nob30BaTeNei.

5.9 CoObiTisi MOHMTOpa BbI30BOB

Moatvnbl COGbITMI MOHUTOPA BbI30OBOB NPe/CTaB/eHbI B Tabauue 26.

Ta6nuua 26 — MoaTunbl COGLITUA MOHUTOPA BbI3OBOB

Kopn coObiTus ‘ Ums cobbitns ‘ Onucaune

0 Bbi3osbi: RPC | RPC (remote procedure call)

CoGbiTust MOHMTOPa BbI30BOB (RPC-BbI30BbI) NpecTaBneHbl B Tabuue 27.
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Ta6nmua 27 — Mons monuTopa BbI30BOB (RPC BbI30BbI)

HasHayenue
RPC: UUID nxTepdeiica rpc_id unsigned (wHexc 8 Maccuse GUID-08)
RPC: Homep npouegypbl rpc_opnum unsigned
RPC: Umq npouepypbl rpc_opname string (onuuoHanbHo)
RPC: Mporokon rpc_proto unsigned (onunoHasbHo)
RPC: CepBuc ayTeHTHUKaLLMM rpc_authsve unsigned (onumoHabHo)
RPC: KoneuHas Touka endp string (onumoHabHo)
RPC: Cereoit afipec n_addr string (onuMoHaNbHo)
RPC: YHKanbHbIA WLEHTU(UKATOP NPOLECCA KAKEHTa c_uuid unsigned (ninexc B maccuse GUID-o8)
RPC: PID npouecca knneHTa c_pid integer
RPC: Mcnonksiemblit dhaitn npoLecca KnewTa c_path string MANGLED
RPC: YnukanbHbii neHTH(MKATOP MpoLecca cepsepa s_uuid unsigned (wizekc s uaccuse GUID-oc)
- (onumoHanbHo)
RPC: PID npouecca cepsepa s_pid integer (onLuoxanbHo)
RPC: Mcnonnsiembiit dhaitn npoviecca cepeepa s_path string MANGLED (onunoHanbHo)
Mone rpc_proto NpuHUMaET CreaytoLine 3HaYEHUS:
1-TCP;
2 - Named Pipes;
3 - LRPC;
4 — HTTP.
Mone rpc_authsvc npuxumaet cregytowme 3Hayenms:
0x09 — Negotiate;
0x0A — NTLM;
0xO0E — SChannel;
0x10 — Kerberos;
0x14 - Kernel.
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B none Onucanme 1abanwbl CoObITHIA Ha CTpaHMLLE AKTHBHOCTb, eCiv n_addr nycToit nav He 3ajiaH, BbIBOANTCA
coo6LLeHue B Bupe:

[Bbi3oBbi] Mpouecc ¢_path (c_pid) BbinonHun yaanerHblit BbI30B npoefypsbl endp no urtepdecy rpc_id B
npouecce s_path (s_pid).

Ecav n_addr 3anaH, Toraa BbIBOANTCS CO06LLEHNE B BUAE:

[Bb130BbI] Mpouecc ¢_path (c_pid) BbinosHuA yaaneHHbli BbI30B npoueaypbl n_addr:endp no uxtepdeicy

rpc_id B npowecce s_path (s_pid).

5.10 CoGbimHs Mopyns AHTHLIHGbpa

MoATUNbI COOBITHIA M MX TEKCTOBbIE ONUCAHMS NPEJICTaBEHbI B TabnuLe 28.

Ta6nuua 28 — MoaTunbl coOLITA MOAYNA AHTULIMPA

Kop, cobbiTus Wms cobbitua Onucauue

0 3awmta  ainos:  3a6n0KMpOBAH  BPELOHOCHbIIA 386710KHDOBaH BPEAOHOCHbIA MPOLIECC
npouecc
1 Co3naHa pe3epBHas konus dpaiina Co3pana pesepBHas konus (aitna name

Monst coGbITvit MOAYNS 3aLUUTHI OT BUPYCOB-LUN(IPOBANBLLMKOB NpeACcTaBAeHbl B Tabauue 29.

Ta6nuua 29 - Mons coObiTuit Mogyns AutuwwKgpa

HasHauexue
KonnyectBo 0TKpbITHIA/CO3AaHMA (haitn0B C NOCAEAYHOLIMMI 06PALLEHUSIMU K HUM cf ac unsigned
Konnuecto 0TKpbIThIX (haiiNoB U3 3aLLiMLLAEMbIX KaTaf0r0B cf_oc unsigned
KonuyecTBo co3aaHHbIX NpoLLeccom (aitnos Nocae akTuBaLi MOHUTOPUHTA cf_cc unsigned
KonnuectBo yaanénHbIX (hait10B B 3aLMLLAEMbIX KaTa/0rax si_dc unsigned
KonnyectBo nepenmeHoBaHHbIX (haitN0B B 3aLLMLLaEMbIX KaTanorax si_rc unsigned
KonnuectBo nepeMeLLéHHbIX (hailf10B B 3aLLUMLLAEMbIE KATaNoru si_mi unsigned
KonnuectBo nepemelLEHHbIX (haitN0B U3 3aLLMLLaEMbIX KaTaNoros si_mo unsigned
Konnyectso dannos 3 3aLLMILaEMbIX KaTaNoros, KOTOPbIE TONbKO YnTanm ro_fc unsigned
KonnuectBo baiinoB U3 3alLuiLaeMblx KaTanoros, B KOTOPbIE TOAbKO NUCanM wo_fc unsigned
Konnyecto (ainos U3 3aLLMLLIEMbIX KATaNoroB, KOTOPbIE YUTAM v NUCaNK rw_fc unsigned
CpenHee 3HaueHmit (haiinoBoil IHTPONMU N0 HTEHMIO pr_re unsigned
CpefHee 3HaueHuit (haiiNnoBoi IHTPOMUM MO 3aNUCK pr_we unsigned
MpaBuno 6nOKMPOBKY NpoOLieCca pr_r unsigned
Peakuus MOAYNS HA MAEHTU(MKALMIO WK (POBANbLLMKA pr_ra unsigned
KonuyectBo haiinoB ¢ HapyLWEHHO LieNoCTHOCTbH a_fec unsigned
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Ha3Hauenne

KonnyectBo ainos ¢ NpeBbILIEHHON IHTPONHEN a_eoc unsigned
KonuuectBo paclumpenuit aiinos, U3 KOTOPbIX YuTanm exrac_ unsigned
KonnyecTso paclunpenuit haiinos, B KOTOPbIE MUCasN exwac_ unsigned
KonnyectBo yHuKanbHbIX paclumpenui haitnos, U3 KOTOPbIX TOAbKO YUTaNM exurac unsigned
Konnyecto yHuKanbHbIX pacluupennii ainos, B KOTOPbIE TOLKO NUCaNM exuwac unsigned
Kateropuu (haitnoB, K KOTOpbIM 0CYLLECTBASNCS AOCTYN gf_am unsigned
Kateropuv (haitnioB, U3 KOTOPbIX NPOM3BOJMNOCH YTEHHUE gf_rm unsigned
Kateropuu (haitnos, B KoTopble NPOM3BOAAN0CH 3aNNCh gf_wm unsigned
Kateropuv (haitnoB, Kotopble yaanaauch gf_dm unsigned

JHTpONMA  (haina B KOHTEKCTe MH(OPMALMOHHOA 0e30MacHOCT — 3T0  CTaTUCTMYECKas Mepa
HeonpeseNeHHOCTI WK CIY4aHOCTH AaHHbIX, COAepXaLLmnxcs B (aine. OHa M3Mepsier, HaCKObKO HenpecKasyembl
WM Xa0TMYHbI BailTbl, U3 KOTOPbIX COCTOMT (haitn. Huskan 3nTponus (o1 0 1o 4) xapakTepHa ANs CTPYKTYPUPOBAHHBIX
AaHHbIX (TekCTbl, noru, XML, HecxaTble ucnonHsemble daiinbl), @ BbiCOKas IHTponua (6-8 u Gonee) TMMMYHA ANA

Cy4aitHbIX JaHHbIX (3aLWKCPOBaHHbIE aiinbl, CKaTble apXUBbI, YNaKOBaHHbIE UCNONHSEMbIE haiinbl, Meauadaiinbi)

5.11 Co6biTst Mogyns kortpons USB
Tun co6bits — Kontponb USB (t:9 B DSL). MoaTunbl coGbiThit (St) M ux TeKCTOBbIE ONUCAHNA NPEACTAB/EHD

B Tabnunue 30.

Ta6nuua 30 - MoaTunbl cobbiTHit Mogyns KoHTpons USB

Ko,
A Hms cobbiTns Onucanue
coObiTHA
0 Ycrpoiictso USB nogkntoyeno MopkntoyeHo yctpoincTeo usb_mr usb_pt MI_usb_mi
1 Ycrpoiictao USB oTkntoueHo OtkntoueHo ycrpoiictao usb_mr usb_pt MI_usb_mi
3 3abnokupoBaHo utexne C yctpoictea ush_mr usb_pt
2 a(hMKCMpOBaHa 3anpeLLeHHas NoNbITKa YTeHNs MI_usb_mi
3abnokupoBaHa 3anucb Ha yctpoicteo ush_mr usb_pt
3 3adhukcupoBaHa 3anpeliieHHas NonbiTka 3anucu .
MI_usb_mi
p 3ahMKCMpOBaHa 3anpelLeHHast MoMbiTka BbMOAHeHNs | 3A0/10KMPOBAHO KOH(UTypUPOBaHUE YCTPOWCTBA Ush_mr
yNpaBAsoLLero 3anpoca usb_pt MI_usb_mi
3ahMKcMpoBaHa  3anpelieHHas NombiTka 3anycka | 3a0/10KMPOBaH 3anyck ucnonxsemoro (haina ush_exec ¢
5 WCMIONIHAEMOTO KOAQ HakonuTens ush_mr ush_pt
usb_mr usb_pt usb_mi : npountato usb_cr 6aiit, 3anucaHo
6 CTaTUCTUKA YTEHUS/3aNNUCH LaHHbIX

ush_cw 6aiit
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Mons coGbiTnit moayns KoHTpons USB yka3aHbl B Tabnuue 31.

Ta6nuua 31— Cobbits Mogyns KoHtpons USB

HasHaueHue

uint8
Knacc ycrpoicrsa USB usb_dc uint8
Mogknacc ycrpoitctea USB usb_dsc uint8
Unentucpukatop npoussopurens (VID) usb_vid uint16
Unextuchukatop npopykrta (PID) usb_pid uint16
Homep uxtepdeiica (M) usb_mi uint8
CepuitHblit HOMep yCTPORCTBA usb_sn string
HaumenosaHue nponssogutens ush_mr string
HaumexoBaHue npogykra usb_pt string
Ums Mopyna, KoTopblit Gbin 3anyLLeH ¢ HocuTens usb_exec string
KosnuecrBo npoyuTanHbIx 6ainTos ush_cr uint64
KonunuectBo 3anucaHHbix 6aiiToB usb_cw uint64
06uiee KOMYECTBO NPOYNTAHHbIX OAATOB ush_tr uint64
06Lee KonnyecTBo 3anucaHHbIx 6aiToB usb_tw uint64

5.12 CobbimHs CTaTMCTHKK

Monst coGbITHIt CTAaTUCTHKM YKa3aHbl B Tabnuue 32.

Ta6nuua 32 — CoObITUA CTATUCTHKK

HasHayenue

Jarpyska npoueccopa cpu_load unsigned
3arpy3ka namatu mem_load unsigned
Konuyectso npoueccos processes unsigned
Konuuecto Huteit threads unsigned
Konnyectso 0TKpbITbIX OnucaTesei handles unsigned
006bem npoymTaHHbIX C AnCKa AaHHbIX B | disk_read int64
CeKyHay

006bem 3anucaHHbIX HA ANCK LaHHbIX B | disk_write int64
CeKyHay
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06bem nepefaHHbIX fAaHHbIX no ceth B | net_send int64

CeKYHLy
06GbeMm NpUHATBIX AaHHbIX N0 CETH B CEKYHAY | net_recv int64
Bpems perucrpaumu coboituit (UTC) time timestamp
BpemenHas 30Ha timezone string
MpusHak Haxoxpaenns B pexume network | net_locked int(0/1)

containment

06Lee KoAN4eCTBO CETEBbIX CORANHEHNNA connections unsigned

Coctoqune  (ywkumn  3awmtel (0 - | disabled int(01)

BK/IHOYEHbI, T — BbIK/HOYEHDI)

Bpems nocneptero o6Hosnexns ananutuku | config_time json_object
no HaGopam

MpuunHa 3aBepLueHns paborbl shutdown unsigned
MaponibHas 3alLuTa OT yAaNeHuUs arexta protect int(01)

(1- BknoyeHa, 0 — BbIKKOYEHA)

KosmyecTBo CMCTEMHbIX OLUIMGOK sys_errs unsigned
KonnyectBo npuknagHblx owmnGok app_errs unsigned
MakcumanbHas  ckopoctb  otnpasku | netlimit unsigned

coGbiTuit (K6ut/cek)

3arpy3ka npoueccopa cnyx6oii areHTa svc_cpu_load unsigned
Ucnonb3oBanue namsitn cnyxGoin (MGair) | svc_mem_usage unsigned
arexta

Ucnonb3oBaHue  namstv  Apaisepom | drv_mem_usage unsigned
(M6air) arenta

3arpy3ka npoueccopa ApaiBepom arenta | drv_cpu_load unsigned

Mone shutdown MoXeT npuHUMaTh CeAyHOLLME 3HAYEHUS:

1) 0 — areHT paboTaerT B WTATHOM pPeXHME;

2) 1- wraTtHoe 3aBepLueHie paboTbl KOMMbHTEPa;

3) 2 — WTaTHBII NEpPexos KOMNbITEPA B COCTOSIHUE CHA UM TMOepHaLLK;

4) 3 — wraTHas 0CTAHOBKA areHTa.
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DSL-3anpocbl no cratucTuke cpabatbiBatot, ecin B none UCTOMHMK COObITHA Ha CTpaHuue AKTMBHOCTb
BbIOpaH nCTouHMK CTaTUCTHKa.
5.13 Tenemetpus RT Protect EDR

Kateropun (yHKuMi TenemeTpun, Kotopble BO3MOXHO 0OGHapyxutb ¢ nomowbto RT Protect EDR

npejcTaBneHbl B Tabnuue 33.

Ta6nuua 33 — Tenemetpus RT Protect EDR

Kateropusi QyHKumiA MNopxareropus Peanusaums B RT Protect
TeNEMETPUn EDR
Mpoueccs| Co3panme npovecca fla
3aBepluenue npowecca Jla
Loctyn K npoueccy fla
3arpy3ka 06pa3a/6uéaunotexu [la
Co3paanune HUTH B CTOPOHHEM NpoLiecce lla
AKTMBHOCTb, CBSI3aHHAA C NOAMEHOI NpoLecca fla
Daiinbl Co3panve thaina fla
OtkpbiTHe haitna Peann3oBaHo TONbKO ANs
(baiinoB ¢ MOTEHLMANbHO
AKTMBHbIM COAEPXNMbIM
Ynaneue aitna Jla
Mozudukaums (haina fla
lNepeumeHoBanue daiina JIE

AKTMBHOCTb,  C(BfI3aHHAA
YYeTHOM 3aMnucbio
nonb3oBarens

Co3naHme NOKaNbHOM Y4YETHOR 3anucy

floctynHo ¢ nomoLLbHo
Xypxana Windows

MozuthukaLmus N0KaNbHOA YHETHOR 3anucK

flocynHo ¢ MOMOLLbI0
Xypxana Windows

Ypanenue N0KabHO Y4eTHOR 3anucy

floctynHo ¢ nomoLLbHo
Xypxana Windows

Bxoz B yuetHyto 3anuco Jla
BbIx0Z U3 y4eTHoi 3anucu Jla
CeTeBas aKTMBHOCTb TCP-coepunenme fla
UDP-coeauHeHme lla

URL B fnaHHbIE  MOMEHT He
PEanu30BaHo
DNS-3anpoc la

3arpyska (haitna

Peann3oBaHo T0M1bKO AN
(hainos, 3arpyxeHHbiX C
nomoLLbto Opay3epos U ux
KOMMOHEHTOB

Xew-anroputmbl MD5 fla
PykoBoZCTBO Oneparopa noucka yrpo3 RT Protect EDR L ertect o
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Kateropusi dhyHKuumit

TeNeMeTpum

AKTMBHOCTb peectpa

MNopkareropus Peanusaums B RT Protect
EDR
SHA JIE
IMPHASH B naHHbIE  MOMEHT He
Peann30BaHo
Co3panune knova/3HaueHus JIE
Mozaudukaumus Kntoua/3HaueHus lla
Ynanexue Kntoya/3HaueHus Ik

AKTMBHOCTb,  cBA3aWHag ¢ | CO3AaHue 3apaum Peann3oBaHo ¢ nomoLbto
NNAHMPOBLLMKOM 33734 WHANKATOPA aTakK
Mogudukaums 3agayu Peann30BaHo C NOMOLLbHO
WHAVMKATOpa aTak
Ynanenue 3agaum Peanu3oBaHo ¢ nomoLbto
WHAMKATOPa aTak
CyxGbl Co3panue cyxGbl Peann3oBaHo ¢ MOMOLLbIO
WHAMKATOPa aTak
Mozudukaums cyxObl Peanu3oBato ¢ nomoLbto
WHAMKATOpa aTak
Yaanenue cnyxool Peann3oBaHo ¢ nomoLybto
WHAMKATOPa aTak
AKTUBHOCTb fipaitBepa/Moayns 3arpyska ApaiiBepa fla
Moaudukaums apainsepa B paHHbIA  MOMEHT He
peann30BaHo
Bbirpy3ka fpaiisepa B naHHbIA  MOMEHT He
peann30BaHo
Onepauy ¢ yCTpoficTBamu MoHTMPOBaHME BUPTYANbHOMO ANCKA B naHHbIA  MOMEHT He
peann30BaHo
Pa3monTpoBaxue USB-yctpoiictea [la (npu BKAKOYEHUM MOZYNA
USB)
MonTupoBanme USB-ycTpoitcTa [la (Npu BKAKOYEHMN MOSYNSA
USB)
[ipyrue penesanTHble cobitust | MOAN(DMKALIMA rPyNMOBLIX MOAKTHK B AaHHbli  MOMeHT He
peann30BaHo
AKTMBHOCTb,  (BS3aWHag ¢ | CO3AaHHUe UIMEHOBAHHOTO kaHana fla
IMEHOBaHHBIMM KaHaNaMK CoefHEHNe C IMEHOBAHHBIM KaHa/IOM fla
CuctemHble onepauum EDR 3anyck arena fla
OcTaHoBKa areHTa fla

YcraHoBKa arexta

B paHHbIA  MOMEHT He
Peann30BaHo

Ynanexue areHta B paHHbIE  MOMEHT He
peann30BaHo
Arent keep-alive fla
OLwmGKM arenTa fla
PykoBozcTBO Oneparopa noucka yrpo3 RT Protect EDR T ] Prtect
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Kateropusi dhyHKuumit

TeNeMeTpum

WMI akTBHOCTb

MNopkareropus Peanusaums B RT Protect
EDR
WmiEventConsumerToFilter Jla
WmiEventConsumer fla
WmiEventFilter Jla

AxtusHocTb BIT JOBS

AxtusHoctb BIT JOBS

Peann30BaHo C NOMOLLbHO
WHINKATOpa aTak

AxtusHoctb PowerShell

AKTMBHOCTb 0/10Ka CLIEHapUEB

Peann3oBaHo ¢ nomoLLbto
UHIMKATOPA aTak
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6. MepeyeHb COKpaLLEHMiA

AG66pesuarypa Pacmdposka

rocT [0CYAApCTBEHHbIA CTAHAAPT

Wb NHchopmaLmoHHas 6e30nacHoCTb

0c OnepaumonHas cuctema

no lporpaMmHoe o6ecneyenme

APT Advanced Persistent Threat

ATTACK Adversarial Tactics, Techniques & Common Knowledge
CSRSS Client/Server Runtime Subsystem

DLL Dynamic Link Library

DNS Domain Name System

DSL Domain-specific language

EDR Endpoint Threat Detection & Response
ETW Event Tracing for Windows

HEX Hexadecimal

HTTPS Hyper Text Transfer Protocol Secure
10C Indicator of Compromise

JSON Java Script Object Notation

ML Machine Learning

PE Portable Executable

RPC Remote Procedure Call

SHA-256 Secure Hash Algorithm

SSL Secure Sockets Layer

TcP Transmission Control Protocol

TIP Tactics, Techniques, and Procedures
uuID Universally Unique Identifier

WMI Windows Management Instrumentation
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1. TepeyeHb TePMUHOB 1 ONPEAE/ICHHIA

Pacngposka TepMuHa

Komnnekc OPraHn3aLNOHHbIX U TeXHUYECKUX MeponpuaTHil, obecneynBaroLnx

"b
KOH(UACHLMANLHOCTb, LIEAIOCTHOCTb U OCTYNHOCTL MH(OPMALIMM.

nco MexzyHapoiHas opraHu3avus no CraHaapTu3aLmm.

M3K MexayHapoaHas HekoMMepyeckas opraHu3aLua no CTaHaapTU3aLun B 061aCTH NEKTPUYECKNX,
NEKTPOHHBIX U CMEXHbIX TeXHONOrMi. Hekotopble u3 cranjaptoB MIK paspabatbiatorca
COBMECTHO C MexayHapoAHoit OpraHusaliued no CraHAapTU3aLmuu.

MpoBaiigep ETW NtoGoit koMMOHeHT, koTopbii ucnonb3yer Event Tracing APL. 310 MoryT ObiTh kak Knaccuyeckue

nposaiifepbl, co3aantble go Windows Vista u npumensiowme MOF-knaccbl, Tak U npoBaigepsbl
Ha 0CHOBE MaHU(ECTOB, UCNONL3YHOLLME HOBbIE MHTepeichl, nosBuBLMecs B Windows Vista.

PetpocnekTuBHbIit aHanu3

[letanbHoe MccnefoBaHue 06pa303 cnucrem, XypHanos CoObITHiA, 1AMNOB NAMATH W CETEBOrO
TpachKa 33 ONpefeneHHblii NPOMEXYTOK BPeMEeHU B NPOLUIOM C Lebl BbiSBUTL Cleflbl
KoMnpometaLum.

Tenemetpus

CoBOKyNHOCTb MeTOA0B C6OPa MH(OPMALLIMM U M3MEPEHUS NapaMETPOB, NO3BOASHOLLUX NONYYHNTD
Heo0X0AuMble CBeAeHNS 00 yAaNeHHbIX 00beKTax.

Xew-cymma

YHuKanbHbIA  MAEHTU(UKATOP, KOTOPbIA 33AaETCA (aBTOPOM MPOrpaMMbl MAM  MEPBbIM
BMafenblem (aitna) C NOMOLLbI «nepemeLLnBaHus» 1 WiudpoBaHus COAEPXUMOro (aina no
CMeunansHoOMy anropuTMy C Mociepylollei KoHBepTaumnein pesynbrata B 00bIYHYI0 CTPOYKY
CMMBONOB.

Xoct

Jio6oe yCTpoiCTBO, NPeoCTaBAsioLee CepBUCHI (hOpMATa «KNMEHT-CEPBEP» B PEXUME CepBepa
Mo KakuM-uGo WHTepercam M YHUKANbHO ONpefenéHHoe Ha 3TUX WHTepdedcax. B Gonee
YaCTHOM CNyyae MOA XOCTOM MOTYT NMOHUMATh NGO KOMNbOTEp, CepBep, NOAK/MOUEHHDIN K
NOKANbHOM MW TNOBANBHON CETH.

XocT-npouecc

KoHTeitHep NS HECKONbKUX CAYXO, PacrmonoXeHHbIX BHYTPU M 0TOGPaXatoUmxcs Kak OfuH
npotecc.

Anti-Ransomware

MporpaMMHoe 06ecneyenme, 3aluiatollee KOHEYHbIE TOYKN 0T BUPYCOB-LIMAPOBAIbLLIUKOB.

APT-ataka

LleneBas kubepataka (TapreTupoBaHHas kubepataka) — BUA kubepaTaku, NpoLECC KOTOpOil
KOHTPOJMPYETCS BPYYHYI0 B PeanbHOM BPEMEHM YENOBEKOM, SBASIOWMMCS LEHTPOM aTakM.
Llenbto AaHHOR aTakn ABNAETCH XMLIEHME 3aWMLLEHHON MHAOPMALMM U3 MH(OPMALMOHHON
CMCTEMbI KOHKPETHOI KOMNAH!K, OpraHu3aLui n rocyapCTBEHHOM CYXObI.

ATT&CK

ba3a 3HaHuit komnanuu MITRE Corporation, cofepxalias onucaHue TakTuK, NpUeMOB U METO/0B,
MCnoNb3yeMblx KWOEPNPECTYNHUKAMH.

Cmd

KomaHpa ans 3anycCka nHTepnpetaTopa KOMaHA.

CSRSS

KnueHt-cepBepHas MOACKCTEMA BPeMeHW BbINONHeHUs. besonacHblit npouecc Microsoft,
NOMOralowyit ynpaBaTb 00NbWKHCTBOM HAO0POB rpatinieckux MHCTPYKLMA B ONEpPaLMOHHON
cucreme Windows. Jlo Windows NT 4.0 csrss.exe otBeYan 3a BCtO rpaduyeckyro noacucremy,
BK/NKOYAs YNpaBAeHNe OKHAMM, NapaMeTpbl PUCOBaHMS U MHorue apyrue dyHkumn. B Windows
NT 4.0 Gonblwoe KonM4eCTBO MoLHOCTER paboyel cucteMbl GbIN0 NEpeMELLEHO U3 npoLecca
BbINONHEHNS KnneHT-cepBepa B a4po Windows, kotopoe npofonxaer pa6otarb Kak 00bluHas

npoueaypa.

DLL

JInHamnyeckn noakntouaemas 6nbanotexa.
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Pacwudposka TepMiHa

DNS Cnyx6a MMEH LOMEHOB (MexaHu3m, MCMonb3yeMblit B cetu Internet u yctaHaBaMBalowWmit
COOTBETCTBUE MEXAY YncnoBbIMu IP-agpecamu.

DSL lpeAMeTHbIA A3bIK NPOrpaMMUPOBAHMS, CMELUANN3UPOBAHHBIA NS KOHKPETHOW o06nacTu
NPUMEHERMS.

EDR Knacc pewennit inst 0GHapYXeHUst U U3y4eHns BPELOHOCHON aKTUBHOCTU HA KOHEYHbIX TOUKaX:
NOAKNHOYEHHDIX K CETH PaboYMX CTAHLMSX, CepBEpaX, M ApYrux yCTpoicTBax

ETW BbicokoathhekTuBHAsS MacwTabupyemasn CUCTEMa TPACCUPOBKM C MUHMMASIbHBIMK 3aTpaTamu
pPecypco., peanusyemas B onepawnoHHbix cuctremax Windows.

HEX Mo3uLMoHHAR CUCTEMA CYUCTEHUA N0 LIeNI0YUCIEHHOMY 0CHOBAHMUIO 16.

HTTPS Pacwmpenne npotokona HTTP ang noaaepXxin WudpoBaHus B LLENSX NOBbILLEHNS Ge30nacHoCTH

10C UHAnKaTOPBI KOMNPOMETALMA.

JSON TekcroBblii hopMat 0GMeHa AaHHbIMY, 0CHOBAHHbIA Ha JavaScript.

Kerberos CeteBo/t  MPOTOKON ~ AyTeHTU(IMKALMM,  KOTOPbIM  MpeAnaraeT  MexaHusm  B3aUMHOM
AyTEHTU(UKALMM KNUEHTA U CepBepa nepef YCTAHOBMEHUEM CBS3M MEXZy HUMM, NPUYEM B
MPOTOKOE YYTEH TOT (PaKT, 4TO HauasbHbI 0OMEH HHOPMALMER MEXAY KIMEHTOM 1 CEPBEPOM
MPONCXOANT B HE3AWLMLLEHHON CPefe, a NepefaBaeMble Naketbl MOryT ObiTb NepexBayeHbl i
MOZMDULUPOBAHDI.

Linux Cemeitcto Unix-nofo6HbIx onepaLyMoHHbIX CHCTEM Ha 6a3e aapa Linux, BKAKOYaOWMX TOT Win
MHO# Habop yTuANT u nporpamm npoekTa GNU.

MD5 128-6uTHbII anropuT™ XewwnpoBaHus, paspadotaHHbli npodeccopom PoHanbiom J. Pusectom

u3 Maccayycetckoro TexHonornyeckoro uHctutyta B 1991 rogy. lpeaHasHayeH ans co3paxus
«OTNEYATKOBY MU JalAXeCTOB COOOLLEHNs NPOU3BONLHOA AJIMHBI U MOCNEAYIOLLER NPOBEPKM UX
MOANMHHOCTH.

MITRE (The MITRE Corporation)

AmepukaHCKas HekOMMepyeckas opraHu3aLus ¢ AByms Wwrab-keaptupamu B beadopge, wrar
Maccauycetc, U Maknuhe, wrar Bupaxunus. COTPYLHMKM KOMNAHMM  3aHUMAKTCSA
uccnenoBaHusmu Mo paspabotkamu B 06nacTh  060pOHbI, 3/PABOOXPAHEHUS, aBMALMK,
BHYTpeHHei 6e30nacHoCTH i KubepGe3onacHocTy.

ML

Knacc MeT0f0B MCKYCCTBEHHOTO MHTE/INEKTA, XapaKTEPHO/ YepTOii KOTOPbIX IBASIETCS He NpsiMoe
peLleHme 3a/1a4m, a 00yyeHne 3a CHET NPUMEHEHNS PELUEHMI MHOXECTBA CXOAHbIX 3aAaY.

Network containment

TexHonorus, No3BONSHOLLAS 0CyLLecTBNATL CETEBOE CEPXUBAHME.

NSRL HauuoHanbHas cnpaBoyHas 6ubanoteka nporpaMmHoro obecneyenus, cosnaqHas B CLUA.

PE ®opmar ucnosHsembix (ainos, 00bEKTHOTO KOAA U AUHAMUUECKUX GUOIMOTEK, MCMONb3YEMbIR
B 32-X 1 64-pa3psasHbIx Bepcusix onepaLnoHHoi cuctembl Microsoft Windows.

PowerShell Pacumpsiemoe cpencTeo aBTomatu3alnm o1 Microsoft ¢ OTKPbITBIM MCXOHBIM KOLOM, COCTOSILLEE
13 060104KM C MHTEP(EACOM KOMAHAHOR CTPOKM U COMYTCTBYIOLLErO A3bIKA CLLEHApPHEB.

RPC Knacc TexHon0ruid, N03BOASIOLLMX NPOrPaMMaM BbI3bIBATb (DYHKLWMK WAM NPOLESYPbI B APYroM
afpecHom npoctpaHctee. 00b4HO peanu3aumns RPC-TexHonOrMM BKAKOUAET [BA KOMMOHEHTA:
CeTeBOI NPOTOKOA A/19 0GMEHA B PEXUME KNEHT-CEPBEP U A3bIK CepUanu3aLitn 00beKToB.

SHA-1 Anroputm kpuntorpacpuueckoro xewnposanus. Onucan B RFC 3174. [inq BxoaHoro coobiieqns

NPOM3BONLHOM AMHBI ANrOPUTM reHepupyer 160-0MTHOE Xelu-3HaueHune, Ha3bIBAEMOE TakKxe
AafifxXecToM cooGLieHns, KoTopoe 00bIYHO OTOOPAaXAercs Kak LeCTHAALATEPUUHOe YUCNO
AsuHoi B 40 undp.
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Pacwudposka TepMiHa

SHA-256

Anroputm xewwmpoBaHus. Kpuntorpaduyeckas Xiw-(yHkums, pa3pabotaHHas AreHTCTBOM
HaLmMoHanbHoit 6e3onacHoctu CLLUA.

Sophos

bputaHckuin  nponsBOAMTENb CPEACTB MH(OPMALMOHHOM 0e30MacHOCTH ANS  HACTONbHBIX
KOMMbIOTEPOB, CEPBEPOB, MOOUALHDIX YCTPOICTB, NOYTOBBIX CUCTEM U CETEBLIX LU/THO30B.

SSL

Kpuntorpagomyeckuit  npotokon, MCMONb3YHOLMA  aCUMMETPUYHYI0  KpUnTorpaguio AN
ayTeHTM(MKaLuMn  Kntoye  o6MeHa, CUMMETpUYHOE  WMPOBaHME [ COXPaHEeHus
KOH(DMAEHLMANBHOCTH, KOAbI QYTEHTUUKALMN COOBLLEHUA NS LLeNOCTHOCTH COOOLLEHNH.

1CP

(0A1H 13 OCHOBHbIX IPOTOKO0N10B nepefayu AaHHbIX. I'IpenHa3Haqu L9 ynpaBaeHunsa nepepaye
NaHHbIX.

Threat Hunting

Oxota Ha Kubepyrposbl — 370 aKTMBHAA AEATENbHOCTb N0  Kubep3alwmte. [pouecc
YNPeXAAtLLEro U UTEPATUBHOTO NOUCKA B CETAX AN 0OHAPYXEHNS U U30ASLMN CIOXHBIX YTPo3,
KOTOpble 00XOAAT CyLLECTBYIOLME peLeHis Ge3onacHoCTA.

TP

TaKTUKK, TEXHUKN W npoueaypbl, UCnoab3yemble 310YMbILLTEHHUKAMKN ANg OCYLLECTB/IEHUA aTak

utc

CTaHﬂ,apT, M0 KoTopoMy 06LectBo perynnpyert 4acbl U BpemA. 0TAnyaetcs Ha Lenoe KonM4ecTeo
CEKyHJ, 0T aTOMHOT0 BPEMEHWN 1 Ha }J,pOﬁHOE KOIN4eCTBO CEKYHN, OT BCEMUPHOIO BPEMEHN uTt.

uuID

CTaHZapT MAEHTM(MKALMM, MCNONb3YEMbIIl B CO3AAHMN NPOrPAMMHOr0 06ecneyeHns, 0CHOBHOE
Ha3HAYeHue KOTOPOro — N03B0ONTL PACpPeAeNEHHbIM CUCTEMAM YHUKANbHO MAEHTU(MLMPOBATD
UH(opMaLMIo 6e3 LEHTPa KOOPAUHALINK.

VirusTotal

becnnatas cnyx0a, ocylwiecTBAAI0LLAs aHanu3 NOKO3PUTENbHBIX (AiiNoB U CCbINOK Ha NPeAMET
BbIABNIEHNS BUPYCOB, YepBeil, TPOAHOB U BCEBO3MOXHbIX BPELOHOCHbIX mporpamMm. Kpome
GecnnaTHoi CyLIeCTBYeT KOPNIOPATUBHAS NNaTHas BepCUs.

Windows

pynna  ceMeCTB  KOMMEpYECKMX — OMepaLuoOHHbIX  cucTeM  kopnopauuu  Microsoft,
OPUEHTUPOBAHHDIX Ha yNpaBAeHue C NOMOLLbIO rpathyeckoro uHTepdeiica.

WMI

UuctpymenTapuid ynpasnenus Windows. OgHa u3 6a30BbIX TEXHONOTUIN ANS LLEHTPANN30BAHHOMO
yNpaBAeHns W CIeXeHns 3a PaboToi Pas/nyHbIX YacTe KOMMbIOTEPHOR MHPACTPYKTYPbI NOA,
ynpasnenuem nnatgpopmbl Windows.

YARA

MHCprMeHT ANS MATYyUHra TEeKCTOBOM I/IH(bOpMaLI,I/II/I, HANpaB/EH Ha NOMOLLb UCCNefoBaTeENAM
BPEAOHOCHbIX NPOTrPAMM B BbISIBJICHWN U KHaCCI/I(bI/IKaLIMM 06pa3u03 BPEAOHOCHLIX NPOrpamM.
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LiutupoBaHue JOKyMEHTA 0NYCKAETCS TONbKO CO CChINKOM Ha HACcTOSILLEE PYKOBOACTBO. PYKOBOACTBO He

MOXET ObITb MOMHOCTbKO WK YACTUYHO BOCNPON3BEAEHO, TMPAXMPOBAHO MAKM pacnpocTpaHeHo Ge3 pa3pewenns AQ

«PT-UB».

https://rt-ib.ru Ten.: +7 (499) 390-79-05 (MHOroKaHaNbHbIi)
info@rt-ib.ru 117587, Bapwasckoe wocce, som 118, kopn.1, GusHec-LenTp «Bapwaska», Mocksa
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