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1. 06LLme nonoxeHus

1.1 HoeHm(MKaLMA LOKYMeHTa

[laHHOE PYKOBOACTBO KPATKO MOXHO MAEHTU(ULMPOBATD COrNacHo Tabnuue 1.

Ta6nuua 1- UaeHTndukawns JoKyMeHTa

Ha3BaHue pokymeHTa «RT Protect EDR»
PyKOBOACTBO N0/1b30BaTENS

Bepcus JoKyMeHTa Bepcua 1.0.32
(akTyanbHo Ans Bepcum arenta 4.0.0,

Bepcuu cepeepa 4.0,
thpouTenn 3.0.141, 63kenna 1.27.1)

WeHTHdUKaLMS NporpaMMbl «RT Protect EDR»
WoeHTndmkaums paspaboryuka AQ «PT-1b»
YpoBetb 0BepHs Ouenoutblit yposetb Josepus 4 (0Y/14)

«Tpe6oBanua no 6e30nacHOCTY MHOPMALMK, YCTAHABMBALOLLME YPOBHU fOBEPHS
K CPEACTBAM TEXHUYECKOW 3awuThl MHGOPMALMM M CpeacTBaM obecneyeHus
6€30MacCHOCTU MH(OPMALMOHHBIX TEXHONOMMIA, YTBEPXAEHHBIM Npukasom OCTIK
Poccun o1 2 mons 2020 r. N° 76 (3apeructpuposaH Muntoctom Poccun 11 centsibps
2020 r., peructpaunoHHblit N° 59772) (C M3MEHeHUSIMK, BHECEHHBIMU NPUKA30M
OCTIK Poccum o118 anpens 2022 r. N° 68 (3apernctpuposaH Muntoctom Poccun
20 wiong 2022 r., peructpaumnonHblit N° 69318).)»

TpeGoBatHsi no 6e30MacHoCTH «Tpe6oBaHMs N0 0e30MacHOCTH MHAOPMALMA K CPeACTBAM OOHApYXeHUs i
pearupoBaHns Ha ypoBHe y3na yTBepx/eHHble npukasom OCTIK Poccun ot 26
thespans 2025 N° 58»
1.2 AHHOTaUMS OKyMEHTa

Hactosiwmit JOKYMEHT SBASIETCS PYKOBOACTBOM Mo/ib3oBatens nporpammbl «RT Protect EDR» (manee
Mporpamma).

B nokymente npusefeHbl o6limue CBEeAEHMS, CBeAeHMs 00 YCTaHOBKE M MEepBOHAYaNbHOW HACTPOiiKe
[porpammbl, @ Takxe peKoMeHaLu1 no UCnoAb30BaHMH0 porpaMMbl v PELIEHNH TUINYHBIX NPOBAEM, CBS3aHHBIX C

BUPYCHbIMM YTPO3aMM.
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2. 06ime cBeneHUS

lporpamma UMeeT KMEeHT-CEPBEPHYH apXUTEKTYPY U NPeSHA3HAUeHa 419 BbIABACHUS U NPEeLOTBPaLLEHNS
KnOepatak Ha pasfnyHble MH(OPMALMOHHBIE CUCTEMbI — OT OTAE/bHO B3AATbIX KOMMNbIOTEPOB 0 KOPNOPATUBHBIX
cucTem.

lporpamMma BK/tOYaeT B €651 KaK (DYHKLMN KNACCHYeCKOro aHTMBMPYCa, Tak U NepesoBble TeXHONOrMN Mo
BbIABNEHMIO M NPELOTBPALLEHIIO ATaK «HYNIEBOTO» JHS.

lporpaMma 0a3upyetcs Ha CNefylowwux COBPEMEHHbIX MOAX04aX W TexHonorusix B obnactu
UHopMaLMOHHOR 6e30nacHoCTy:

1) EDR (Endpoint Detection and Response) — einHblit LEHTP PacCAEA0BAHMUS 1 PearnpoBaHus Ha MHLMAEHTD
MH(OPMALMOHHOA 0e30NacHOCTH B KOPNOPATUBHBIX MH(OPMALMOHHBIX CUCTEMAYX;

2) Knaccuyeckuit aHTMBMPYC — NOMCK U3BECTHBIX BUPYCHDBIX CUTHATYP B MH(DOPMALMOHHBIX NOTOKAX;

3) MawunHoe 06yyeHme;

4) Anti-Ransomware — 3aLuTa 0T BUPyCOB-BbIMOratenei;

5) MoBefeHyecKas IBPUCTUKA — BbISBNIEHNE U CLEPXMBAHUE U3BECTHBIX BPEAOHOCHDIX TEXHUK B MOBEAEHNN
nporpamm;

6) 10Cs (Indicators of Compromise) u 10As (Indicators of Attacks) — MHAMKaTOPbI KOMNPOMETALLMK U ATAK.

PykoBogcTeo nonb3osatens RT Protect EDR
Bepcusi 1.0.32 ot 08 ntons 2026
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3. HasHayeHme nporpaMmb!

3.1 OcHoBHble 38484 H BO3MOXHOCTH

OCHOBHbIE 3a/a4M 1t BO3MOXHOCTH [IporpaMMbl MOXHO KPaTKO ONMCATb COrNAacHO CNeayoLLeMy CUCKY:

1) bbICTPOE pearnpoBaHme Ha CNOXHbIE U CKPbITbIE YrPO3bl, NPEAOTBPALLEHNE UX [a/IbHERLLEr0 PA3BUTUS;

2) ABTOMATMYECKOE AETEKTUPOBAHME M ObICTPOE pearupoBaHME Ha CNIOXHbIE Yrpo3bl, MPONYLLEHHbIE
MPEBEHTUBHBIMU CPEACTBAMM 3ALLMTDI;

3) C6op u xpaHeHue uHopmawum o cobbiTusx Ub B Te4eHMe YCTaHOBNEHHOMO BPEMEHN XPaHEHHUS;

4) Bbi6opka 3anuceit cobbiTui Ub Ha 0CHOBE NpejyCTaHOBAEHHbIX U NOAb30BATENbCKUX (MALTPOB;

5) 0GHapyxeHue, MaeHTUDUKALNS U perncTpawns nHunaeHTos Ub;

6) [eHepalms 0T4€TOB 0 BOHMKLUMX MHLMAEHTaxX UB;

7) CB0EBpEMEHHOE MH(OPMUPOBAHUE O BO3HUKHOBEHWM MHLMAEHTOB NUL, OTBETCTBEHHbIX 3@ BbIABNEHME
VHLLMZEHTOB W pearnpoBaHme Ha HUX;

8) YnpaBneHue (aMUHUCTPUPOBAHUE) KOMMIEKCOM;

9) ABTOMATMYECKas reHepaLmus MHAMKATOPOB U NPaBUA KOMAPOMETaLMK U3 00HAPYXEHHBIX YTPo3;

10) Busyanusawums nyTu atakin M nOCTPOEHME BCeX COBbITUIA, CBA3AHHBIX C MHLMAEHTOM, TaKiX Kak:

— 06HapyXeHue yrpo3bl Ha KOHEYHOM YCTPOICTBE;

— W3BJIRYEHME KOJa;

— MPOLec, MOPOXAAIOLLMIA Apyrine NpoLecchl;

— (03/1aHue (haina;

— CeTeBble CORANHEHMS;

— MOZU(DUKALMA peecTpau T.4.;

11) MopgpoGHoe onucanne apTe)aktoB B MH(OPMALMOHHOA KAPTOUKE WHUMAEHTA ANA  aHaau3a
NepBONpPUYMH;

12) B0o3MOXHOCTb BbISIBNIEHNS BCEX 3aTPOHYTLIX CEPBEPOB U PABOUMX CTAHLMA.
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3.2 Cnoco6bl 0TpaxeHus NpeMeTHOi 06/1aCTH B NporpaMme

lporpamMma npeaHa3HayeHa ans BbisBAEHUA KbGepyrpo3 u 60ps0bI €O CIoXHbIMI APT-aTakamu.

Y100bl 3aLWMTUTL KOPMOPATMBHYIO CeTb OT PA3/IMYHLIX Yrpo3, MHOMME OpraHu3auun MpUMEHSIOT
KNacCMyeckne CpeacTBa: aHTUBUPYCHbIE PELIEHNs, CkaHepbl 6E30MacHOCTH, @ TakXe CUCTEMbI 0GHapYXeHns W
npeaoTBpaLLeHns BTOpxXeHuin. 0LHAKO yKa3aHHble CUCTEMbI He BCErAa B COCTOSHUN 0GHAPYXMUTb CNOXHbIE LeNeBble
aTaku un NpefocTaBuTb LOCTATOYHOE KOMMYECTBO MHADOPMALLMM ANA NPUOPUTU3ALLIAM U PACCNEA0BAHNS MHLMAEHTOB
Wb, koTopble Gbinu 0GHAPYXeHbI. L1 3700 COTPYAHMKI, 0TBEYAKOLLME 33 MH(IOPMALMOHHYI0 6€30MaCcHOCTb, AOKHbI
MCNoNb30BaTh Lie/bIi KOMNNEKC CPeACTB, 4T06bl 06ecneyuts 3awuty UC u yckoputb pacciefoBaHue uHLuaenTos Ub,
KOTOPbIE BCE Xe MOryYT BO3HUKHYTb.

K Takum CpescTBam OTHOCATCA:

— @HTUBMPYChI HA KOMMbOTEPAX 1 MOGU/IbHBIX YCTPOACTBAX BCEX COTPYAHUKOB;

— SIEM-cucTembl, B KOTOPble MHTETPUPOBaHbI NOTOKK aHHbIX 00 yrpo3ax;

— aHTH-APT-cucrembl, 06ecneymBaroLne 0GHApYXeHNe CNOXHBIX Yrpo3 U LLeNeBbIX aTak;

— CMCTEMbI UCCNef0BaHMS 00pa3LL0B NPOrPaMMHOro 00ecneyeHns u noucka noapo6HoM MHGopMaLMK 0
XapakKTepuCTMkax BPeAOHOCHOTO NPOrPaMMHOro 00ecneyeHns no HAMKAToOpaM KOMNPOMETaLIMy.

B MOMeHT BO3HMKHOBEHMS MHLUMAEHTA OT COTPYAHUKOB, OTBETCTBEHHbIX 3a Ub, TpedytoTcs ObicTpble U

TOYHbI€ Liarn, KoTopble no3BoAAT MUIHUMN3UPOBATD ymepﬁ OT UHUMIeHTA.
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4. TpeGoBaHus K annapaTHOMy 1 nporpaMMHOMY 06ecrieueHHio

Knuentckas yactb (aanee Arent) pabotaer Ha cnegyrowmnx 0C Windows:
1) Windows: 7, 8, 8.1, 10 (64-x n 32-x pa3psaHoi nnatghopme),11;
2) Windows Server 2008 R2, 2012, 2016, 2019, 2022.

o [puMeyaHne
L na0CWindows 7 6o Windows Server 2008 R2 fonxHbi GbiTh yCTaHOBNIEHbI NaKeTbl 0GHOBAEHHM
KBA4474419 v KB4490628.

Ha Bcex Bepcusx Windows ans koppekTtHoit padotsl arenta EDR tpeGyetcs Hasmumue yCTaHOBNEHHOO

komnoHeHTa .Net Framework Bepcuv 4.5 unu Bbilwe.

Knuentckas yactb (aanee Arent) pabotaet Ha cnegytowix 0C Linux:
1) Astra SE 1.6;

2) Astra SE1.7,

3) Astra SE1.8;

4) Debian 11:

- 5.10.0-19-amd64;
5) Debian 12;

6) Debian 13;

7) Ubuntu-18.04;

8) Ubuntu 20.04;

9) Ubuntu 22.04;
10) Ubuntu 24.04.
11) Red 0s7.3;

12) ALT Linux 10;
13) Cent0S 8 m 9.
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MpuMeyanue

TpeboBaHus AreHTa K annaparype COBNafaoT ¢ CooTBeTCTBYOLLMMY TpeGoaHuamu Windows u Linux.

JlononnutenbHble Tpe6oBaHUS HE NPeAbABASIOTCA.

Crucok OC v aaep, noaaepxuBaembix AreHtoM ans Linux, B npotiecce pa3pabdoTku MOXET YTOUHSATLCA

W MONOMHATLCA, 3@ NOAPOOHOI MHAIOPMaLLMEl 0 NOAAEPXMBAEMbIX iApaX cnelyeT o6paLlaThcs K

lpousBoguTento.

Cepsep pa6otaet Ha 64-x pa3paaHoi nnatopme OC Astra Linux SE 1.7 wan Ubuntu 20.04.5 LTS. AnnapatHas

nnauhopma cepsepa 06ecneynBaeT BO3MOXHOCTb BbINOJIHEHUS (hYHKLI,MOHaﬂbeIX TpGﬁOBaHMﬁ, MPEABABAAEMBIX K

cepsepy, Cy4€TOM TEXHOJIOTUK €r0 NOCTPOCHNA, KPUTEPHUEB NPON3BOJINTENIBHOCTU I OTKa3OYCTOI7I‘WIBOCTVI.

KnuenTckas yactb nporpamMbl MPUrOAHa AN (DYHKLMOHMDOBAHMS Ha annapatHbiX MAat(hopMax,

yka3aHHbIX B Tabnuue 2.

Ta6nuua 2 - NporpaMmHo-annapatHoe obecneyeHne u cpefia PyHKUMOHMPOBAHHS KNHEHTA

Xapakrepncruku Knuentckas yactb

OnepauuoHHas cuctema

Windows/Linux

(cBoBoaHOE NPOCTPAHCTBO)

MuHUMasbHble PekomeHayeMmble
Tpe6oBanus Tpe6oBanus
Mpoueccop x86 x86
C TakTOBOW YactoToit 11TL, v Bbllwe C TAKTOBOW YacToToi o1 2 [Ty 1
BbilLe
OnepatuBHas namsTb 276 4Tb
Kectkuit guck 2Tb 4Tb

MuHumanbHble TpeGoBaxus 4ns cepsepa, o6cnyxusatowero 500 n 5000 arextoB ¢ nepuoaoM xpaHeHus

coObiTui 30 gHel, npeacTaBneHsl B Tabnuue 3.

Ta6nuua 3 - TpeGoBaHus K cepaepy

XapakTepucruka Konnuectso arentos

500 5000
Mpoueccop 12 afep € 4acToToil He MeHee 3 GHz 24 9ppa ¢ yacToToii He MeHee 3 GHz
OnepaTuBHas namath 327b 96 b
Xectkuii puck*™ SSD: 630Th SSD: 6 Th
(cBOGOZHOE NPOCTPAHCTBO) HDD: 2Tb HDD: 20 Tb
lponyckHas cnoco6HOCTb 4 M6ur/c 40 Méw/c
KaHana
PykoBozcTBO nonv3osartens RT Protect EDR T ] Prtect
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Harpy3ka Ha XeCTKUA UCK 3aBUCUT OT BPEMEHM XPaHeHus! COObITUI U PaCCUMTLIBARTCS MCXOAS U3 TOTO, YTO
Ha 0[HO CoObITHe NpuxoAnTCA 4 knnoOaiTa AaHHbIX. Harpy3ka Ha CeTEBOW KaHan pacCYMTbIBAETCH UCXOAS U3 TOTO, 4TO
B 1 cekyngy ornpasnserca 0,5 kunobaitta faHHbIX Ha 1 cobbitve. [lpu pacyere TpeboBaHMil K Cpepe
(DYHKLMOHMPOBAHMS CEPBEPHOI YACTU HEOOX0AMMO YUNTBIBATL, YTO CPEAHEE KONMYECTBO COOLITUM, NPUXOAALLMX OT
areHTa B CeKyHay A0MKHO COCTaBNSTh He Gonee 1cobbiTns.

Bce pacyetbl ana TpeGoBaHuit annapatHbix naaTopm ykasakbl ¢ yyetom EPS paBHoro eguHuue. Takoe
KOJIMYECTBO COOBITUI B CEKYHAY AO0CTUraeTcs paboToi aHaNMTUKOB B 4aCTH CO3AAHUA UCKIIOYEHNI NS MPOTPAMM U
(haitn0B, CETEBBIX UCKMOYEHNI M UCKNIOYEHUA 1S MHAMKATOPOB aTak, @ Takxe C MOMOLLbI0 HAaCcTPOeK npoduns
0€30MacHOCTH arexTa.

**Mpn Heobxogumoctu fo 2000 areHTOB MOXHO MCM0Ab30BaTb T0bKO HDD.

CepaepHas yactb [IporpamMmbl noAaepxuBaer paboty B Gpay3epax, NpeAcTaBAeHHbIX B Tadnuue 4.

Ta6nuua 4 — Cnucok nopaepxnsaembix Gpaysepos

Tun Gpaysepa MunumanbHas pekoMeHgyemasn Bepcus
1 Google Chrome Bepcua He nuxe 92.0.4515.107
2 Firefox Browser Bepcus He Huxe 83.0

U “J lpumevanne
LJd

llporpamma coBMecTUMa C Apyrumu Gpay3epamu, OfHAKO KOppekTHas paboTa B HMX He
rapaHtupyetcs. B cnyyae obpaleHus K cepsepy ynpaBaeHns u3 Hemopgepxusaemoro Gpaysepa

PEKOMEHAYETCA 0TKAK0YaTh 610kupoBLLMK peknambl (AdBlock).

U “J Baxno

[lepes, YCTAHOBKOM areHTOB HA KOHEYHbIX TOYKAX 3aliMLLaeMOi KOPNOPaTUBHOM MH(PACTPYKTYPbI
HeoOXxoanmo fo0aBuTb IP-agpeca M AOMEHHbIE MMEHa UCNO/b3YeMbIX B 3TOA KOPMOPATUBHOM
uHdpactpyktype VPN-cepBepoB 1 NPOKCU-CEPBEPOB B CMUCOK CETEBbIX UCK/OYEHNI (BbIOpaTh TUN

neicreus Paspewnts (Bcerpa)).
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5. Ponm nonb3oBartesied, B3anMoeACTBYtoLLYX C [1porpaMMon

Cpyktypa U KoHdurypaumus lporpammbl CNPOEKTUPOBAHbI M Peanu3oBaHbl TakuM 00pa3oM, uToObl
00ecneyntb ONTUMAsbHbLIA KOMYECTBEHHDII COCTAaB NepPCoHasa, KOTopblil HEOOXOANM ANs (DYHKLMOHNPOBaHuUS. [ng
(pyHKunoHMpoBaHus lporpaMmbl He TpebyeTcs KpyrnoCcyTo4HOro 006CYXNBAHNA U NPUCYTCTBUS NEPCOHANA.

Ans o6ecneyeqns IPHEKTUBHOr0 (DYHKLUMOHUPOBAHUA B lTporpamme HEOOXOAUMO HaNMyUe CRedyroLLmuX
rpynn nosb3oBaresiei, KOTOpble B3aMMOAENCTBYIOT C lTporpammoii:

— M0/1b30BaTe/Ib;

— aiMUHUCTPATOP;

— aiMuHMcTpaTop 6e3onacHoCTy.

Monb3oBateNb — COTPYAHMK, BbINONHSAKOLMA PAabOTy Ha NEpPCOHANbHOM KOMNbIOTEPE, HA KOTOPOM
yCTaHoBNeH MoZynb ArenTa. llonb3oBarens He B3auMOAeHCTBYyeT ¢ [IporpamMmoit HanpaAMyo, eMy AOCTYNMHbI TONIbKO

onoBeLLeHns B 061acTu yBegomeHns naHenu 3agaq 0C o COCTOSHMM 3aLMLLaeMORt MALLMHDI.

[lpuMeyanne
9

L) pu ycraHoBKe areHTa C NOMOLIbIO KOMAHAHOA CTPOKN YBESOMAEHHUS NOSIb30BATENH MOFYT GbiTh

OTKNOYEHbI aAMUHNCTPATOPOM.

AZMMHMCTPATOp — COTPYAHMK OTAena WHdopmauuoHHoi OesonacHoctn (ganee WB) wam Llewtpa
o6ecnevenns Gesonackoctn (SOC), KOTOPbIA BINOAHAET (DYHKLMIO IKCNEPTHOA OLEHKM Yrpo3, BOHUKAMLMX B
OTHOLWEHMM 3aLuwaemoi Mporpammont IT-uHAPACTPYKTYPbI.

AZMMHUCTPATOP C NOMOLLbHO JOCTYNHOTO ANs HEero (hyHkumoHana lMporpammel (Mpexze BCEro 310 aHams3
KapTouek npefynpexaexuid) paccnefyet cobbiTus, KOTOPbIE NOTEHLMANbHO MOTYT HapYWMTb PaboTy 3aLMLLAEMbIX
YCTPOACTB MAM 3alLMLIAEMON CeTM B LenoM. B cnyyae oOHapyxeHus BPeAOHOCHOA MPOTpaMMbl WAW aTaku Ha
MHGPACTPYKTYpY 3almwaemoro o6bekra afMUHUCTPATOP MOXET ONepaTUBHO OTpearupoBatb, K MpuUMepy,

U30/IMPOBAB 3aPaXeHHbIA BPEAOHOCHBIM (DaiioM XOCT U 3a0/10KMPOBAB €HCTBUE ONACHON NPOrpamMMbl.

PykoBogcTeo nonb3osatens RT Protect EDR
Bepcusi 1.0.32 ot 08 ntons 2026
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AnmuHuCTpaTOp 6€30MacHOCTH — YMOMHOMOYEHHbIA COTPYAHUK OpraHu3auuu 3akasuuka wau Llentpa
obecneyens 6e30nacHOCTU. AIMUHUCTPATOP YCTAHABAMBAET CEPBEPHDIN U AareHTCKMI MOLY/IM, @ TAKXE HacTpanuBaet

Mporpammy Aing e KOPPEKTHOR U NONHOMYHKLMOHANBHOK PaboTbl.

PykoBogcTeo nonb3osatens RT Protect EDR
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6. YcraroBka 1 BbinosHerme MporpamMmbl

6.1 YcraHoBka Arenta B OC Windows

6.1.1. 06Lwue peKOMEHAALMM NO YCTaHOBKE W YAaNneHuio Arenta

Mepes ycTaHOBKO# AreHTa He00X0AUMO 03HAKOMUTLCS C TPeOOBAHMSIMM K NPOrPAMMHOMY 1 annapaTtHoMy

00ecneyeHunto, ONUCcaHHbIMK B n.4.

9
Ld

BaxHo

3anyck yTuAnTbl MO YCTAHOBKe/yAaneHno AreHta B pexume KOMAHZHOA CTPOKM MPON3BOAMTCS
nosib30BaTesieM C npaBamu ALMMHMCTPATOP C MOMOLLLIO MHTEPNpeTaTopa KOMaHAHOM CTPOKN
cmd.exe.

3anyck YTUAMT MHCTAANALMM/GENHCTANNALMM AreHTa OCYLecTBASETCS C MOMOLLbIO MPUAOKEHNS
[POBOAHMK, @ TAKXe C MOMOLLbLI0 CTAHAAPTHOrO MHCTPYMEHTA «YCTAHOBKA U yAaNeH!e NPorpamm».
3anyck yTWuTbI ycTanoBKulyfanesus Arexta fpyrumu cpeacteamu (tuna Total Commander) e
NpeayCMOTPEH.

3anyck yTUAMT yCTAHOBKM/YAaNeHNs areHTa C NOMOLLbI KOMaHAHOR 0605104ki PowerShell Hanpsmyto
He MNpefycMOTPeH, ONOCPeOBAHHO MOXHO 3amyCTUTb YTUAMTHI C NOMOLLbK MHTEpnperaTopa
KOMAHZHOMN CTPOKM:

PowerShell cmd.exe /C: u fanee KOMaHZbI N0 YCTAHOBKE/yAaNeHNO ONUCAHHDBIE B Pa3fesiax Hixe.

Janyck PowerShell nosmxeH ObiTb BbINOSHEH C NpaBaMu ALMUHKCTPATOP.

6.1.2. YcranoBka Arenta ¢ nOMOLLbIO HHCTAANATOPA C rpadnyeckum nHTepdeicom

UHcTannsunonHas sepcus lporpaMmbl NpeacTaBeHa B BUAE COOCTBEHHOTO MHCTANNATOPA.

Ins YCTAHOBKHK HE06X0MMO BbINOAHUTb cneayrouine waru:

1) Ckavatb uHcTannstop nocnepHedn Bepcun MO ¢ cepsepa Mpeanpusatus-usrotosutens (Cepsep

ynpasenus).

2) 3anyctutb NpOLLECC YCTAHOBKY IBOAHBIM KAMKOM N0 MHCTannsTopy. OTKPOETCS OKHO, NPpe/CTaBNeHHOe Ha

pucynke 1.

PykoBogcTeo nonb3osatens RT Protect EDR
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ﬁ! ¥cranoewmk nporpammer Arest RT Protect EDR 2.0.101.2599 X

AreHT RT Protect EDR

Pewenue RT Protect EDR npegHasHayeHo ana sawmTel KOMNaHKA 0T BRELOHOCHOMD
MPOrPaMMHOTD 0BECNEYEHNA, BKIIOUEA MSBECTHRIE YTPOSkE W Yrpo3sl "HyNeBors” OHA.
Kpome Toro, RT Protect EDR npegocTaenaeT cpenctea oGHapy*eHWA, MSy4EHUA M
MPOTMB0AEHCTEMA BPENOHOCHON aKTMEHOCTH ANA Gopblbl CO CNOXHEIMK YrpasamK 1
LieneHanpagneHHEIMA 3aTakaMKl Ha KOMMNaH.

Ina yCKOpPEHWA YCTEHOBKM PEKOMEHAYETCA S3KPLiTh BCE NPOrPaMMb.

InA ycTaHoBKW MPOrpaMMEl 38NONHATE MONA HOpMBl HUXKE M HEXMWTE KHOMKY "YCTaHoBMTs "

|0 kmiaeHTa | | [] Touka soccrarosners

Cepeep | .. ||443 |

CeE0sHWA 0 CYLECTEYIOWLEN YCTaHOBKE

Token: d53a™

|0 knuenTa: 8db5™"
Cepeep: 192.168.113.7.443
MNO: He ycTaHoBNEHD

OmeHa YeranoBuTs

PucyHok 1 - OkHo ycranoBku [porpammbl

3) 3anonuutb none ID knueHta (He MeHee 8 cumB0OB) M appec cepsepa. ID knueHta Geperca u3
COOTBETCTBYIOWETO NOAS NOCAE YCTAHOBKM MOAYAS aAMMHACTPUPOBaHMS B pa3gene JlnueHsus/Mudopmauus o
JMLEH3NN.

4) NMpu HeoOX0AMMOCTH CO3aHUS TOUKN BOCCTAHOBEHMS, OTMETUTb FaN0YKOii B CTPOKE HAanpoTHB (hnara
TouKa BOCCTAHOBNEHHSA.

5) Haxarb YcTaHoBHTb, NoaBuTCA 0KHO MHAeKcupoBaHue Gainos (cM. puc. 2).

WMhaekcupoeanue gainoe X

BoanmonHaeTCA MHAEKCMPOBAHME CUCTEMHBIX PIANos .

,D,aHHblla 3Tan yCTAaHOEKW HE AENAETCA DEHSBTEJ'IbeIM, HO MO3BONAET NOBEICUTE
MNPOWSE0 AMTENBHOCTE YETAHAE MMESEMOA NPOrpaMMel B OaNbHEAWLEM .

PexomeHoyeTcA 00XA3TECA 33BEPWEHNA MHOSKCHPOBAHWA.

Ofpabotaro 45 nz 1228 dainos

Mponycmime

PucyHok 2 — [logTrepxaeHHe YCTaHOBKH
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6) Mocne 0KOHYaHMA NpoLecca YCTaHOBKM NOSABUTCS OKHO (PUCYHOK 3).

AreHT RT Protect EDR

Pewenne RT Protect EDR npeaHasHayeHo ANA SalMTsl KOMMNaHWA 0T BPEA0HOCHOrD
MpOrpaMMHOro 0BECNEYEHWA, BKMIDYAA W3BECTHRIE YTPOSkl M yrposkl "Hynesora” aHA.
Kpome Toro, RT Protect EDR npeaocTaenAeT cpeacTea o6Hapy*EHWA, M3YYEHHA W
NpoTWEOASHCTEWMA BREAOHOCHDH SKTWBHOCTW ANA BopkBsl CO COXHBIMI YTPO3aMI 1

WHaekcuposanyy  USNERSNNEBNSHHBIMM ATAKAMM Ha KOMMEHHA.
InAa ycTaHoBkKM Wrgoprauws X ranosum",
BemonHaeTtca §
aHHbIA 3Tan ye1 A npuHMa AnsHocTM
Lidih il sl | o YETaHOBKA NPOrpamMMel YENEWHO 336EPLUIEHE,
Pexomengyetca §  |P-agpec cepse
S—
(OBpaboTaro 45w
Towen: 5341
I |IP-agpec cepeepa: 192.168.113.7
MNC: He ycTaHoBNEHD
OmeHa YcTaHoBUTE

Pucynok 3 - lpouecc yCTaHoBKM

7) loxnatbes 3aBepLueHns YCTaHOBKM 1 Haxatb kHomky OK.

8) Mocne 3aBepluieHnss YCTAHOBKM B MNPaBOM YAy 3KpaHa B CUCTEMHOM Tpee MOSIBUTCA MKOHKA
ycranosnenxoi nporpamml RT Protect EDR.

Mocne 3aBepluenns ycraHoBku co3faetcs nanka C:\Program Files\PT-UHdopmaLmonHas 6e3onacHoCTD.

9) Mocne nepBoHaYanbHOM yCTaHOBKN ArenTta ero Heobxoaumo BepuduumupoBatb. Onepauns ZoCTynHa
TO/ILKO NM0/Ib30BATENSIM CUCTEMBI C PO/IbI0 ALMUHKCTPATOp Ha CepBepe ynpaBaeHus.

MoApoOHY0 WH(OPMALMKO O BEPU(IMKALMM AreHTOB MOXHO W3Yy4uTb B [AOKYMeHTE «PyKOBOACTBO

AZMuHucTparopa.

6.1.3. YcranoBka Arenta ¢ NOMOLLbIO HHCTAANATOPA B PEXUME KOMaHLHOA CTPOKM
YctaHoBKa AreHTa C MOMOLBHO MHCTAnNATopa Setup.exe OCYWECTBASGTCS NONb30BaTeNeM C MpaBamy
AnmMuHuCTpaTopa.

TunuyHble onepawuun n CooTBETCTBYHOLLME UM KOMOMHALLMN KOMAH[HbIX CTpoK:
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1) MepBoHayanbHas yctaHoBKa Arenta B silent-pexume ¢ MHAEKCMPOBaHUEM (hailf0B:

Setup /noUl /server=192.168.71.77:5000 /customerld=12345678

2) NepBoHayanbHas ycTaHoBKa AreTa B silent-pexume ¢ NponyckoM 3Tana MHAEKCMPOBaHWUS (haitnos:

Setup /noUl /skiplndexing /server=192.168.77.77:5000 /customerld=12345678

[ns pa3pelienns nepesarpysku (B ciyyae HeobxogumocTu) 6e3 3anpoca MoAb30BaTeNs AOMyCKaercs
yka3atb napamerp /canReboot.

B napamerpe customerld yka3biBaeTcs feHCTBUTENbHBIA KOS K/IMEHTA U3 INLLEH3NM.

3) 0GHOBAEHME YCTAHOB/IEHHOTO AreHTa:

Setup /noUl /update

4) 0GHoBNEHME YCTAHOBNEHHOTO AreHTa ¢ nepe3arpy3Koi:

Setup /noUl /updatesafe /canReboot

5) 06HoBneHue endpoint cepsepa:

Setup /noUl /update /server=192.168.77.77:5000

lpumeyaHue:

B napametpe /server ykasbiBaetcs endpoint cepBepa (Lonyckaetcs He ykasbiBatb HoMep nopta). Ecau
Tpebyetcs 06HOBUTL TOAbKO NOPT, TO BMecTo IP-afpeca cepBepa [ONYCKAeTCs yka3biBaTb CUMBON * (npumep:
Iserver=*:5000).

6) 00HOBNEHME MAEHTU(UKATOPA KNNEHT]:

Setup /noUl /update /customerld=12345678

UHTepdeiic KoMaHAHOM CTPOKM MPOTPaMMbl YCTAHOBKM areHTa:

1) /noUl — 3anyck nporpamMmbl yCTaHOBKYM 6e3 Noka3a N0Nb30BaTeIbCKOr0 MHTEp(eica;

2) IcanReboot — pa3pelwenne nepe3arpy3ku 6e3 3anpoca k N01b30BaTENH (€CM Nepe3arpy3ka Tpedyercs);

3) /skipIndexing — nponyck 3Tana yCTaHOBKM, CBSA3aHHOTO C MHAEKCUPOBAHUEM (haitnoB;

4) Jupdate — pexum «0GHOB/EHNE Ha NETY;

5) /updatesafe — pexume «06HOBAEHKE C NEpe3arpy3Koiy;

6) /server — naeHTM(IMKALMA CEPBEPHOR HACTH;

1) lcustomerld — naeHTMdpMKaTOP KAMEHTA (BbIAAETCS BMECTE C MLIEH3NEN);

8) /restore_point — co3aHNe TOYKM BOCCTAHOBNEHMS,
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9) /tray=[<YpoBeHb>] — ynpaBneHne 3HAUYKOM 1 yBELOMIEHUSIMY B Tpee.

YpoBHu:

— 0 — HeT 3Hauka B Tpee, YBEAOMIEHUS HE BbIBOAATCS;

— 1— eCTb 3HA4O0K, YBELOMNEHNS He BbIBOAATCS;

— 2 — eCTb 3HA40K, NOKa3bIBATb TONLKO KPUTHYECKUE YBELOMIEHNS,

— 3 — eCTb 3Ha4OK, NOKa3bIBaTb BCE YBELOMIEHMS.

Mpumep 3anucu: /tray=0 — ycTaHoBKa areHTa 6e3 3Hauka B Tpee, 1 6e3 BbIBOa YBEAOMEHMI.

10) /no_driver — pexum «6e3 3aLuTbi».

11) /no_proxy — pexum YCTAHOBKW areHta, Npu KOTOPOM HE MCMOAb3YeT CUCTEMHbIE HACTPOMKM
MPOKCUPOBAHMS CETEBOr0 Tpahuka Npu B3aMMOLENCTBUN C CEPBEPOM.

12) IpreVerifyEvents — onuum oTcnexuBanmns CoObITMI Ha 3Tane BepuduKaLmuy:

IpreVerifyEvents=0 — He oTcnexwmBaTh (NOCAe BepUMKaLMKM areHTa Ha cepeepe He GyayT oToOpaxarbCs
Co0bITHA, NPOM30LLEALLINE B CUCTEME [0 ITaNna BepudukaLmu);

IpreVerifyEvents=1- otcnexwmsatb T01bK0 COGbITMs CTapT npowecca (nocie BepudukaLmu Ha cepepe OyayT
0T0OpaxarbCs T0/bKO COOBITUS 3anyCKOB NPOLLECCOB);

IpreVerifyEvents=2 — otcnexuBatb Bce COObITUS (BCe COObITUS MOCAE YCTAHOBKM U 0 BepucinkaLum Oyayt
HaKanMBaThCA B Kelle [0 Tana ero nepenoiHeHus, nocae KOToporo HoBble CoObITUs OyAyT nepetupatb Crapble
CoObITUA, NPU CTAHAAPTHBIX YCIOBUAX HANONHEHNE KeLua COObITUR NPONCXOANT B TeUeHue 7 fHel).

Mo ymonuaHuio areHt ycraHaBnnBaetcs ¢ onuuei /preVerifyEvents=0.

6.1.4. lMonb30BateNbCKuit MHTEP(EIC

AreHT, YCTaHOBEHHbIA HA M0/b30BATENbCKOM MalUMHE, He WMEeT aKTUBHOMO M0Jb30BaTENbCKOr0
uHTepdeiica. ALMMHUCTPATUBHBIA MOAYb YnpaBaeHus AreHTOM HaXxOAMTCS Ha CepBepe W ero Noib30BaTe/NbCKHil
UHTEPENC He AOCTYNEH A9 N0Nb30BaTeNs. AreHT NpefocTaBAsier n0/b30BaTeNto/aiMUHICTPATOPY HH(OPMALVI0 00
yrpo3ax 1 npo0semax, 0GHapYXEHHbIX B CUCTEME C MOMOLLbLH BCMAbIBAKOLLNX OKOH.

Ha pucyHke 4 nokasaH npumep YBEAOMIEHUS, TeHepUpyeMoro AreHToM, KacalowWuics 3awutbl OT

BPEAOHOCHbIX AEHCTBUM.

PykoBogcTeo nonb3osatens RT Protect EDR
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% Arent RT Protect EDR

3abnokupoBaH npouecc

WMIC.exe

Pucynok 4 — Ysepomnenue o 610knpoBke npouecca

Ha PUCYHKAX 5 - 6 nokasaHbl YBEOMNIEHNA, TEHEPUPYEMbIe Arentom npu u3onauun cetn. MoapobHee o

COOBITMM M30A15ILMM AreHTa MOXHO 03HaKOMMUTLCA B JOKYMeHTe «PyKOBOACTBO AAMUHMCTPATOPAX.

% Arent RT Protect EDR

W3onauua cetn BKAKOYEHa

PucyHok 5 — Bkntouena nsonsiuus cetu

® Areut RT Protect EDR

M3onsauua cetm BbiK/IlOUEHa

PucyHok 6 — Buikntouena u3onsius cetu

6.2 Ycranoka Areta B OC Linux
6.2.1. 06wue cepeHns
[nctpubytvs Arenta EDR nog Linux npectaBneH B BUAE ClIeYIOLLMX NaKETOB:
— deb-naker;
— rpm-nakKer.
Arent EDR B (hopmare deb-nakerta, paccuutaH Ha yctaHoBky B cnepyrowux 0C:
— Astra SE 1.6 (64-x pa3psaHas nnathopma);
— Astra SE 1.7 (64-x pa3psaHas nnatgpopma);
— Astra SE 1.8 (64-x pa3pagHas nnatopma);
— Ubuntu-18.04 (64-x pa3psiaHas nnatopma);
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— Ubuntu-20.04 (64-x pa3psgHas nnatgpopma);

— Ubuntu-22.04 (64-x pa3psigHas nnatopma);

— Ubuntu-24.04 (64-x pa3psaHas nnathopma);

— Debian 11;

— Debian 12;

— Debian 13.

Arent EDR B (hopmarte rpm-nakerta, paccyutaH Ha yctaHoBky B cnegyrotwmx 0C:

— Red 0S7.3;

— ALT Linux 10;

— Cent0S8m9.

[ins pa6oTbl arexta TpebyloTCs CepytoLLmMe nakeTbl (60NbLas YacTb U3 HUX BXOAMT B COCTaB 6a30B0/ YaCTH
0C):

1) libbrotli1 (>= 0.6.0);

2) libc6 (>=2.22);

3) libcurld (>=17.16.3);

4) libelf1 (>=0.142);

5) libev4 (>=4.04);

6) libgcc-s1(>=3.0);

1) libjansson4 (>= 2.1);

8) libsqlite3-0 (>= 3.5.9);

9) libssl1.1(>=1.1.0);

10) libstdc++6 (>=17);

11) libsystemd 0;

12) libuuid1 (>= 2.16);

13) zliblg (>=1.2.3.3);

PykoBozcteo nonb3osarens RT Protect EDR CIRT
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6.2.2. MopAKOK YCTAHOBKM
YcraHoBka arenta B oopmarte deb naketos

1) YctanoBuTb nakeTbl U3 3aBUCUMOCTE, BbINoAHKB B TepMutane B OC (Ubuntu/ Debian/Astra) cnegytowyto
KOMaHLy:

«sudo apt install libbrotli1 libcurl4-gnutls libelf1\ libev4 libjansson4 libsqlite3-0 \libssI1.1 libuuid1 zlib1g»

[ns 3HauntenpHoi yactu OC (Debian, Ubuntu) gocratouHo BBectu kKomanpy sudo apt install libevd

[ns ycranosku B Astra Linux 1.6 SE notpebyetcs 106aBuTb penosntopuu, ONucanHble no CColike.

2) NepeiTn B AUPEKTOPMIO C PACMaKOBaHHbIM apPXMBOM UHCTANNATOPA, HANPUMEP, BbIMOAHUTL KOMAHAY:
«cd 3arpysku»
3) Ycranosutb deb-naket arenta EDR B OC (Ubuntu/Debian/Astra), Bbin0HMB B TepMUHANE CNIEAYHOLLYIO
KOMaHLY:

«sudo dpkg -i avd_1.x.x_amd64.deb»

Y100b1 8 OC Debian 3anyctutb ycTaHoBKY 0T N0/1b30BaTeNs, €ro Heo6X04MMO BHECTH B (haiin sudoers.

YcraHoBKa arenta B (hopmarte rpm nakertos
1) ns ycranoku naketoB u3 3asucumocted B OC Red 0S 7.3 B TepMuHane BbINOAHUTL Cregytowime
KOMaHpbl:
«sudo dnf install jansson-2.14-1.el7 .x86_64»
«sudo dnf install libev-4.33-1.el7. x86_64»
2) Ycraxosutb rpm-naket arenta EDR B OC Red 0S 7.3, BbinoHMB B TepMUHaNe CeAYHOLLYI0 KOMAHAY:

«sudo rpm -U avd-1.3.0-redos.x86_64.rpm»
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https://wiki.astralinux.ru/pages/viewpage.action?pageId=158605540

6.2.3. llepsas HacTpoiika

Mocne yctaHoBkM naketa ¢ [lporpamMmoii HeoOX0AMMO yKa3aTb B KOH(UIypauuoHHOM dhaiine
Jopt/avd/etc/avd.conf aktyanbHoe 3Hauexue ans customerld, a Takxe appec cepsepa EDR - BMecto localhost yka3sarb
IP-appec unn foMeHHoe Ms CepBepa, Hanpumep:

customerld=9e391e34f921fade

http {

server=

}

BMecTo uMeHu MoXHO YKa3aTb afipec cepBepa:

server=192.168.1.1

FeHepau,Mﬂ TOKEHA BbINOJIHAETCA areéHTOM aBTOMATUYEeCKWU Npu nepsom 3anycke, OAHAKO TOKEH MOXHO

3a/1aTb NPUHYAMTENbHO, YKa3aB B KOH(UIYpaLMOHHOM (haiine ero 3HaueHue B hopmare:

token=...

Y106b1 B8 OC Ubuntu nnu Debian 0TKpbITh KOH(MIypaLmoHHbIiA (ain ¢ npasamu root, Heo6X04MMO
BeecTi komanzy SUDO_EDITOR=gedit sudoedit /opt/avd/etc/avd.conf
Y100b1 0TKpbITH B Pe0C KOH(MrypaLmMoHHbIn (haitn ¢ npaBamu root, HEOOXOANMO BBECTH KOMaHAY

sudo mc.

Mocne HACTPOMKM KOH(MIypaLMOHHOrO (paina HeoOXOAMMO 3anyCTUTb CEPBUC areHTa, BbINOAHUB B
TePMUHaNe CeAYHLLYI0 KOMaHAY:

«sudo systemctl start avd»

B nanbHeiiwem cepsuc Gyaer craptoBath aBToMatyecki npu 3anycke 0C.

locne ycnewHor YCTaHOBKM areHT NoSBUTCA B CNUCKe BepudpukaLmuu Ha cepsepe EDR.

PykoBogcTeo nonb3osatens RT Protect EDR
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Mocne ycraHoBku DEB-nakera B cucteme nossutcs systemd cepsuc avd.

6.2.4. 3anyck
3anyCTuTb CePBAUC areHTa, BbINOSHUB B TEPMUHANE CeAyOLLYI0 KOMaHAY:
«sudo systemctl start avd»

B nanbHeiiem cepauc 6yet craptoBaTh aBToMaTHuecky npu 3anycke 0C.

U “J lpumevanne
LJd

Mocne ycnewHoi nepBoHaYaNnbHOR YCTaHOBKM AreHT OMKEH NOSIBUTLCS B CNUCKE BEPUQUKALMM Ha

cepsepe EDR. Mocne 06HoBneHuA Arenta Bepudpukaums He Tpebyetcs.

Mocne ycranosku DEB-naketa B cucteme noasutcs systemd cepsuc avd.

OcHOBHble (haitnbl (MCMONHAEMBIA MOAYAb CEpBUCA, AMHAMUYECKUe OMOAMOTEKM, KOH(MrypaLMOHHbIE
(hanbl) COXPaHSOTCA B CUCTEME NO NYTH:

[opt/avd/

MapameTpbl paboTbl CEPBUCA areHTa MOryT ObiTb 3aaHbl Yepe3 KOH(UIYPaLMOHHbIA (ain:

lopt/avd/etc/avd.conf
6.2.5. YcraHoska arenta B 0C ALT Linux 10

1) OTKpbITL TEPMUHAN M BLINOAHUTL KOMAHLY SU —

2) Yc1aHOBUTb NAKETbI U3 3aBUCUMOCTEN, BbIMOSHUB KOMAHAbI:

«epm install libcurl.s0.4»

«epm install libev.so.4»

3) PacnakoBaTb apxuB C MHCTaNASTOPoM B (haitnoBoM mexegxepe v Haxatb KM Ha rpm-nakete, nocne
4ero BblGpatb NyHKT OTKPLITh B YcTaHoBKa RPM;

4) YctaHOBHTb rpm-naker,

5) U3MeHUTb C NOMOLLbK KOMaHAbl MC (LOMKHA 3anyckatbCA OT root) KOH(UrypauMOHHbIA (ain
Jopt/avd/etc/avd.conf B Tepmutane, yka3as IP-appec cepsepa EDR Bmecto localhost;

6) 3anyctutb Ciyx0y areHTa C noMoLLbio KoManzbl systemctl start avd (gomkHa 3anyckatbes o1 root).
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6.3 Touxa BoccraHoBneHus OC, Co3aHHas NpH yCTaHOBKe areHTa

Touka BOCCTAHOB/EHNS — CneLuanbHas yHkuns B onepawnonHoi cucreme Windows, kotopast no3sonser
COXPAHUTB TEKYLLLME HACTPOIKN KOMNbIOTEPA. [10C/e BbINONHEHNA 3T0/ OnepaLum noab30Baresib CMOXeT 6e3 0co00ro
TpyZ4a BEPHYTLCA K paboyemy COCTOAHMIO YCTPOCTBA NOCNE NOSBAEHNA HENONALoK WK 005 B paboTe CUCTEMDI.

Ecan npu ycraHoBke areHta Obia CO34aHA TOYKA BOCCTAHOBJIEHNA, TO 415 BOCCTAHOBJIEHUS COCTOSIHUSA
CMCTEMBI B COCTOSIHME, NPeALLIECTBYHOLLee YCTAHOBKE areHTa, Cefyet Npou3BecTy CesyioLLne fecTeus:

1) Haxatb npaBoit KHONMKOA MblLLn Ha MeHto Tyck v 3aitTn B laxenb ynpasnenus.

2) Mepeittn B pa3gen Cucrema u 6esonacHoctb — Cuctema — 3awura CUCTEMbI.

3) B okHe 3awuta cucTeMbI HaXaTb KHOMKY BocCTaHoBMTb.

4) B oTkpbIBlEMCS OKHe BocCtaHOBNeHWe cucTeMbl YKa3atb B none BbiGopa BbibpaTb ApYrylw TOYKy

BOCCTQHOBNIEHHS. OTKDOGTCFI OKHO, NpeacTaBieHHOE Ha PUCYHKE 1.

@ BoccraHoeneHne cucTemel

BocCTaHOBNEHHE KOMNLIOTEPA A0 NPeOLIAYULEre COCTOAHNA pr
f o
M‘—v-.f
TeKywwii yacosoi neac: GMT+3:00
Hatawn BDEMF!" OnmcaHmue Tun
09.02.2023 15:10:03 AreHT RT Protect EDR 2.0.101.2546 YCTaHoBKa
Mowcik WBAEMbIX
lanee > OTmeHa

PucyHok 7 — Toyka BOCCTAHOBNEHUS CUCTEMDI

5) BbiGpath TO4KY BOCCTAHOBEHNS, CO3AaHHYI0 Npu ycTaHoBKe AreHTa EDR, BbIAeNMB COOTBETCTBYHOLLYH)

CTPOYKY M3 CUcKa. MoSIBUTCS OKHO, NPe/iCTaBACHHOE Ha PUCYHKE 8.

PykoBogcTeo nonb3osatens RT Protect EDR
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44
[‘_.3 BoccTaHoBNEHWE CHCTEMEI

I'IomBep)mewe TOUYKHK BOCCTaHOBNEHWA

Ha KOMNBOTEPE BOCCTaHABNMBAETCA COCTOAHKWE, KOTOpOe
npeawecTsosano CDsbITMICl, YKa3aHHOMY B NPHUBEAEHHOM HIKE none

"Onmcanme”™,

Bpema: 09.02.2023 15:10:03 {GMT +3:00)

OrucaHue: YcraHoeka: AreHT RT Protect EDR 2.0.101.2546
Ductan: NokaneHsit auck (C:) (Cucrena)

ECnu Bel HEAEEHD MEHANM Napont Windows, pekoMeH4 yeM BaM CO3AaTE
aWck chipoca napons,

UTofibl USMEHEHWA BCTYMUAW B CUNY, KoMMLOTEP ByAET NepesarpyxeH.
Mpexae Yem NPoACIKNTE, COXPEHUTE BCE OTKPRITEIE dalins! 1
3aKpOITE BCE MPOrPEMME.

< Hasan OTreHa

PucyHok 8 — loareepxieHne TO4KH BOCCTAHOB/IEHHS

6) NoaTBEpPANTL AEACTBUE, HAXAB MO KHOMKE [0TOBO.
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1. Ynanetve AreHra

1.1 Ynanetue arexta 8 0C Windows

Yaanenue Arenta (8 0C Windows) ¢ KOHEUHOM TOUKI MOXHO NPOU3BECTH CEAYHOLMMM CnocoBamu:

1) C nomowbto nporpammbl AenHctannstopa - uninstall.exe, kotopas Haxoautcs B nanke: C:\Program
Files\PT-UHcpopmavmonHas 6esonacHoctb Agent_RT Protect _EDR;

2) WiratHbiM CNOCOGOM yAaneHns nporpamm, Yepes naHesb ynpaBaeHns/yCTaHoBKa i yAaneHue nporpamm;

3) B pexume KOMaHZHOR CTPOKM, HaBpaB KOMaHAI:

— Uninstall /noUl - 3anyck yaanexus nporpammbl 6e3 nokasa nonb30BaTeNbCkoro nHTepdeiica;

— Uninstall /noUl/canReboot — 3anyck yaanenus nporpaMmbl 6€3 nokasa nosib30BaTeNbCkoro MHTepdeiica
W paspelueHnem nepesarpy3ki 6e3 3anpoca K nosb30Batesio.

lpumeyanne: [ns ynanexus arexta, ¢ BKAOYEHHOR onuyen laponbHas 3auimuTa ot yaanenus tpebyerca
BBECTU NMapofb, KOTOPbIA CreHepupoBaH Ha CepBepe ynpaBaeHus u JOCTYNeH ANs KOMMPOBAHWS WU MPOCMOTPA

0/ib30BaTe0 C PObH AﬂMVIHVICTpaTOD.

7.2 Ypanenue arenta B 0C Linux

Yaanenue Arenta (B OC Linux) ¢ KOHEYHOR TOYKM MOXHO Npou3BeCTH, HabpaB B TePMUHANE CNIEAYHOLLYHO
KOMaHAy:

«sudo dpkg -r avd.

Yaanenue Arenta (B 0C RED 0S) ¢ KoHeUHOW TOUKM MOXHO NPOU3BECTH, HAOPaB B TEPMUHANE ClIEAYHOLLYH
KOMaHAy:

«sudo rpm -e avdy.

Ynanexue Arenta (B OC ALT Linux 10) npon3soautcst 0T N0Nb30BaTeNs root C NOMOLLbIO KOMaHAbI:

«apt-get remove avd.

PykoBogcTeo nonb3osatens RT Protect EDR
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8. TopszoK peLueHns 0CHOBHDIX N0/Ib30BATE/IbCKYX 337184

8.1 06Lupe cBefeHus

CucremMa  MMeEeT  KNMEHT-CEpBEpHYH0  apxutekTypy. [lporpaMMHblii  KOMMOHEHT KaneHta  (Aremt),
YCTAHOB/IEHHbIN HA KOHEYHO TOYKE, B3aUMOLECTBYET C CePBEPHOM HacTbio cucteMbl no HTTPS.

8.2 Cocras komnoHeHToB arexTa EDR ans OC Windows

1) KomnoHeHTbl aapa:

— [paiiBep areHTa, paboTatoLMit B peXuMe sapa CUCTEMbI;

— Lpaisep kontpons USB, pabotatoLwuit B pexume aapa CUCTEMbI.

2) MpuknagHble KOMMOHEHTbI:

— cnyx06a, paboTatoLan B pexume nonb3oBarens;

— MOZY/Nb CUCTEMHOTO Tpes (ONLMOHANbHO).

[ipaiiBep areHta COCTONT U3 CNeAYHLNX MOAYNeR:

1) Mopynb KOHTPOAS LLENOCTHOCTU KOMNOHEHTOB areHTa;

2) Mopynb 3awmTbl hannoB 0T NPOrpamM-LwNdPOBabLUNKOB;

3) mopynb ynpasnenns apainsepom kontpons USB;

4) MofyAn MOHUTOPKHTA COOBITUI HA KOHEYHO TOYKE:

— MOHMTOP (haiNoBOI CUCTEMBI;

— MOHHTOP peectpa;

— MOHHTOP NPOLLECCOB;

— MOHWTOP CETEBOr0 B3aUMOJENCTBHS;

— KOPpensiTop npasui 06HapyxeHus BPeAOHOCHOM aKTUBHOCTH.

Cnyx0a arenta CoCTouT U3 CEAYHOLMX MOSYNEN:

— MOZy/b B3aUMOJENCTBUA C CEPBEPOM;

— MOAyNb c6opa CTaTUCTHKY;

— MOZY/b CeXEeHNst 33 COBbITUSIMU CUCTEMHBIX XYPHaOB;

— MOfyNb CKAaHMPOBAHMA 1 aHanu3a (aiinos;

— MOAy/b NCNONHEHNA KOMaH[, Nony4eHHbIX OT CEpBepa,

PykoBogcTeo nonb3osatens RT Protect EDR
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— MOJyAb p860TbI C METaflaHHbIMI areHTa.

8.3 Cocras komnoHeHToB arexTa EDR ans OC Linux
AreHT COCTOMT U3 TPEX KOMMOHEHTOB:

1) UcnonHsiembln MOZYNb - cepBUC «cayx0a» systemd, 3anyckaemblit OT UMEHN Cynepnonb3oBaTens npu
3arpy3ke 0C. Ha3Banwe cepuca u ncnonHsemoro aina - avd.

2) BPF mogynu - Habop BPF nporpamm, 3arpyxaemblii B 24p0 0C no nHuumatuee cepsuca.

3) Mogynb sapa. 3arpyxaercs B 24po 0C no nHuLmMaTMBe cepBuca.

8.4 CoctaB KOMMOHEHTOB CEPBEPHOi YacTh

CepsepHas 4acTb [porpamMMbl COCTOMT U3 CIEAYHOLLMX KOMMOHEHTOB:

1) banancupoBLLKMK Harpy3ku (peann3oBaH Ha Nginx);

2) Be6-cepsep (peanu3oBaH Ha OpenResty);

3) Kew-cepsuc (peanu3osaH Ha Redis);

4) bytep ang noctynarowmx cobbiTuit (peanu3osaH Ha Redis);

5) bJl (6a3a faHHbIX) anq Django-npunoxenus (peanu3oBana Ha PostgreSQL);

6) 06bekTHOE XpaHunuLe (xpaHuauwe dainos) ¢ APl (peanu3osaHo Ha Minio);

7) BA ana coObITHit M MHLMAEHTOB (peann3oBaHa Ha Elasticsearch);

8) Bopkepb! (3anucbiBator noctynaowme cobbitus B bJl Elasticsearch) — nponpueTapHbin KOMMOHEHT,
pa3paboTaHHbIi Ha a3bike Python;

9) Be6-npunoxenne Ha Django — 0CHOBHOW NPONPUETAPHbIA KOMNOHEHT, peanu3ytoluin GU3HeC-Noruky
cucTembl (pa3pabotaH Ha s3bike Python).

KoMnoHeHTbI 1-7 ABAAKTCA U3BECTHBIMU 06LLEJOCTYMHBIMU PELLeHUsIMU, NOAAEPXMBAEMbIMU CO00LLECTBOM
Open Source pa3paboT4MKOB ¥ MHTETPUPOBAHHBIMU B pa3padaTbiBaeMyH CHCTEMY.

KomnoHenTbl 8-9 coGupatotcs M3 MCXOQHOrO KOAA, Pa3palbOTaHHOTO Ha NpeAnpuATUM-U3rOTOBUTENE

U3nenus.

PykoBogcTeo nonb3osatens RT Protect EDR
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8.5 0606LLEHHbIH anropuT™ paboTb!

KnueHT 0CywLecTBAAET MOHUTOPUHT CUCTEMHOM AKTUBHOCTH C LLEJIbIO BbISIBNEHNUS BPELOHOCHOTO NOBEeAEHUS
COrNIaCHO NPaBK/IaM NOBEJEHYECKOr0 aHaNu3a, NOMYYEHHbIM UM OT CepBepa. KnueHT cobnpaert CraTuCTUKY CUCTEMHOR
AKTUBHOCTM ¥ NEPUOANYECKN OTNPABASIET ee Ha cepaep.

Cepsep nmeet agMuHUCTPaTUBHBLIA MOayAb (frontend) Ans BU3yanbHOro npeactaBaeHuns Npoduas arexra,
€ro COCTOSHMS, CTaTUCTUYECKMX AAHHbIX, 0GHAPYXEHHbIX MHLMAEHTOB 6E30MaCHOCTH M NPOYEi MHOpMaLMK, KOTOpas
MOXeT ObITb M0/1e3Ha AGMUHUCTPATOPY AN1A HAONKOAEHNS 3@ AT@HTOM B AMHAMMUKE.

AZMUHUCTPATMBHBIA MOAY/b CepBepa MMeeT (DYHKUMM ynpaBnenna AreHtom — OJ0KMpOBaHUS CeTH,
0TNPaBAEHMUS CKPUNTA Ha BbINOHEHNE U TAK Jafee.

8.6 lopspok nony4enns oGHoneHKi lporpamMMbl M aHTUBUPYCHDIX 6a3

lporpaMma nocTaBAfeTcs NOMb30BATENO HA OCHOBAHWM LOrOBOPA O MOCTABKE, 3aK/NOYEHHOTO MEXAy
Monb3oBatenem u [peanpusTMEM-U3roToBUTENEM.

lporpamMma nocTaBeTCA B KOMNJIGKTHOCTH COrNacHo JokymeHty «RT Protect EDR. ®opmynsp».

Yka3aHus no sKcnayatauuu, NPUMEHEHU0, YCTAHOBKE M HanpaBeHMi0 peknamauuit Ha [porpammy
COAEpXaTcs B fOKYMeHTax «PykoBoacTBO AqMUHUCTpaTOpax u «dopmynap».

06HoBNEHKMe Bepcun AMCTpubyTMBa AreHTa npon3BoAMTCS ALMUHUCTPATOPOM.

PykoBogcTeo nonb3osatens RT Protect EDR
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9. Coo6LLeHms 06 owwmOKax

b0/IbLWIKMHCTBO OWKMGOK MOXHO Pa3fenTh Ha CIEAYHOLLME TUMb:

1) OwnGKK KOH(MrypaLum:

— HEKOPPEKTHbIe HACTPOIKK NapameTpoB 6e30nacHoCTy;

— HEKOPPEKTHas YCTaHOBKA KOMMOHEHTOB lTporpammbl;

— HEKOPpeKTHbIe AeHCTBUE CO CTOPOHbI Monb30BaTens/ARMUHUCTPaTOPa;

— KPUTHYECKHe OLIMOKM.

2) Own6ku 06opynoBaHMS:

— BbIXOZ M3 CTPOS annapartHbIX CPeACTB, Ha KOTOPbIX yCTaHoBeHa lporpamma;

— BbIX04 U3 cTpost Cepaepa (u KOMNOHeHTOB Ha CepBepe), C KOTOPbIMI B3aMMOLEACTBYHOT KOMIOHEHTI
[lporpammbl, yCTaHOBAEHHbIE HA 000pyaoBaHuMy [lonb30BaTens;

— nepe0on NUTaHUs CO CTOPOHbI KNMEHTCKOM WK CEPBEPHON YaCTH.

Mpn BO3HMKHOBEHMN OWMOKK [loNb30BATEN0 HE ClefyeT CaMOCTOSTENIbHO 3aHUMATbCS YCTPAHEHUEM
owwn6ku. Monb3oBatesb 00palLaeTca K ARMUHUCTPATOPY, KOTOPBIA COTNACcHO NPOLeaypaM, OMUCaHHbIM B JOKYMEHTE

«PyKOBOACTBO ALMUHUCTPATOPA, YCTPAHSIET BbISBAEHHbIE OLINOKM.
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10. TepmuHb! v onpepenexms

lepeyeHb TePMUHOB ¥ ONPeAENeHnil YKa3aH B Tabaunue 5.

Ta6nuua 5 — TepmuHbl 1 onpeaeneHus

PearupoBaHue Ha uHUmMaeHt Ub

CTPyKTYpMpOBaHHAs COBOKYMHOCTb JIECTBMA, HAnpaBAeHHAas Ha YCTaHOBMeHWe AeTanedt
WHLMEHTA, MUHUMU3ALMIO YiLiepGa OT MHLMAEHTA W NPEOTBPALLEHUe NOBTOPEHNS UHLMAEHTA
b

Llenesas ataka

Ataka, HaLeneHHas Ha OLHOTO YeNOBeKa, KOMMAHUI Wi rpynny. B npouecce atakn Moxer
NCNONb30BATLCA PA3/IMYHOE BPELOHOCHOE NPOrpaMMHoe 00ecneyenne U Metodbl COLUANbHON
NHXEHepuu

APT-Ataka
(ADVANCED PERSISTENT THREAT)

CnoxHasi, NPOAOXMTENbHAS, XOPOLLO CNAAHMPOBAHHAS MHOTOX0A0BAs aTaka, MCNoNb3yoLas
CNI0XHOe BpefoHocHoe 110, MeToAbl COLManbHOA MHXEHEPUN U aHHble 00 MH(OPMALMOHHOR
MH(PACTPYKType aTakyemoro

bl

ba3a faHHbIX

b/ NKB

ba3bl aHHbIX NPU3HAKOB KOMNbIOTEPHbIX BUPYCOB

UHankatopbl komnpomertauui (10C)

Habntogaemasn B KOMNbHOTEPHOR CETM MAM HA OZHOM U3 KOMMbIOTEPOB CYWHOCTb, HaNNuMe
KOTOPO# MOXeT CBMAETENbCTBOBATL 0 KoMnpomeTtaLun UC. 06bI4HO NoA TaKUMKM MHAMKATOPaMMU
nonumarot IP-anpeca, URL-agpeca, xewwn daitnos

WHthopmaLmoHHas 6e3onacHocTb (Mb)

chepa HAYKN N TEXHUKWN, 0XBaTbIBAOLLAA COBOKYMHOCTb npo6neM, (BA3aHHbIX C 06eCneyeHnem
3alLMILEHHOCTH 06bEKTOB MH(bOpMaLIMOHHOﬂ CCbepr B yCNoBMAX CyLLIECTBOBAHMA Yrpo3. Mog
MHCbOpMaLIMOHHOﬂ 0€30NaCHOCTbI0 TAKXE MOHUMAKT  3aLUMLLEHHOCTD MHd)OpMaLIMM ot
HeCaHKLMOHNPOBAHHOIO O3HAKOMJIEHUS, npe06pa3OBava W YHUYTOXEHUA, 3aLUNLLEHHOCTb

MH(OPMALIMOHHBIX  PECYPCOB  OT  BO3AEMCTBUA, HAMPABMEHHbIX HA  HapyleHue UX
pa6otocnocoGHoCTH
WHumaent UB Hapywenue unn yrposa Hapywenus Ub komnaxum
ne UHdhopmaLMoHHas cucTema
nt NHthopmaLMOHHaA TeXHOAOTS
KB KomnbloTepHble BUYCbI
Knacc MeTo/,0B CKYCCTBEHHOIO UHTENNIEKTA, XaPAKTEPHOI YEPTOI KOTOPbIX ABAAETCS HE NPsMOe
pelLeHye 3aaa4u, a 06yyeHme B NpoLLecce NPUMEHEHNS PELLEHMIt MHOXECTBA CXOAHBIX 3a/ay.
MaluuHHoe 0Gy4etme g noCTpOeHMs  TakMX  METOAOB  UCMOMb3YKOTCA  CPEACTBA MaTeMaTMyeckoil
CTATUCTUKM, YACNEHHBIX METO/0B, MATEMATUYECKOr0 aHanu3a, MeTo0B ONTUMHU3ALLMK, TEOPUM
BEPOATHOCTENA, TeOpUY rpachos, pa3nnyHble TeXHUKKM PaboThl C AaHHBIMYU B Ln)poBOi (hopme
0C OnepaumoHHas cucrema
Il Monnuka GesonacHocTu
no lporpamMmHoe obecneyenue
CAB3 CpencTBa aHTMBHUPYCHO 3aLLMTbI
Co6bitne UB Nlo6oe naeHTMMLMPOBAHHOE ABNEHUE B CUCTEME MM CeTH
CYB1l Cuctema ynpasnenus 6a30i AaHHbIX
MoTeHUMaNbHO BO3MOXHOE COObITHe, [eicTBUE (BO3LECTBME), MPOLECC WK SBNEHME,
Yrposa Wb (03a10LLEe ONACHOCTb BOHUKHOBEHMS MHUMAEHTA B
il YpoBeHb foBepust
rTIRT
PykoBogcTBo nosb3oBarens RT Protect EDR L ) Protect 2
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https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B8%D0%BD%D1%82%D0%B5%D0%BB%D0%BB%D0%B5%D0%BA%D1%82
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%82%D0%B5%D0%BC%D0%B0%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D1%82%D0%B0%D1%82%D0%B8%D1%81%D1%82%D0%B8%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%82%D0%B5%D0%BC%D0%B0%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D1%82%D0%B0%D1%82%D0%B8%D1%81%D1%82%D0%B8%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%A7%D0%B8%D1%81%D0%BB%D0%B5%D0%BD%D0%BD%D1%8B%D0%B5_%D0%BC%D0%B5%D1%82%D0%BE%D0%B4%D1%8B
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%82%D0%B5%D0%BC%D0%B0%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%B0%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7
https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D1%82%D0%B8%D0%BC%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F_(%D0%BC%D0%B0%D1%82%D0%B5%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0)
https://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D0%BE%D1%80%D0%B8%D1%8F_%D0%B2%D0%B5%D1%80%D0%BE%D1%8F%D1%82%D0%BD%D0%BE%D1%81%D1%82%D0%B5%D0%B9
https://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D0%BE%D1%80%D0%B8%D1%8F_%D0%B2%D0%B5%D1%80%D0%BE%D1%8F%D1%82%D0%BD%D0%BE%D1%81%D1%82%D0%B5%D0%B9
https://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D0%BE%D1%80%D0%B8%D1%8F_%D0%B3%D1%80%D0%B0%D1%84%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/%D0%94%D0%B0%D0%BD%D0%BD%D1%8B%D0%B5_(%D0%B2%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%82%D0%B5%D1%85%D0%BD%D0%B8%D0%BA%D0%B0)

Ya3BuMoCTb
cuctemsl (UC)

NHOPMALLMOHHOM

Hepoctatok B WC, uCMonb3ys KOTOPbIA BHEWHMA 3N0YMbILNEHHUK MOXET HaMepeHHO
peanusoBarb yrposy Ub

KomnbtoTepHas nporpaMma, parMmeHT NporpaMMHOro KoAia Ui NOCNe/I0BATENbHOCTL KOMAH,

Jkcnnout MCNOMb3yloLLMe YS3BUMOCTI B MPOrPAMMHOM 06ecneyeHit M NpUMeHseMble ANs NPOBeAEHNS
(EXPLOIT) araku Ha NC
EDR TexHonorMA KuGep6e3onacHoCTM, KoTopas O03Hauaer «OGHapyXeHHe W pearupoBaHMe Ha

(Endpoint Detection and Response)

KOHEYHbIX TOYKAX»

EPS

Konmuecto coGbiTiit B CEKYHAY

(Events Per Second)

so¢ . . LleHTp MOHMTOPHHTa ¥ PearpoBaHNa Ha MHLMAEHTbI MH(OPMALMOHHOI Ge30nacHoCTH

(Security Operations Center)

SIEM

(Security Information and  Event | TexHonorus Ans ynpasnienns uHpopMaimed u coObiTuAMYU Ge3onacHoCTk

Management)

10A Mpasuio, cofepxalyee OnucaHue MoLO3PUTENLHOTO NOBEAEHUS B CUCTEME, KOTOPOE MOXET
(Indicator of Attack) ObITb NPU3HAKOM LieN1eBON aTakin

VPN 06006LEHHOE Ha3BaHWMeE TEXHONIOTUi, NO3BOASIOLMX 06ECTIEYNTD OAHO MU HECKOLKO CETEBbIX
(Virtual Private Network) COeZMHEHW (TYHHeNel) NoBepX ApPYroi ceTu

UsB JT0 NOCNeLoBaTeNbHbIA  MHTEPIENC ANS  MOAKAKOYEHUS neputhepuitHblx  YCTPOACTB K
BPF BuptyanbHas Mawuna BHytpu gapa OC, koTopas no3BoAAT 3arpyxatb B Hee NPOU3BOJbHbI
(Berkley Packet Filter) KOA.

HTTPS lpoTokon 3almwEHHOM nepefayn AaHHbIX, pacwmpenune npotokona HTTP fna nopmepxku

(HyperText Transfer Protocol Secure)

WnpoBanus

PykoBogcTeo nonb3osatens RT Protect EDR
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LiutupoBaHue JOKyMEHTA 0NYCKAETCS TONbKO CO CChINKOM Ha HACcTOSILLEE PYKOBOACTBO. PYKOBOACTBO He

MOXET ObITb MOMHOCTbKO WK YACTUYHO BOCNPON3BEAEHO, TMPAXMPOBAHO MAKM pacnpocTpaHeHo Ge3 pa3pelwenns AQ

«PT-UB».

https://rt-ib.ru Ten.: +7 (499) 390-79-05 (MHOroKaHaNbHbIi)
info@rt-ib.ru 117587, Bapwasckoe wocce, som 118, kopn.1, GusHec-LenTp «Bapwaska», Mocksa
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